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Real-Time Security Management for Real-Time Results

Hackers, worms and viruses. The criminal and the
corrupted. They are all real -time. We must be too.

This is the driving force behind Security Management

Center (SMC), OpenService’s new integrated security
event management framework. Its premise is simple:
Integrated, real -time support for comprehensive security
life cycle management. In other words, providing a
consistent set of services that enable better security, in
real-time, using a consistent set of standards and
technologies that are easy to manage, scale, and integrat

SMC sets a new benchmark in security risk management
by enabling superior threat management, log
management, security policy compliance, and regulatory

Raw Event and Log Data:
OPSEC, syslog,
SNMP, POP / RDEP,
SQL, Text files

compliance - all via a uniform, real-time security
dashboard with minimal maintenance. Unlike other
products with expensive implementation times and
management costs, SMC and its modules all deliver true
real-time performance, proven scalability, fast
implementations, and minimal daily maintenance
demands.

SMC: Integrated Security

SMC provides the technology framework and architecture
that enables our real-time security event management
software, Security Threat Manager, and our new
compliance and log archiving solution, Security Log
Manager, to pull the data they need from the same
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Real-Time Security Management for Real-Time Results

security event log stream- then doing what they need to
meet the needs of their particular users in the security life-
cycle.

SMC's technology will be reused and reapplied by the
other modules we make available to extend the solution,
providing real-time solutions for other areas of security
management. Integrating these additional solutions into
the SMC architecture dramatically simplifies the process of
extending the overall benefits of real -time security event
management, making deployments to new users for novel
applications as easy as possible.

The SMC Architecture

The SMC architecture builds on our industry-leading,
proven, highly scalable high performance security event
management architecture. Comfortably out-performing
competitive solutions on more affordable, commodity
hardware, SMC elevates our security event management
system components into modular, plug and play, minimal
maintenance, data management infrastructure.

The architecture provides a single event infrastructure,
including data collection, normalization, categorization
and reporting technologies, that each of the constituent
security event management solutions - STM and SLM -
then build upon for each of the aspects of the security
event management life cycle that they address.

Each of the core security event management suite
components of SMC can be hosted on the same machine,
or distributed across multiple peered servers for maximum
flexibility and scalability. Typically deployed on an agent-
less basis with minimal disruption to your deployed,
production logging environment, the core security event
management solution installs quickly with minimal
disruption to deployed, production environments,
reducing roll-out risk and reducing implementation times.

As a result, SMC delive rs effective, manageable and
scalable performance in a single, extensible infrastructure.

pen

service

SMC Framework Features

SMC provides all the features and capabilities enterprise
users expect from an integrated security event
management solution. Building on the proven success of
STM, which has had more published customer success
stories in 2004 than any competitive security event
management solution, SMC provides the following
infrastructure for its component modules:

Data collection, normalization and transmission.
User and role-based security; audit trails.

Security business intelligence - mapping risks to
lines of business.

Seamless transitions between modules in the web-
based console.

Reporting and analysis infrastructure.

Centralized configuration.

Data and application update services.

Not only does SMC provide a consistent, easy-to-use
security event management interface for compliance
officers, auditors, forensic analysts and security operations;
it also delivers consistent configuration, management and
analysis features across allits application modules.

As a result, the typically discrete elements and functions
within a security organization can develop a consistent set
of standards, improve communications, and provide a
unified approach to security event management. This
enhances productivity as well as reducing the security risk
from hackers, viruses, insiders and compliance violations.

SMCis
The Integrated Security
Management Suite

Find out more at www.openservice.com, or call us at
508.597.5300to arrange a demonstration.
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