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1.
: Reouteri® show |p interface brief
| Interface IP-Address  OK? Mathod Status Protocol
unsat  up up
manusl up g
| ol0/0. 10 3 manual up up
FasiEthemet 0. 50 ‘ES manual up up
Sentch# show interfaces trunk
Port Mode Encapsulation Status Mative vian
Faf24 oesirable 802 19 trurking 10
Paor Vians allowed on trunk
Host & HostB
10155024 10.1.50.6124
chl(config-ine i password let_me-in
Refer to the exhibit. The network administrator needs to setup Switchl for remote access from HostA.
Theshow ip interface brief is issued on Routerl and the show interfaces trunk command is issued on
theSwitchl to verify the current status. The administrator applies the additional configuration shown in
theexhibit to Switchl. However, the telnet from HostA fails. What additional commands need to be
appliedto the switch?
* Switch(config)# interface vlan 1
Switch(config-if)# ip address 10.1.1.250 255.255.255.0
Switch(config-if)# no shutdown
Switch(config-if)# ip default-gateway 10.1.10.254
e Switch(config)# interface vlan 1
Switch(config-if)# ip address 10.1.50.250 255.255.255.0
Switch(config-if)# no shutdown
Switch(config-if)# ip default-gateway 10.1.50.254
e Switch(config)# interface vlan 10
Switch(config-if)# ip address 10.1.10.250 255.255.255.0
Switch(config-if)# no shutdown
Switch(config-if)# ip default-gateway 10.1.10.254
» Switch(config)# interface vlan 10
Switch(config-if)# ip address 10.1.1.250 255.255.255.0 %' =ooesiz-20
Switch(config-if)# no shutdown
Switch(config-if)# ip default-gateway 10.1.10.254

Switch(config)# interface vlan 50

Switch(config-if)# ip address 10.1.10.250 255.255.255.0
Switch(config-if)# no shutdown

Switch(config-if)# ip default-gateway 10.1.10.254
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Switchl# show running-config
I

interface GigshitEthernet0/1
switchport trunk encapsulation dotlyg
switchport mode trunk

I

=output omitted=

Refer to the exhibit. On the basis of the configuration shown, how will an Ethernet frame on port
GigabitEthernet0/1 be modified?

e 802.1Q encapsulation prepends a 4-byte tag field in front of the original Ethernet frame and
recomputes the frame check sequence (FCS) on the modified frame.

e 802.1Q encapsulation inserts a 4-byte tag field into the original Ethernet frame between the source P]oyment
address and type/length fields and recomputes the frame check sequence (FCS) on the modified lutions ?
frame.

* 802.1Q encapsulation prepends an 802.1p field in front of the original Ethernet frame and recomputes
the frame check sequence (FCS) on the modified frame. ¢ 802.1Q encapsulation inserts an 802.1p field
into the original Ethernet frame between the source address and type/length fields and recomputes the
frame check sequence (FCS) on the modified frame.

TodayE=2s)
Total

3. What VLANSs are allowed across a trunk when the range of allowed VLANs is set to the default value?
e All VLANs will be allowed across the trunk.

* Only VLAN 1 will be allowed across the trunk.

* Only the native VLAN will be allowed across the trunk.

* The switches will negotiate via VTP which VLANSs to allow across the trunk.

& 3 Spain

4. Which parameter is used to uniquely identify one wireless network from another?

e SSID

* OFDM

* WEP

* DSSS

5.

RootBridge
FoM FoM
- Em mm =
% FOi3 Foiz

Datsbase Sanver

Refer to the exhibit. What is the consequence if SW1 port FO/1 is configured as an edge port?
* SW1 port FO/1 transitions to the learning state.

e SW1 port FO/1 can generate a temporary loop.

* SW1 port FO/1 becomes a non-designated port.

e SW1 port FO/2 no longer passes BPDUs to SW4.

I \ I \

VLAN4D0  VLANS0 VLAN40 VLANS0

6.

Refer to the exhibit. What will allow a host on VLAN 40 on switch X to communicate with a host in VLAN
40 on switch Y?
* QoS
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e routing
e trunking
¢ VPN
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Gion

GioNM

Gior2' §,
-~

- ;

Gior2

31 Priarity = 24576
MAC Address = 000400333333

52 Priarity = 32768
MAC Address = 000AQ0Z222222

53 Priority = 32768
MAC Address = 000400111111

54 Priarity = 36864
MAC Address = 000400111110

Refer to the exhibit. Spanning-tree port priorities are 128 for all interfaces. The network administrator
enters the spanning-tree vlan 1 root primary command on S4. Which two port results are correct?
(Choose two.)

e S1 Gi0/1 becomes a root port.

* S2 Gi0/2 becomes a non-designated port.

* S3 Gi0/1 becomes a non-designated port.

* S4 Gi0/1 becomes a root port.

e S4 Gi0/2 becomes a designated port.

8.
Labs# show vtp status
TP “ersion: 1
Configuration Revision: ]
Maximum YLANs supported locally: B4
Mumber of existing VLANS: 5
WTP Operating Mode: Server
WTP Damain Mame: Labs
WTP Pruning Mode: Dizabled
WTP W2 Mode: Dizabled
YTP Traps Generation: Dizahled
MDS digest: 0245 052 0xBE6 0xF D 0x63 0xC3 0x49 0x80
Configuration last modified by 0000 st §-10-07 150449
Labsd

Refer to the exhibit. Which two facts can be confirmed by this output? (Choose two.)

* This switch shows no configuration revision errors.

* This switch has established two-way communication with the neighboring devices.

e This switch is configured to advertise its VLAN configuration to other VTP-enabled switches in the
same VTP domain.

e This switch will drop all VTP advertisements that come from the switches that are configured in the
same VTP domain.

e This switch will cause no disruption in the VTP domain operations if the rest of the switches in the
same VTP domain have a higher configuration revision number.

9.

WLAN Name Stabus Puorts

1 defaull actve Fadl, Fadi2, Falill, Fald2 ¥ Fa0n
FaOri3, Faor 4, Fadn s, Fadriie =l 3
Fadii7, Fa0is, Faoria, Fagrzg | WEAPA0AR4] | 72103000 24
FalvZi, Fali2?, Falid3, Falrdd
i, Gl FadS

1] WLANODTD aclyg Falvg, Faano

n WLANDOZO At Falv3, Falis

30 VLANDDIO At Falvs, Fale

40 WLANDDED Lt FaQUT, Fai

1602 fddi-defaull attve

1003 okn-ring-gofaut actve

1004 fddinat detaull actve

1005 imetdefaull e A o o

e e AZAZADADZE 1724003006 24

Refer to the exhibit. R1 is configured for traditional inter-VLAN routing. R1 can ping computer 3 but
cannot ping computer 1. What is a possible cause for this failure?

e S1 port Fa0/11 is in the wrong VLAN.

* R1 does not have an active routing protocol.
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e The IP address of computer 1 is in the wrong logical network.
* Router interface Fa0/0 has the wrong trunk encapsulation type configured.

10.

L VLAN2O | | VLAN3D

J

4Wl# show running-config
I

hostname 3W1

]

interface FastEthernetl/l

switchport trunk encapsulation dotlg
switchport mode trunk

switchport Crunk natiwve wlan 1
]

<output omitted>

SW2# show running-config
I

hostname &2

I

interface FastEthernetl/2

switchport trunk encapsulation dotlg
switchport mode trunk

switchport trunk native wlan 2

I

“output omitted>

Refer to the exhibit. Both switches are interconnected via a trunk link. Host A and host B are on the
default VLAN but are not able to exchange traffic. What should be done to fix the problem?

* Allow all VLANs on the trunk link.

* Remove the native VLAN from the trunk.

* Include a router or switch with Layer 3 capabilities.

e Configure the same native VLAN on both ends of the trunk.

553
LAl

VLANID, | VLAH20.  © VLAN30:

11.

= |
I

3Wl# show running-config
1

hostname SWL
I

interface FastEthernet0/l

switchport trunk encapsulation dotleg
switchport mode trunk

switchport trunk allowed wlan all

I

-\.coutput omitbeds

5Wa# show running-config
I

hostname SW2

I

interface FastEthernetl/z
switchport mode access

switchport access wlan 20
1

<output omitfeds

Refer to the exhibit. The hosts connected to switch SW1 are not able to communicate with the hosts in
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the same VLANs connected to switch SW2. What should be done to fix the problem?

* Configure VLANs with different VLAN IDs on switch SW2.

e Reconfigure the trunk port on switch SW2 with static trunk configuration.

e Introduce a Layer 3 device or a switch with Layer 3 capability in the topology.

* Apply IP addresses that are in the same subnet to the interfaces used to connect SW1 and SW2.

12. What happens when the crypto key zeroize rsa command is entered on a switch configured with the
transport input ssh command on the vty lines?

* A new RSA key pair is created.

* The switch defaults to allowing Telnet connections only.

* The switch is no longer able to make SSH connections as an SSH client.

e The switch allows remote connections only after a new RSA key pair is generated.

13.
CAM Table
Station Portl Port2 Port3 Port4
00-00-3D-1F-11-01 X
00-00-3D-1F-11-02 X
00-00-3D-1F-1103 X

Received Frame

Destination Source Data CRC
00-00-3D-1F-11-05 | 00-00-3D-1F-1101

Refer to the exhibit. An Ethernet switch has developed the CAM table shown. What action will the switch
take when it receives the frame shown at the bottom of the exhibit?

e forward the frame out all interfaces except Interface3

¢ add station 00-00-3D-1F-11-05 to Interface2 in the forwarding table

» forward the frame out Interface3

* discard the frame

» forward the frame out all interfaces

» forward the frame out Interface2

14. Which two statements describe Spanning Tree Protocol? (Choose two.)

e It eliminates Layer 2 loops in network topologies.

« It eliminates the need for redundant physical paths in network topologies.

e It can only be used in networks in which Layer 2 switching is in use.

e It can only be used in networks where both routers and switches are used together.
e It can only be used in networks where routers are installed.

15.

Ri(config) # interface fastethernet 071

RBi{config-if)# no shutdown

Ri{config-if)# interface fastethernet 071.1
Ri(config-subif) § encapsulation dotlg 1

Rij{config-subhif) § ip address 192.168.1.17 255.255.255.240
Rhjconfig-subif)# interface fastethernet 0/1.2
RBijconfig-subif)# encapsulation dotlyg 2

Rijconfig-subif)$ ip address 192.168.1.33 255.255.255.240
Bh{config-subif)# interface fastethernet 0f1.3
RAi{config-subif)# encapsulation dotlyg 3
Rijconfig-subif) § ip address 192.168.1.49 255.255.255.240
BA{config-subif)# end

Refer to the exhibit. A new host needs to be connected to VLAN 1. Which IP addresses should be
assigned to this new host?

e 192.168.1.11 /28

© 192.168.1.22 /28

© 192.168.1.33 /28

© 192.168.1.44 /28

© 192.168.1.55 /28

16.
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FEIEIENL

CWLAML L VLANZO . VLMD

" Host 4|

5W1l# show running-config
1

hostname 3L

1

interface FastEthernetO/1

switchport trunk encapsulation dotleg
switchport mode trunk

switchport trunk allowed wlan all

1

<ot arnitiec=

3WZ2# show running-confiyg
1

hosthame SW2

1

interface FastEthernet0/2

switchport trunk encapsulation dotleg
switchport mode trunk

switchport trunk allowed wlan all

1

i =oufout omitted=

Refer to the exhibit. How does SW1 manage traffic coming from Host A?

* SW1 drops the traffic because it is untagged.

* SW1 leaves the traffic untagged and forwards it over the trunk.

* SW1 tags the traffic with the lowest VLAN ID value and forwards it over the trunk link.

* SW1 encapsulates the traffic with 802.1Q encapsulation and forwards it over the trunk link.

17. Refer to the exhibit. The switches are configured for VTP as shown. Which two statements correctly
describe the operation of these switches? (Choose two.)

* A new VLAN can be added to Switchl and that information will be added only to Switch2.

e A new VLAN can be added to Switchl and that information will be added to Switch2 and Switch4.

e An existing VLAN can be deleted from Switch4 and that VLAN will be deleted from Switchl and
Switch2.

e An existing VLAN can be deleted from Switch2 and that VLAN will be deleted from Switchl and
Switch4.

e A new VLAN can be added to Switch4 and that information will be added to Switch1, Switch2, and
Switch3.

e A new VLAN can be added to Switch3 and that information will be added to Switch1, Switch2, and
Switch4.

18.
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Router1

Refer to the exhibit. Computer A sends a broadcast message. Which devices will see the broadcast?
e computer B

e computer B and Router1

e computer C and Routerl

e computer B, computer D, computer E and Routerl

e computer B, computer C, computer D, computer E and Routerl

e computer A, computer B, computer C, computer D, computer E and Routerl

19.

Switch1{configi# ip ssh version 2
Switch1i{configi# line vty 0 4
Switch1{config-li ne % password cisco
SwitchTiconfig-line# login

{

SwitchTiconfig-ling# transport input ssh

Refer to the exhibit. The network administrator enters the configuration shown to allow both SSH and
Telnet connections to the switch. The Telnet connections fail. What is the most likely cause of this
problem?

* The SSH version number is wrong.

* SSH has been configured on the wrong line.

* Telnet and SSH cannot be configured simultaneously.

e The transport input command is configured incorrectly.

20.

Bridge Priority: 32,768
MAC: 0010.0da2.000c

Bridge Priority: 48,252

~
. AT [
Bridge Driotity: 12,68 MAC: 0010.0da2.000a

MAC: 0010.0da2.0005

Bridge Priority: 32,768
MAC: 0010.0da2.0001

Refer to the exhibit. Which switch will be elected as the root bridge of the spanning tree topology?
e Cat-A
e Cat-B
e Cat-C
e Cat-D

21.
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WLAND |

WLANZD |

Refer to the exhibit. The switches in the exhibit have VTP pruning enabled. Which VLANs will be pruned
from switch SW3?

e VLAN 10 and VLAN 20

e VLAN 1, VLAN 10, and VLAN 20

e VLAN 1, VLAN 1002 through 1005

e VLAN 1, VLAN 10, VLAN 20, VLAN 1002 through 1005

22.

Switch#t show mac-address-table
MWac Address Table

52 000012325432 STATIC Fali5s
Total Mac Addresses for this criterion; 1

Refer to the exhibit. What does STATIC indicate in the output that is shown?

* The switch will not allow any other device to connect to port Fa0/15.

o Traffic destined for MAC address 0000.c123.5432 will be forwarded to Fa0/15.

* This entry will be removed and refreshed every 300 seconds to keep it in the table.

* The switch learned this MAC address from the source address in a frame received on Fa0/15.

e When processing a frame, the switch does not have to perform a lookup to determine the final
destination port.

23. Which three statements are regarding router-on-a-stick inter-VLAN routing? (Choose three.)

e requires the use of subinterfaces on the router

e requires an access link between the router and Layer 2 switch

e more cost-efficient and scalable than using multiple physical interfaces

* requires each subinterface to be configured with the no shutdown command

e can impact performance if many VLANs compete for bandwidth on a single router interface

* makes troubleshooting the inter-VLAN routing configuration much less complex than when using
multiple physical interfaces

24.

Ri(config)# interface fastethernet 0/1

Ri{config-1if)# no shutdown

Ri{config-1if)# interface fastethernet 0/1.1
Ri{config-subif)# encapsulation dotlg 1

Ri{config-subif)# ip address 192.168.1.62 255.255.255.224
Ri{config-subif)# interface fastethernet 0/1.2
Rijconfig-subif)# encapsulation dotlg 2
Rifconfig-subif) 4 ip address 192.168.1.94 255.255.255.224
Ri(config-subif)# interface fastethernet 0/1.3
Riijconfig-subif)# encapsulation dotlg 3
RA{config-subif)# ip address 192.168.1.126 255.255.2355.224
Rijconfig-subif)# end

Refer to the exhibit. Router RA receives a packet with a source address of 192.168.1.35 and a
destination address of 192.168.1.85. What will the router do with this packet?

e The router will forward the packet out interface FastEthernet 0/1.1.

e The router will forward the packet out interface FastEthernet 0/1.2.

e The router will forward the packet out interface FastEthernet 0/1.3.

* The router will forward the packet out interface FastEthernet 0/1.2 and interface FastEthernet 0/1.3.
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e The router will ignore the packet because the source and destination are on the same broadcast
domain.
e The router will drop the packet since no network that includes the source address is attached to the
router.

25.

S1-Central# show vlan

VLAN Name Status Ports

1 default active

2 east-hosts active Faln

3 west-hosts active Fa0/2, FaQ/3, Fa0/4, Fal/5
Fal/é

4 north-hosts active FaQ/7, Fa0/8, Falr9, Fa0/10

5 VLANOOOS active Fal/11, Fa02, Fal/i13, Fa0/14
Fal/15

20 VLANOODZ0 active  Gil/1, Gi0/2

89 net-admin active Fa0/M6, Fal/17, Fa0/M8, Fa0/19
Fa0/20, Falf21, Fa0r22

1002 fddi-default act/unsup

1003 token-ring-default actiunsup

1004 fddinet-default act/unsup

1005 trnet-default actiunsup

Refer to the exhibit. The network administrator needs to remove the east-hosts VLAN and use the
switch port from that VLAN in one of the existing VLANs. What two commands should be used when
completely removing VLAN 2 from S1-Central while leaving the switch and all its interfaces operational?
(Choose two.)

e S1-Central# reload

e S1-Central# erase flash:

e S1-Central(config)# no vlan 2

e S1-Central# delete flash:vlan.dat

* S1-Central(config-if)# switchport access vlan 3

26.

ABD T T T T Y DIR

ABD# show spanning-tree interface fastethernet 02

Interface Fali2 (port 14) in Spanning tree 1 15 FORWARDING
Port path cost 19, Port priority 128
Designated root has priority 32768, address 0030.345d.6£30
Dresignated bridge has prionty 32768, addres 0030.9494 6£30
Dezignated port 15 14, path cost 0
Timers: message age |, forward delay 0, hold 0
BPDU: sent 5, received 1836

Refer to the exhibit. What
does "FORWARDING" mean in the command output shown?

e The switch is sending and receiving data frames.

* The switch is receiving BPDUs, but not sending data frames.

e The switch is participating in an election process by forwarding the BPDUs it receives.

* The switch is receiving BPDUs and populating the MAC address table, but not sending data.

27.
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WLANTD | D WLANZO | | VLANZO

3W1l# configure terminal
SWliconfig) # vitp mode server
SW1l(config) # vtp domain Lab Hetwork
SWiliconfig) # vip password admin
SWliconfig) # vip version 2
SW1liconfig) # vip pruning
SWljconfig) # end

Refer to the exhibit. Switch SW2
has been newly purchased and added to the network. What configuration should be applied to SW2 so
that it participates in the same VTP domain as switch SW1, receives VLAN information from SW1, and
synchronizes VLAN information?

e Disable VTP pruning on SW2.

e Configure SW2 in VTP transparent mode.

e Configure SW2 with the VTP domain password.

e Configure SW2 as a VTP server with a higher revision number.

28. What are three benefits of a hierarchical network model? (Choose three.)
» reduced contention for bandwidth

* reduced size of the physical layout

e increased fault tolerance of the network

* elimination of the need for wiring closets

* elimination of the need for layer three functionality

o simplification of management and troubleshooting

29.

Routert show running-config

zputput omitteds

|

interface FastEthernet30/0

no ip address

duplex auto

speed auto

|

interface FastEthernet30/0.3
encapsulation dotlg 3

ip address 192168187 .1 255.255 2550
no ip redirects

|

interface FastEthemet30/0.1
encapsulation dotlg 1 native

ip address 19216811 255265 255.0
Ino ip redirects

<output ortteds

Refer to the exhibit. Which three options correctly identify information that could be associated with this
output?(Choose three.)

¢ Interface FastEthernet3/0/0 is subinterfaced.

¢ A non-proprietary trunking protocol is in use.

e The configuration is appropriate for a router-on-a-stick network design.

* A shutdown command has been applied to interface FastEthernet3/0/0.

» Interface FastEthernet3/0/0.3 is mapped to the default management VLAN.

* An IP address should be applied to FastEthernet3/0/0 for correct data routing.

30.
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EVIF show vip status EWIF show vip status

VTP Version: 2 VTP Version: 2
Configuration Rivision 47 ConSgurmlion Révision 147
Maxmurn YLANS supparted locally 1005 Maxmum YLANS sugported locally: 1005

Mumber of exdsting VLANS: 254 Humier of existiog VLANs: 5

VTP Oparating Mode- Server VTP Operating Mode Sener

VTP Domain Name; Lab_Hetwork VTP Domain Name; Lab_Nebwark

VTP Pruning Mode: Enabéad VTP Fruning Mode: Enabled

VTP V2 Mode Dézabiad VTP V2 Mode Disabiey

VTP Traps Genaration Digabled VTP Traps Genarstion: Disabled

MDS gigest 0xdS 0x52 0xB6 CuFD OnB3 T8 0x48 DaED MDS digest GBS 0x72 IxBE QCD 0xE3 02C8 0379 0584
Configuration last modified by 0.0.0.0 31 8-10-07 150449 || Confgumtion lastmodified by 0.000.0.81 8-12-07 17:04:59
Swie EWIE

Refer to the exhibit. Switch SW2 was tested in a lab environment and then inserted into a production
network without reloading its configuration. After the trunk link between SW1 and SW2 was brought up,
all users lost connectivity to the network. What could be the source of the problem?

* All the VLANs were pruned from the trunk port between SW1 and SW2.

e SW1 and SW2 cannot be both set as VTP servers in the same VTP domain.

e VTP configuration revision number of SW2 was higher than the configuration revision number of SW1.
e The additional VLANs from SW2 created more VLANs than the VLAN database of SW1 could contain.

31.

Core Distribution Access

Refer to the exhibit. A network administrator needs to implement inter-VLAN routing on a hierarchical
network. On which devices should the inter-VLAN routing be configured?

e AS1 and AS2

e DS1 and DS2

e Gateway and CS1

* Gateway, CS1, DS1, and DS2

32. Which three statements are correct concerning the default configuration of a new switch? (Choose
three.)

* Spanning Tree Protocol is disabled.

* Enable password is configured as cisco.

* All switch ports are assigned to VLANL.

* The flash directory contains the IOS image.

* VLANL1 is configured with a management IP address.

* All interfaces are set to auto-negotiation of speed and duplex.

33.

Host 1 Host 3

Host 2 Host 4

Refer to the exhibit. All hosts are in listen mode. Host 1 and Host 4 both transmit data at the same
time. How do the hosts respond on the network? (Choose two.)

* After the end of the jam signal, a backoff algorithm is invoked.

* Hosts 1 and 4 are operating full duplex so no collision will exist.

* The hub will block the port connected to Host 4 to prevent a collision.

* Hosts 1 and 4 are assigned shorter backoff values to provide them priority to access the media.

e If a host has data to transmit after the backoff period of that host, the host checks to determine if the
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line is idle before transmitting.

34.

R1{config)# interface fa0/0.1

R1{config-subifi# encapsulation dot10 1
R1{config-subifi# ip address 10.1.1.1 255.255.255.0
R1{config-subifj# exit

R1{config)# interface fa0/0.2

R1({config-subifj# encapsulation dot10 2

Ri{config-subifi@ip address 10.1.2.1 255.255.255.0
R1{config-subif# end

S1{config)# interface a0l

S1{config-ifj# switchport mode dynamic auto

S1({config-ifj# switchport access vian 1

S1{config-if# ne shutdown

S1#show interfaces fal/1 trunk

Port Mode Encapsulation Status Mative vlan
Fals auto B802.1q not-trunking 1
FPort Wlans allowed on frunk

Falf2 1

FPont Vlans allowed and active in management domain
Fali2 1

-ouput omitted-

Refer to the exhibit. After the listed commands are entered into router R1 and switch S1, the
administrator enters the show interface fa0/1 trunk and gets the results shown. What is the likely
problem?

* The trunk is established, but no VLANs have been configured to use it.

e The trunk has not been established because the router does not support dynamic trunking protocol.

e The router, the switch, or both must be configured with the dynamic desirable option for dynamic
trunking protocol to establish a trunk.

* The router is missing the dynamic trunking protocol statements necessary to form a trunk.

35.

El# show interfaces £adf0D

FastEthernet0/0 iz up, line protocol iz up
<outpiit omitted>

Rl show interfaces falf0.1
FastEthernet0/0.1 is up, line protocol is up
Internet address is 10.10.10.1/24

Encapsulation S02.10 Virtual LAN, Vlian ID 1.
<output omitteds

FEl1# show interfaces fa0f0.2
FastEthernet0/0.2 is up, line protocol is up
Internet address is 10.10.11.1/24

Encapsulation S02.1Q Virtual LAN, Vian ID 2.
<output omitteds

Refer to the exhibit. Which two statements are about the operation of the interfaces? (Choose two.)

* Incoming traffic with VLAN ID 0 is processed by interface fa0/0.

e Incoming traffic that has a VLAN ID of 2 is processed by subinterface fa0/0.2.

* Both subinterfaces remain up with line protocol up, even if fa0/0 line protocol is down.

* Subinterfaces use unique MAC addresses by adding the 802.1Q VLAN ID to the hardware address.

e Traffic inbound on this router is processed by different subinterfaces, depending on the VLAN from
which the traffic originated.

36. What three tasks should be performed before moving a Catalyst switch to another VTP
management domain? (Choose three.)

e Select the correct VTP mode and version.

e Configure the switch with the name of the new management domain.

* Download the VTP database from the VTP server in the new domain.

* Configure the VTP server in the new domain to recognize the BID of the switch.

* Reset the VTP counters to allow the switch to synchronize with the other switches in the new domain.
e Verify that the switch has a lower configuration revision number than the other switches in the new
domain.

37.
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Host & HostB HostC

Refer to the exhibit. Hosts A and B, connected to hub HB1, attempt to transmit a frame at the same
time but a collision occurs. Which hosts will receive the collision jamming signal?

e only hosts A and B

e only hosts A, B, and C

e only hosts A, B, C, and D

e only hosts A, B, C, and E

38. Which statement regarding the service password-encryption command is ?

* The service password-encryption command is entered at the privileged EXEC mode prompt.

* The service password-encryption command encrypts only passwords for the console and VTY ports.

e The service password-encryption command encrypts all previously unencrypted passwords in the
running configuration.

* To see the passwords encrypted by the service password-encryption command, enter the no service
password-encryption command.

39.

Switch4# show spanning-tree
YLANOOO1
Spanning tree enabled protocol isee
RootID  Priority 24577
Address 0019 .2f8d d200
Cost 23
Port 16 (FastEthernetd/14)
Hello Time 3 sec Max Age 30 sec Fonward Delay 15 sec
<output omitted=

Refer to the exhibit. Which two statements are regarding what the cost value of 23 represents for
Switch4? (Choose two.)

e This cost represents the lowest cost path for Switch4 to the root switch.

e A cost of 23 is the value being advertised out port 16 on the switch upstream (closer) to the root
switch.

¢ Switch4 adds the cost of a Fast Ethernet link to 23 to determine its total cost to reach the root switch.
e Switch4 is connected via a Fast Ethernet link to an upstream switch that in turn is directly connected
to the root switch via a Gigabit Ethernet link.

e The root switch is advertising a cost of 23, which is lower than any other switch in the VLANOOO1
spanning-tree domain.

40.

Switchi:

VLANZ20: Ports 2,5,6,8, 11
VLAN30: Ports 3,4,9

IP Address: 192.168.3.250/28

Hosti: Host2:
IP Address: 192.168.1.2/24 IP Address: 192.168.2.2/24
Default Gateway: 192.168.1.1/24 Default Gateway: 192.168.2.1/24

Refer to the exhibit. What three statements describe why Hostl and Host2 are unable to communicate?
(Choose three.)

e The switch ports are on different VLANSs.

* The switch IP address is on the wrong subnet.

e The hosts are configured on different logical networks.

e A router is required to forward traffic between Hostl and Host2.

* The VLAN port assignments must be contiguous for each VLAN.

e The host default gateway addresses must be on the same logical network.
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e The host default gateway addresses must be on the same logical network.

41.

44-44-44-44-44-44

33-333333-33-33 4 : 55-5555-55-55-55

o i

== =

22.222222-2-22 11-1111-11-11-11  66-66-66-66-66-66

Refer to the exhibit. Each switch is shown with its MAC address. Which switch will be elected as the
spanning-tree root bridge if the switches are configured with their default priority values?

* switch A

* switch B

* switch C

e switch D

® switch E

* switch F

42.

7
PC_A PCB PC_C PCD PC_E PC_F

Refer to the exhibit. Hosts PC_A and PC_B send traffic simultaneously, and the frames from the
transmitting stations collide. What is the last device to receive the collision?

e hub HB1

* switch SW1

e router R1

® switch SW2

e router R2

* switch SW4

43. Why is it important that the network administrator consider the spanning-tree network diameter
when choosing the root bridge?

e The network diameter limitation is 9.

* BPDUs may be discarded because of expiring timers.

* The cabling distance between the switches is 100 meters.

* The network diameter must be set to the number of meters of the cable between the root bridge and
its farthest connected switch.

44.

Routerl# show ip route
<output ocmatted>

Fa0/0.10 | Fa0/0.20 i
C 10,1000 is directly connected, FastEthemet00.10
10.10.0.1410.20.0.1 | ¢ 1520.0.0 is directly connected, FastEthemst0/.20

Fal/1
’ Switch1# show vlan
<output ocmatted>
WLAN Name Status  Ports
1 default active Fa0f1, Fal/B, Fals7, Fal/Bs
10 sales active Falf2
20 admin active Fali3

10.10.0.2 10.20.0.2

Refer to the exhibit. A network administrator has segmented the network into two VLANs and
configured Routerl for inter-VLAN routing. A test of the network, however, shows that hosts on each
VLAN can only access local resources and not resources on the other VLAN. What is the most likely
cause of this problem?
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e Switch port Fa0/1 is not trunking.

e Router interface Fa0/0 is possibly down.

* No routing protocol is configured on Router1.

* One of the router subinterfaces is possibly down.

45. What is the purpose of issuing the command switchport mode access on a switch interface?
» disable port security

* make the port operational

e override the default port behavior

o force the port to be a part of a single vlan

46.
Switchit show interface trunk

Fort Mode  Encapsulation Status  Mative wlan
Fali1 on 80219 trunking 1
G0 on 802.1qg trunking 2

Port Vlans allowed on trunk
Falf1 1-4094
G 1-4094

Refer to the exhibit. Which statement is regarding the information shown?
* Only one VLAN is currently configured to use the trunk links.

* The switch negotiated trunk links for interfaces Fa0/1 and Gi0O/1.

* A Cisco proprietary protocol is in use for interfaces Fa0/1 and Gi0/1.

e Interfaces Gi0/1 and Fa0/1 are allowed to carry data from multiple VLANs

47. Which identifier is used to keep track of frames that are destined for a particular wireless client?
* AID

* SSID

e BSSID

e ESSID

48.

Swl(configi# interface fa0/24

Swel (config-if)# switchport mode access

Swl(config-if)# switchport port-security

Swl(config-if)# switchport port-security mac-address 0019.02e4.d97
Swl(config-if)# switchport port-security violation protect

Refer to the exhibit. What will happen when frames that contain an unknown source address reach
interface fa0/24?

* A syslog message will be logged.

¢ Fa0/24 will become error-disabled.

e The incoming frames will be dropped.

e The security violation count will be incremented.

49. In which mode is a VTP switch operating if it has been configured to only forward VTP
advertisements?

o client

® root

* server

e transparent

50. Which method establishes an administrative connection for configuring the Linksys WRT300N
wireless access point?

* Associate with the access point and then open a HyperTerminal session with the access point.

e Physically connect to the access point and then reboot the computer to launch the configuration
software.

e From a computer in the same IP subnet as the access point, enter the default IP address of the
access point in a web browser.

* Modify the TCP/IP properties of the computer connected to the access point so that it exists on the
same network, and then reboot your computer to establish a connection.

51. What two methods can be used to remove MAC address table entries from a switch? (Choose two.)
e Power cycle the switch to clear all dynamically learned addresses

* The clear switching-tables command will remove statically configured entries.

e The clear mac-address-table command will remove statically and dynamically configured table
entries.

* The erase flash command will clear all statically configured table entries.

e Statically configured MAC addresses will automatically be removed from the address table 300
minutes after the last activity on a switch port.

52. What are two benefits of the IEEE 802.11n standard over the IEEE 802.11G? (Choose two.)
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e requires less equipment

e provides improved range

e permits increased data rates

* has a single-input and a single-output

* needs no hardware upgrade for compatibility
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