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                                 TrendWatch

                      Java-Powered Smart Cards Coming

             As the "PC World" and "Smart Card World" Converge

NOTE: TrendWatch articles do not represent the official position or policy

of any U.S. Government agency, including the General Services

Administration. TrendWatch articles are observations only, meant to enable

the SmartGov "smart government community of interest" to be informed about

trends affecting the emergence of smart government.

For the past several months, several pivotal events have occurred which

have brought together key players in the smart card industry and the

Internet world, most notably around applying the power of Java to smart

cards.

     What is Java? Java is best known as the programming language that

     creates animated graphics on web pages, like a flag waving in the

     breeze. But Java, which was created by Sun Microsystems, has grown

     beyond those cute graphics to being understood as a programming

     language that offers "action" to web sites and importantly is

     "platform-independent" (it works across 18 major platforms, such as

     Windows, Windows 95, Macintosh, UNIX, etc.). Many companies now offer

     Java-powered solutions for various purposes.

Such events play to the future scenario wherein it is speculated that we

will experience a public device (akin to the ubiquity of public telephones)

which some call "network computers" or "Internet appliances" or

"information terminals." In "techno-speak," they will be "thin clients"

meaning that all of the applications (word processing programs, etc.) would

not be stored on the device, hence "thin" but would be connected to a

network(s) where one could access whatever applications one needed.

This Public Device, if you will, (surely there will be a catchy single word

eventually invented to name this) would be located in all kinds of public

places: airports, street corners, lobbies, postal offices, libraries,

public buildings, etc. Like a public telephone it would be available in

many places.

One would access this "thin client" public device by using a smart card but

a smart card that would have so much capacity in the computer chip on the

card that it would be akin to a "pocket server." Some folks say the smart

card will be the computer, that it will authenticate that "I am who I am

wherever I am" and that you will consequently have access to your computer

files wherever you are.

The public device would work across all computer platforms, hence would be

interoperable. The smart card would provide access to your personal

computer, all your files just the way you like them, hence would provide

personalization. In combination the public device and the smart card would

provide security for your information and whatever transaction you may want

to conduct (buy, sell, contract, etc.).

Imagine being able to go anywhere, anytime and access your "stuff" with

your smart card at this public device, to communicate with someone, work on

a project, or conclude a business arrangement. It has enormous potential

impact on how we live and work and play.

To reach such a scenario (or versions thereof), there have been several

alliances formed aimed at bringing the interoperability of Java and the

idea of the "thin client" (network computer, etc) together with smart

cards. This TrendWatch provides you with links to some of the key players

converging the "pc world" with the "smart card world" and does not confer

or imply any endorsement (see Disclaimer ) of any organizations or

products.

   * The PC-SC Workgroup was created to address critical technical issues

     related to the integration of ICCs (or Smart Cards) with the PC. The

     members bring broad expertise in relevant technologies including: PC

     software, PC hardware, and ICC systems development. Gemplus just

     joined the founding members: Bull CP8, CP8 Transac, Hewlett Packard,

     Microsoft, Schlumberger, and Siemens Nixdorf.

   * OpenCard Framework was formed by IBM, Netscape, Network Computer, Inc.

     (subsidiary of Oracle), and Sun Microsystems (whose subsidiary

     JavaSoft develops Java applications.

   * Schlumberger's "Java-powered" smart card, called Cyberflex, is said to

     be the first smart card to use the Java Card API (API is application

     programming interface) (or here) which is ISO 7816-compliant.

     Schlumberger also has created an alliance with Pretty Good Privacy to

     create the Cryptoflex card, said to be the first smart card to support

     strong public-key cryptography.

   * Java Card Forum was created by Schlumberger and Gemplus to promote

     Sun's Java Card API.

   * Sun's JavaSoft is segmenting Java into 3 platforms:

          Personal Java: for use in television set-top boxes, smart phones,

          and Personal Digital Assistants

          Embedded Java: for use in printers and copiers

          Card Java: for firmware operating environment that operates on a

          smart card.

   * ImagineCard Web: This is an alliance between Informix, Hewlett

     Packard, and Gemplus.

   * Spyrus' Web Wallet is positioned to verify digital certificates.

The trend toward converging Internet-connected personal computers (as "thin

clients" network computers) with smart cards is important to watch in the

months ahead as more pivotal events occur.

