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Subject: FDIC Know Your Customer "KYC" regulation

Date: Tue, 1 Dec 1998 22:42:41 -0600

12/1/98

Below you will find excerpts from the proposed and soon-to-be-published FDIC

"Know Your Customer" regulation. The banking industry regulation will

establish guidelines which all financial institutions will be required to

comply with in "identifying and monitoring" their customers.

A recent Federal Reserve study published June 30, 1997, revealed that the

"KYC" program has actually been in place in the U.S. for several years. And,

from another source, on July 24, 1997, testifying before the House Judiciary

Committee, Mr. John J. Byrne, Senior Counsel for the American Bankers

Association, stated: (regarding the need for mandatory KYC regulations)

"While the U.S. does not now have a regulation in place (although one is

expected in 1997), the ABA has long supported the concept of formalizing a

"Know Your Customer" policy. In 1990, the ABA surveyed its membership to

determine the extent to which institutions already had policies that could

be construed as Know Your Customer procedures. At that time, over 86% of the

respondents had KYC procedures of some type. The task force also developed

recommendations in this area."

Until now, bank participation has been quasi voluntary. However, with the

new regulation the KYC program will become mandatory for all FDIC insured

institutions.

Additionally, I have confirmed that the KYC program is currently operational

throughout much of the international banking community around the globe.

Under international banking agreements, financial institutions around the

world have likewise established similar monitoring and reporting "KYC"

policies.

For example, the Central American "BAC International Bank" reports on their

web page: (regarding the "KYC" program)

"With great pride, BAC has already taken these actions. Regrettably, when

measures are taken to stop illicit transactions, they tend to affect

innocent people. Under the procedures known as "Know Your Customer," it is

demanded that banking institutions monitor the activity of their clients,

particularly those whose accounts in which large quantities are moved."

And, another international financial institution located in Anguilla British

West Indies claims on their web page:

"Anguilla is no exception to this trend. Recent legislative developments

have made it clear that practitioners who do not have 'adequate policies,

practices and procedures in place, including strict ‘know your customer’

rules, that promote high ethical and professional standards in the financial

sector' will be held partially responsible for any criminal activity pursued

through their offices."

"Counsel Limited agrees with this approach to international financial

policing, believing it to be both sensible and practical. Accordingly, we

make strenuous efforts to apply the 'know your customer' principle in

advance of providing services to our clients."

One thing is certain: As the banking industry moves ever closer to a totally

"cashless," globally accessible electronic payments system, the

government-imposed requirement for financial-service providers to "know

their customers" and to monitor ALL financial transactions will become

increasingly pervasive.

In his Congressional testimony, ABA representative Byrne went on to say:

"[W]ith the advent of smart cards, banking on the internet and other

"cyberspace" financial services, Mr. Chairman, both the government and the

industry must be prepared to address these tremendous new technologies as

potential vehicles for money laundering. This must be done before, not

after, they become commonplace. A recent report prepared by the National

Association of Attorney's General (NAAG) pointed out that '[i]f there are

widely accepted alternatives to the banking system criminal activity could

exist undetected, undiscovered and unchecked.' In addition, ABA's Payment

Systems Task Force in 1996 concluded that the banking industry should

'establish a formal partnership with the appropriate government agency or

agencies that are charged with oversight of all elements of electronic

banking.' This is necessary to ensure that 'any new legal responsibilities

created in response to changes in technology be considered only after

balancing law enforcement and economic concerns.'"

[see bottom of page for links]

The proposed FDIC "KYC" regulation is being implemented to further close off

all avenues for conducting financial transactions outside the scrutiny of

the designated "monitors."

The regulation has not yet been formally published (as of this writing).

Public comments should be filed AFTER the regulation has been submitted for

publication in the Federal Register; scheduled for sometime in December,

1998. After publication, there will be an expected 90 day period for formal

public comments and objections.

Here are the excerpts taken directly from the proposed FDIC regulation.

Paragraphs were left in tact and whole sections were included where

practical.

------------------------

(10/6/98 Draft)

FEDERAL DEPOSIT INSURANCE CORPORATION

12 CFR Part 326

RIN []

"Know Your Customer" Requirements

AGENCY: Federal Deposit Insurance Corporation

ACTION: Notice of proposed rulemaking.

 SUMMARY: The FDIC is proposing to issue regulations requiring

FDIC-supervised financial institutions to develop and maintain "Know Your

Customer" programs. As proposed, the regulations would require each

institution to develop a program designed to determine the identity of its

customers; determine its customers' sources of funds; determine the normal

and expected transactions of its customers; monitor account activity for

transactions that are inconsistent with those normal and expected

transactions; and report any transactions of its customers that are

determined to be suspicious, in accordance with the FDIC's existing

suspicious activity reporting regulations. By requiring financial

institutions to determine the identity of their customers, as well as to

obtain knowledge regarding the legitimate activities of their customers, the

proposed regulations will reduce the likelihood that financial institutions

will become unwitting participants in illicit activities conducted or

attempted by their customers. It also will level the playing field between

institutions that already have adopted formal Know Your Customer programs

and those that have not.

---

Minimum steps to take to comply with the Know Your Customer rule.

Identify the customer.

 Paragraph (d)(2)(i) requires that the Know Your Customer program provide a

system for determining the true identity of prospective customers.  If a

financial institution has reasonable cause to believe that it lacks

sufficient information to know the identity of an existing customer,

paragraph (d)(4)(ii)(A) also requires that the program provide a system for

determining the identity of that customer.

It is imperative that a financial institution establish, to its own

satisfaction, that it is dealing with a legitimate customer, whether the

customer is a natural person, corporation, or other business entity.  The

nature and extent of the identification process should be commensurate with

the types of transactions anticipated by the customer and the risks

associated with such transactions.  If a prospective customer refuses to

provide any of the requested information, sound practices would require that

the institution not open the account. Similarly, if additional or follow-up

information is not forthcoming from an established customer, sound practices

would require that consideration be given to terminating the account

relationship.

Any practice of a financial institution that allows for the establishment of

a customer relationship without face-to-face contact with institution

personnel, such as banking by mail or Internet banking, poses difficulties

in the identification of the prospective customer by use of the

traditionally accepted practice of obtaining identification documentation,

to include photographic identification.  Even though photographic

identification in such circumstances will be impractical, other accepted

means of identifying a customer are still viable.  In such circumstances,

special care should be given to verification of address and telephone

number.  Moreover, financial institutions should consider using commercially

available data to compare items such as name with date of birth and social

security number.

If a financial institution offers private banking services, it is important

that the institution understand a customer's personal and business

background, source of funds, and intended use of the private banking

services.

---

The extent of the information regarding the customer that may be necessary

to fulfill the institution's Know Your Customer obligations should depend on

a risk-based assessment of the customer and the transactions that are

expected to occur, and should be addressed within the financial

institution's Know Your Customer program.

---

Determine the source of funds.

 Paragraph (d)(2)(ii) requires that the Know Your Customer program provide a

system for determining the source of a customer's funds.  The amount of

information needed to do this can depend on the type of customer in

question.

...[A] more detailed analysis, with a more extensive documentation process,

would be required for high net worth customers with multiple deposits from a

variety of sources.  For these reasons, among others, it may be beneficial

for financial institutions to classify customers into varying categories,

based on factors such as the types of accounts maintained, the types of

transactions conducted, and the potential risk of illicit activities

associated with such accounts and transactions.  A financial institution

could then develop procedures to obtain necessary information and

documentation based on the risk assessment for the various categories or

classes established by the institution.

Determine normal and expected transactions.

 Paragraph (d)(2)(iii) requires that the Know Your Customer program provide

a system for determining a customer's normal and expected transactions

involving the financial institution.  An institution's understanding of a

customer's normal and expected transactions should be based on information

obtained both when an account is opened and during a reasonable period of

time thereafter.  It also should be based on normal transactions for

similarly situated customers.   Without this information, an institution is

unable to identify suspicious transactions.

Monitor the account transactions.  Paragraph (d)(2)(iv) requires that the

Know Your Customer program provide a system for monitoring, on an ongoing

basis, the transactions conducted by customers to identify transactions`that

are inconsistent with the normal and expected transactions for particular

customers or for customers in the same or similar categories or classes. The

proposed regulation does not require that every transaction of every

customer be reviewed. Rather, it requires that a financial institution

develop a monitoring system that is commensurate with the risks presented by

the accounts maintained at that institution.

In designing a monitoring system, a financial institution may choose to

classify accounts into various categories based on factors such as the type

and size of account, the types, number, and size of transactions conducted

in the account, and the risk of illicit activity associated with the

account. For certain classes or categories of accounts, it would be

sufficient for an effective monitoring system to establish parameters for

which the transactions within these accounts will normally occur. Rather

than monitoring each transaction, an effective monitoring system could

entail monitoring only for those transactions that exceed the established

parameters for that particular class or category of accounts.  For other

categories or classes of accounts, such as private banking accounts, it may

be necessary to monitor each significant transaction.

Determine if transaction should be reported.

 Once a transaction is identified as inconsistent with normal and expected

transactions, paragraph (d)(2)(v) requires that a financial institution

determine if the transaction warrants the filing of a Suspicious Activity

Report.  This is consistent with an institution's  existing obligations

under 12 CFR 353.3(a).

---

A.      Reasons for and objectives of the proposed rule.

 The proposed Know Your Customer rule is designed to deter and detect

financial crimes, such as money laundering, tax evasion, and fraud.

Financial crimes conducted at or through financial institutions, even where

financial institutions are not parties to the transactions, can damage the

reputations of the institutions involved, and possibly of the entire banking

industry. Under current law, financial institutions are required to report

suspicious activities to law enforcement authorities, but are not required

to specifically search for suspicious activities.  As a result, suspicious

activities may go unreported, and illegal activity may go undetected. Know

Your Customer programs would better enable financial institutions to alert

law enforcement authorities to potential criminal conduct and help deter

criminal conduct in the banking industry.

The FDIC has two primary objectives for this proposed rulemaking: (1)

increasing financial institutions' detection and reporting of suspicious

customer activities; and, (2) deterring financial crimes at financial

institutions.

The proposed rule would apply to large and small financial institutions.

Small financial institutions are generally defined, for Regulatory

Flexibility Act purposes, as those with assets of $100 million or less. This

proposed rule would apply to approximately 3,950 small state nonmember

banks.

B.      Requirements of the proposed rule.

 The proposed rule would require financial institutions to identify their

customers, determine their customers' normal and expected transactions,

determine their customers' sources of funds, monitor transactions to find

those that are not normal and expected, and, for transactions that are not

normal and expected, identify which are suspicious.

Know Your Customer monitoring would be similar to monitoring that financial

institutions already do. For example, financial institutions monitor

customer transactions to ensure that cash transactions exceeding $10,000 are

reported under the Bank Secrecy Act, to ensure that customers do not

overdraw their accounts, and to ensure that loan payments are accurate and

timely. Thus, Know Your Customer monitoring would rely, at least in part, on

computer and other skills that financial institution personnel already have

and regularly use.

1. No Know Your Customer requirements.

The FDIC considered recommending Know Your Customer procedures rather than

proposing regulatory requirements. The FDIC decided to propose this

rulemaking, however, because of the risks that financial institutions face

from customers who attempt illegal activities. Illegal activities would harm

an institution's reputation and that of the entire banking industry.

Requiring Know Your Customer programs significantly reduces the likelihood

that some financial institutions would not establish or adhere to such

programs. In addition, because other Federal banking agencies are proposing

Know Your Customer rules, the FDIC believes that criminals would quickly

move their illegal funds transfers into financial institutions without Know

Your Customer programs, thus increasing those institutions' exposure to

illegal activity.

Moreover, recommending rather than requiring Know Your Customer programs

would allow customers to simply refuse to answer appropriate questions about

their identities or transactions. If Know Your Customer programs are

required, financial institutions can more easily collect the necessary

information because customers cannot turn readily to another financial

institution free of such requirements.

For these reasons, merely recommending Know Your Customer programs would

interfere with the FDIC's goals of increasing financial institutions'

detection and reporting of suspicious customer activities, and deterring

financial crimes at financial institutions.

------------------------

The full regulation is posted at:

http://www.networkusa.org/fingerprint.shtml

------------------------

TITLE 12--BANKS AND BANKING

CHAPTER III--FEDERAL DEPOSIT INSURANCE CORPORATION

PART 326--MINIMUM SECURITY DEVICES AND PROCEDURES AND BANK SECRECY ACT \1\

COMPLIANCE--Table of Contents

Subpart A--Minimum Security Procedures

Sec. 326.1  Definitions.

"For the purposes of this part--

    "(a) The term insured nonmember bank means any bank, including a

foreign bank having a branch the deposits of which are insured in

accordance with the provisions of the Federal Deposit Insurance Act,

which is not a member of the Federal Reserve System.

[What this means is that all bank, savings, and loan institutions that do

not have the words "Federal Reserve" in the name will be required to comply

with the regulation.]

-----------

STATEMENT of JOHN J. BYRNE

SENIOR COUNSEL, AMERICAN BANKERS ASSOCIATION

before the HOUSE JUDICIARY COMMITTEE

Subcommittee on Crime

July 24, 1997

http://www.house.gov/judiciary/371.htm

------------------------

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM

WASHINGTON, D. C.  20551

DIVISION OF BANKING SUPERVISION AND REGULATION

SR 97-19 (SUP)

June 30, 1997

TO THE OFFICER IN CHARGE OF SUPERVISION

AT EACH FEDERAL RESERVE BANK

SUBJECT: Private Banking Activities

http://www.kc.frb.org/bs&s/guidance/sr97-19.txt

------------------------

Welcome to BAC INTERNATIONAL BANK

"Through the regulations "Know Your Customer," the US government demands us

that we thoroughly know the businesses of our clients and the probable

origin of the funds that they deposit with us. This is the principal reason

why we request so much information from our clients."

http://www.bacintlbank.com/english/index.htm

------------------------

"Counsel Limited" Located in Anguilla B.W.I.

http://www.counsel.ai/youtheclient.html

------------------------

Thanks to Allen Brokken and Carl Reimann for providing pre-publication

copies of the proposed FDIC regulation for use in this report.

