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Abstract 
The battle over digital rights management has reached a fever pitch in the last few 

months. The Secure Digital Music Initiative (SDMI), which included almost every company that 

mattered, has lost the momentum of its early successes and can’t find a way to get the different 

member industries to agree on anything.1 But the SDMI was a voluntary effort. The proposed 

Hollings SSSCA bill, while still unfiled, is now being publicly attacked by the technology 

industry.2 The Big 5 record labels still can’t work together to create a single online music 

subscription service.3 If they did, the DOJ would probably be investigating.4 

The first section of this paper presents the promised benefits of Digital Rights 

Management (DRM) systems. The second section of this paper explores the privacy implications 

of two existing DRM systems, the Secure Digital Music Initiative (SDMI) and Microsoft 

Windows Media Digital Rights Management. After describing how these two systems are 

designed to track individuals’ music consumption habits, the third section discusses possible 
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2 

alternatives that would ensure privacy and fair use. The final section relates these technical 

discussions to the current policy discussions revolving around the Security Systems Standards 

and Certification Act (SSSCA) bill proposed by Senator Hollings and the Music Online 

Competition Act (MOCA) bill introduced  by Senators Cannon and Boucher. 
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1. The Promise 
While consumers can find almost any album through the many online retailers, they must 

wait for the CD to be physically delivered. Major record labels have been reluctant to make their 

libraries available in MP3 format because they fear that illegal distribution via peer-to-peer (P2P) 

file sharing services such as Napster will rob them of potential revenue. DRM promises security 

to content owners and immediate gratification to consumers in the form of electronic music 

delivery (EMD), allowing customers to purchase and then download music immediately. Beyond 

the realm of just music, DRM has even more potential to benefit consumers by making 

previously unavailable television shows and movies available for purchase.  

In addition to simply increasing the speed and selection of content, DRM systems are 

designed to allow completely new pricing and usage structures. Virtual jukeboxes can provide 

every song ever recorded, every movie ever released, and ever television show ever aired for a 

low single-viewing fee. Better still, consumers may decide that paying upwards of $50 a month 
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for cable television and missing the shows that they really want to watch is ridiculous, compared 

to getting a subscription to an online library of television shows and no-longer-in-theatre films 

that are all available on-demand for a flat monthly fee. 

DRM also allows new possibilities in marketing content. Singles from new albums can be 

released on the Internet in viral marketing campaigns, and then simply stop working after 30 

days. If a user tries to play the song after it has expired, they will be presented instead with a 

Web site where they can purchase the album--or just the one song. DRM systems can allow full 

use of content to licensed users, but limited use to anyone who obtains an unlicensed copy. The 

limited use (whether playing a 30-second sample of a song or showing a trailer for a movie) 

would act as an advertisement and provide a link for purchasing the complete song/album/movie. 

2. The Reality 
The reality of existing DRM systems is that they limit previously held fair uses, and they 

seriously undermine the privacy of consumers. The stillborn SDMI system and increasingly 

popular Microsoft Windows Media Digital Rights Management systems are examined. 

SDMI 
SDMI is an example of what happens when the record industry, consumer electronics 

industry, and software industry work together. SDMI is designed to make sharing music via 

anonymous peer-to-peer networks unappealing to the average consumer. While the SDMI 

specification doesn’t mention anything about selling copy-protected CDs that can’t be “ripped” 

into MP3 files, it makes such files unplayable on SDMI-compliant portable music player devices 

(PDs). 

This is possible by using a digital watermark that can survive the lossy encoding process 

used by MP3. The designers of these watermarks even claim the watermarks will survive 



4 

translation from audio to digital format. This means that even recording the analog audio output 

of a CD player onto your computer will not destroy the watermark.5 

Considering that the Big Five record labels control 85% of US music sales, the SDMI 

watermarking technology could have been made an industry standard.6 There is evidence that 

these record labels have already done experiments with copy-protecting CDs.7 

But remember, the SDMI technology does not prevent users from ripping CDs. It just 

prevents mp3 files created from marked CDs from being played in SDMI-compliant PDs. The 

hope is that this would quell music piracy by encouraging users to rip CDs to a SDMI-protected 

format that is playable on their PDs. Content owners would be able to specify how the SDMI-

protected content could be used, but the default is to allow users to make three copies of each 

song. 

These practices do little to change the fair use privileges previously exercisable by 

consumers, but they would probably also have little effect on peer-to-peer music sharing 

services. Studies of one P2P system found that “almost 70% of Gnutella users share no files, and 

nearly 50% of all responses are returned by the top 1% of sharing hosts.”8 SDMI does nothing to 

address users downloading illegal MP3s, listening to them on their computers, and burning them 

to audio CDs for playback in their home and car CD players. Users could also purchase non-

                                                 

5 Our Technology, Verance, available online: http://www.verance.com/verance/technology/index.html 
6 Michael Learmonth, “Big record houses go digital this summer,” The Industry Standard, March 9, 2000, available 
online: http://www.cnn.com/2000/TECH/computing/03/09/records.go.digital.idg/ 
7 “Universal to protect U.S. album release,” Reuters, November 28, 2001, 3:35pm PT, available online: 
http://news.cnet.com/news/0-1005-200-8009369.html 
8 Eytan Adar, and Bernardo A. Huberman, “Free Riding on Gnutella,” First Monday 5.10, October 2000, available 
online: http://www.firstmonday.dk/issues/issue5_10/adar/ 
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SDMI-compliant portable devices, but I am sure SDMI would push major retailers to only sell 

SDMI-compliant devices. 

Microsoft Windows Media Digital Rights Management 
Although there are serious privacy concerns with the existing SDMI specifications, they 

leave authentication to be worked out between content providers and device manufacturers. The 

information in Microsoft’s documents relating to their Windows Media Digital Rights 

Management system outlines one such system. The Microsoft DRM system is designed to work 

in conjunction with SDMI. 

When a user purchases a song online, they must provide personal information to 

authorize the purchase (usually done via credit card), and content owners can require users to 

submit to additional automated processes that send a unique ID based on the CPU ID of their 

processor  and information on their operating system.9 These processes set up a tracking system 

similar to the cookies used by Web browsers. But Microsoft’s DRM system allows online 

merchants to directly associate individuals to their music purchases. This fact is stated by 

Microsoft itself: “Record labels can more efficiently identify their target audiences by requesting 

a customer’s demographics before granting a license to a song.”10 

                                                 

9 The fact that the DRM hardware ID is based on the CPU ID is mentioned in Microsoft Knowledge Base article 
Q301082, available online at http://support.microsoft.com/default.aspx?scid=kb;EN-US;q301082. The fact that the 
license request includes this unique identifier is implied by the fact that the license request process is able to 
“compare information from license requests to the exclusion list” of individualized PCMs as explained in the 
“Security Overview of Microsoft Windows Media Rights Manager.” The fact that the DRM license request process 
transmits information about the user’s operating system is also mentioned in the Security Overview. Andrea 
Pruneda, “Security Overview of Microsoft Windows Media Rights Manager,” MSDN Library, October 2001, 
available online: http://msdn.microsoft.com/library/en-us/dnwmt/html/wmrm71security.asp 
10 Digital Rights Management for Microsoft Windows Media Technologies: 4, Microsoft, available online: 
http://www.microsoft.com/windows/windowsmedia/wm7/WMRMwhitepaper.pdf 
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3. The Alternatives 
The current DRM systems are not compulsory. They can be outlawed, ignored, altered, or 

replaced by DRM systems that are more agreeable to consumers. These various responses can be 

divided into two categories: working with the system or fighting the system. 

Working With The System 
The copyright system in the United States is a “delicate balance” between the right of 

content creators to profit from their work and “the progress of science and useful arts.”11 To that 

end, the fair use provision of the copyright law makes the determination of whether a use is a fair 

use based on whether it affects the value of the work and whether the use is for nonprofit 

educational purposes. While these are vague statements, the law specifically states “… purposes 

such as criticism, comment, news reporting, teaching (including multiple copies for classroom 

use), scholarship, or research, is not an infringement of copyright.”12 

Specific fair uses have been determined by case law. One solution to the fair use issue is 

to more narrowly define fair use statutes. As there is a long history of copyright law being 

written by content owners, this solution is unlikely to benefit consumers.13 A better solution is to 

use DRM systems that continue existing fair uses such as allowing users to re-sell content after 

they are done with it, allowing users to make backup copies, time shifting, etc. Such a change 

can be accomplished by market forces or by government legislation mandating that DRM 

systems incorporate fair use provisions. 

                                                 

11 United States Constitution, Article I, Section 8 
12 US Code, Title 17, Section 107 
13 Jessica Littman, “Revising Copyright Law for the Information Age,” 75 Or. L. Rev. 19 (1996), available online: 
http://wwwsecure.law.cornell.edu/commentary/intelpro/litrvtxt.htm 
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DRM systems don’t just change notions of fair use, they change the privacy aspect of the 

relationship between content owner and consumer. Tracking individual users, as in the Microsoft 

example, is not a requirement for a secure DRM system. Intermediary “Trust Servers” can act 

like anonymous remailers, verifying the identify of end-users, but hiding their identity from the 

content owners.14 

Fighting the System 
Even if a DRM system was designed to be completely private and allowed all of the 

typical fair use provisions, there are reasons to oppose DRM systems: 

• Technical - Fair use, by its nature, is a use that cannot be quantified before-hand. It is 

unlicensed. It is impossible for a DRM system to differentiate between a fair use and an 

illegal use. This is a matter that the courts should decide.15 

• Economic - DRM systems coupled with micropayments and microcurrencies allow the 

“granularization” of content.16 Users could be charged per-word when reading an electronic 

book or Web site, per-second when listening to music, and per-frame when watching a 

movie. When even the smallest element of a work can turn a profit and hyperlinks allow 

linking to such elements instead of copying them, the notion of fair use is virtually 

eliminated. 

                                                 

14 David Kravitz, Kim-Ee Yeoh, and Nicol So, “Secure Open Systems for Protecting Privacy and Digital Services,” 
available online: http://www.star-lab.com/sander/spdrm/papers/kravitz.pdf 
15 See “Mandatory Library Censorware Bill Nears Passage,” EFF, December 22, 2000, available online: 
http://www.eff.org/Censorship/Internet_censorship_bills/2000/20001222_eff_hr4577_statement.html#c; and “EFF 
Reply Comments to Copyright Office on DMCA Anti-Circumvention Provisions,” EFF, March 31, 2000, available 
online: http://www.eff.org/IP/DRM/DMCA/20000331_eff_dmca_reply_comments.html 
16 Poorvi Vora, Dave Reynolds, Ian Dickinson, John Erickson, and Dave Banks, “Privacy and Digital Rights 
Management,” Section 4.3.c, Publishing Systems and Solutions Lab., Hewlett-Packard Laboratories, available 
online: http://www.hpl.hp.com/personal/Poorvi_Vora/Pubs/PrivacyAndDRM.htm 
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So how does one fight a DRM system? The software industry has a growing “copyleft” 

movement.17 There is also a small segment of musicians who support non-commercial taping and 

trading of live shows--AKA “bootlegging.” And although it violates the DMCA provisions of the 

copyright law, it is possible to circumvent DRM systems. The easiest method is to simply re-

record the content in an analog format using a tape recorder or VCR (technologies that the 

content industry once tried to ban). You can even transfer the analog content back to a non-

protected digital format. 

4. Policy 
On September 7 of this year, a draft version of a bill being prepared by Senator Hollings’ 

staff was leaked to a member of the press.18 The act would be called the “Security Systems 

Standards and Certification Act” (SSCA). In the wake of the events of September 11 the bill was 

never introduced, but it is illustrative of the content industry’s current desires. 

The SSCA would have required all “interactive digital device[s]” to include a 

government-approved digital rights management system. The bill defined “interactive digital 

device[s]” as “any machine, device, product, software, or technology, whether or not included 

with or as part of some other machine, device, product, software, or technology, that is designed, 

marketed or used for the primary purpose of, and that is capable of, storing, retrieving, 

processing, performing, transmitting, receiving, or copying information in digital form.” 

Portable digital music players (PDs) can’t easily support multiple DRM systems. If there 

were multiple DRM systems used by different PDs, there is a risk that some PDs will quickly 
                                                 

17 GNU Project, “What is Copyleft?,” Free Software Foundation, available online: http://www.gnu.org/copyleft/ 
18  Declan McCullagh, “New Copyright Bill Heading to DC,” Wired News, 4:19 p.m. Sep. 7, 2001 PDT, available 
online: http://www.wired.com/news/politics/0,1283,46655,00.html 
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become obsolete (seen any Betamax VCRs recently?). The SSSCA is an attempt to require DRM 

systems be incorporated into all digital devices capable of playing music (including regular 

computers) by suggesting that it is in consumers’ best interest for there to be a single DRM 

system. 

The Music Online Competition Act (MOCA) bill introduced by Representatives Cannon 

and Boucher on August 2, 2001, on the other hand, simply tries to even the playing field between 

the content industry and electronics industry. It makes it legal for content owners to require 

licensees to use DRM technology to protect the content, but specifically denies content owners to 

specify a particular DRM technology. It further states that content licensed to one publisher must 

be licensed to all other interested publishers at comparable terms. These aspects of MOCA are 

analogous to providing the opportunity for a publisher in 1983 to license and distribute in 

Betamax format any movies that were distributed in VHS format. In the present-day, this means 

that if two major labels set up separate electronic music delivery (EMD) services, they are 

required to cross-license their content on equal terms. This makes it more likely that the market 

can support multiple DRM formats. 

Conclusion 
The first law on copyright in the United States was part of the Constitution. It stated 

“Congress shall have power… to promote the progress of science and useful arts, by securing for 

limited times to authors and inventors the exclusive right to their respective writings and 

discoveries.”19 The first Copyright Act of 1790 set a term for copyrights of 14 years and a renew 

                                                 

19 United States Constitution 
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term of 14 years. Since that time, there have been four amendments to the act, each expanding 

the terms. The general term of copyright is now the life of the author plus seventy years.20 

As if the lengthening term of copyright wasn’t bad enough, DRM systems are being used 

to further restrict the use of copyrighted works. This is all done in the name of profit and against 

the best interests of consumers. It is also eroding a right that isn’t in the Constitution: the right to 

read.21 This is the most important right of all, and we should do everything possible to protect it. 

 

                                                 

20 Tom W. Bell, “Trend of Maximum U.S. General Copyright Term,” 2001, available online: 
http://www.tomwbell.com/writings/(C)_Term.html 
21 Further readings on the subject of the right to read: Richard Stallman, “The Right to Read,” available online: 
http://www.gnu.org/philosophy/right-to-read.html; Julie E. Cohen, “A Right to Read Anonymously: A Closer Look 
at “Copyright Management” In Cyberspace,” available online: 
http://www.law.georgetown.edu/faculty/jec/read_anonymously.pdf; and John Perry Barlow, Afternoon Keynote 
Address, Fifth Annual Cato Institute Technology & Society Conference, available online: 
http://www.cato.org/realaudio/techconf01/barlow.smil 


