REVIEW REPORT
In this report, I’m going to review on an article on software metrics for COTS (Commercial-Off-The-Shelf) systems. For those who are interested in the article, you may obtain it from the following link: metrics,Eighth IEEE Symposium on Software Metrics.
The article introduces with the background of COTS components. Basically in the field of software engineering, COTS software refers to the re-usability of software by incorporating third-party or vendor supplied components and gluing the components to build extensions for developing and maintaining the existing software. These components exists in the ‘as-is’ package and are technically proven in the market. In theory, these components help to reduce costs and improve the capability and functionality reliability of software systems. 
In reality, integrating COTS software is a double-edged sword process. Using COTS, systems are hard to build, support and maintain. In order to support and maintain the systems effectively, we need to investigate the complexity of interactions of the software components. Given the varying characteristics of the components, L-metric (an entropy metric) provides some useful insights to measure the complexity. I will elaborate the techniques that are presented in the article in the latter part of the report.
The article is relevant to my course of study in software engineering. It helps to reinforce some of the concepts I had learn in my course as well as new ones that are relevant to the field to software engineering. The topics that are in common with the ones that are covered in lectures include software metrics, modularity (coupling) and testing techniques. The article also introduces great details on COTS software which is briefly touched on in the lectures. Coupled with these details are new concepts on the L-metric (based on Shannon information theory) which I will highlight in the following section.
In this section, I will discuss in details the L-metric which forms the core of the article. So you may ask, what is L-metric? In short, L-metric is a form of measurement with a very strong foundation in Shannon information theory, can be use to measure the complexity of interaction of components. Typically, it is used for COTS, component-based software, reused software and object-oriented software that come from diverse sources and varied characteristics. Before I touch on L-metric, I will briefly describe the Shannon information theory. The concept of Shannon's entropy (Shannon's (1948)) is the central role of information theory sometimes referred as measure of uncertainty. The entropy of a random variable is defined in terms of its probability distribution and can be shown to be a good measure of randomness or uncertainty. 

The Shannon’s entropy can be expressed as
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where Hn(p1,p2,…,pn) is the average uncertainty of n variables with probabilities p1,p2,…,pn. For more information on the derivation of entropy, please go to the following: Measures of Uncertainty: Shannon's Entropy
As I have mentioned earlier, the L-metric is based on the Shannon’s Entropy and it measures the complexity of interaction of the components. Components communicate with each other by transmitting and/or receiving information known as messages. In a simple system as the one shown below,

[image: image2]
there are 10 components, each bounded by the red line. Messages exist in the system in 3 forms: external, internal and hidden. The system can send or receive external messages via other systems represented by the dark arrows in the diagram. Within the system, internal messages flow between 2 or more components shown by the double-edged yellow arrows. The hidden messages 
are represented by the dotted blue squares.

L-metric makes use of the concept of message. The entropy L(S) of a system S with M components is given by
L-metric = L(S) = ∑ L(mi) – H(S) 
(1)
where 



H(S) = log2M   (2)
and 


L(mi) = log2A – (1/A)∑tklog2tk   (3)

To calculate the expressions, we establish the relationship between the system components and the messages by tabulation. We record a binary value of 1 if the component is the sender and/or receiver of the element of a message and a 0 otherwise. For each component mi, we removed those columns with 0 binary values and construct the new reduced table. The new reduced table now consists of a row of entirely binary 1 value for component mi and other rows with both binary 0 and 1 value for other components. Each of the rows is treated as a binary number and we count the number of non-zero rows as A. Next, for each binary number, we count the number of tallies as t. With these values, we can calculate expression 2 and 3 and the result to calculate L(S) as shown in expression 1. (Note that the second term in expression 3 averages the Shannon expression which validates the derivation of L-metric from Shannon’s Entropy)
We use a simple example to illustrate how the L-metric works. Consider a system with 3 recognized components with 3 messages X, Y and Z with their element date from E-1 to E-6. Table 1 represents the object assumption for the system.
Table 1. Brief Simple Example of L-Metric Computation
	Recognized System Components Summary
	Messages With Their Contents

	
	X
	Y
	Z

	
	E-1
	E-2
	E-3
	E-4
	E-5
	E-6

	1
	0
	1
	1
	0
	0
	1

	2
	1
	1
	1
	0
	1
	0

	3
	1
	0
	0
	1
	1
	0


For component 1, we removed the non-zero columns and construct the reduced table 2.
Table 2. Reduced Table for Component 1
	Recognized System Components Reduced
	Messages With Their Contents

	
	X
	Y
	Z

	
	E-1
	E-2
	E-3
	E-4
	E-5
	E-6

	1
	
	1
	1
	
	
	1

	2
	
	1
	1
	
	
	0

	3*
	
	0
	0
	
	
	0

	Tallies: one each of 111, 110 and 000, with A = 2, t1 = t2 = t3 = t4 = 1

	Computation: L(m1) = 1 – 0.5(0 + 0 + 0 + 0) = 1


For component 2, we removed the non-zero columns and construct the reduced table 3.

Table 3. Reduced Table for Component 2
	Recognized System Components Reduced
	Messages With Their Contents

	
	X
	Y
	Z

	
	E-1
	E-2
	E-3
	E-4
	E-5
	E-6

	1
	0
	1
	1
	
	0
	

	2*
	1
	1
	1
	
	1
	

	3
	1
	0
	0
	
	1
	

	Tallies: one each of 0110, 1111 and 1001, with A = 3, t1 = t2 = t3 = t4 = 1

	Computation: L(m2) = 1.58 – 0.33(0 + 0 + 0 + 0) = 1.58


For component 3, we removed the non-zero columns and construct the reduced table 4.

Table 4. Reduced Table for Component 3
	Recognized System Components Reduced
	Messages With Their Contents

	
	X
	Y
	Z

	
	E-1
	E-2
	E-3
	E-4
	E-5
	E-6

	1
	0
	
	
	0
	0
	

	2
	1
	
	
	0
	1
	

	3*
	1
	
	
	1
	1
	

	Tallies: one each of 000, 101 and 111, with A = 2, t1 = t2 = t3 = t4 = 1

	Computation: L(m3) = 1 – 0.5(0 + 0 + 0 + 0) = 1


L-metric = L(S) = ∑ L(mi) – H(S)


     = L(m1) + L(m2) + L(m3) - log2M
                          = 1 + 1.58 + 1 – 1.58


    = 2
From the above results, we can deduce directly that the ‘chaos’ or complexity of the system denoted by the entropy loading L-metric increases when the number of recognizable components increase. Another factor that influences the L-metric is the coupling of components. As covered in the lectures, coupling refers to the interconnection between modules and it applies to sets of modules or whole program. For low coupling, data values are transferred between modules in the form of primitive or ref structures. Parameters are not specific to names or location leading to greater portability and reusability. When this happens, components tend to communicate the same data in the pattern leading to high tallies (t values) and low L-metric. Conversely, if the components communicate the same data in a variety of ways, entropy loading will be high. 
The L-metric proposed by the articles is applicable to external and internal messages. The hidden messages are unseen at the boundary of a component because they are internal to a component and ignored by the L-metric computation. Another point noteworthy is the fact that L-metric is a measure of software complexity and not the internal complexity or the cyclomatic complexity (indication of errors) that is discussed in the lectures.
In my personal opinion, the L-metric can only be a rough estimate for the complexity of component interaction. The article proposed the L-metric based on the concept of message in a system. While it is very useful for a simple system with few recognizable components and message elements, it becomes an arduous and time-consuming task to quantify the exact value for a complicated system with vast number of varying components and message elements. With maintenance personnel to identity the interacting components and the associated message elements, the number of propagating errors increases for larger, complicated systems. On the hand, it is necessary to distinguish carefully between internal and hidden messages since the L-metric ignores the hidden messages. For the same reason, the L-metric is unable to assess the impact of hidden messages on component-based systems.
Although the L-metric provides a quantitative and objective measure of the message flow complexity of the system, it’s practically is questionable. As mentioned earlier, integrating and maintaining COTS software is a double-edged process. With components that are ‘black box’ objects subjected to vendor conditions, the IS (Information Systems) units is at a disadvantaged position when there are potential bugs in the COTS software. In most cases, software vendors rarely do customization and maintenance for the users and even if they do, they operate at different schedules and priorities from the IS unit. The question comes, “What happens if the software vendor is out of business?” 
The current legislation such as the Shrink Wrap Licences and Uniform Commercial Code (UCC Article 2B) further protects the COTS vendors. The Shrink Wrap Licences quotes, “Your rights are whatever we the (publisher) say they are” Quoted by Cem Kaner: “Article 2B denies the mass market customer most remedies, even a refund of the fee charged by the publisher for calling to report problems”  With shrink-wrap COTS disclaimers that bear no responsibility for defective software, users have to survive on their own when defects arises. Users also have little or no legal rights against defective COTS software under the UCC 2B code. 
The other factor is that users can rarely make changes to the components directly under the World Intellectual Property Organization (WIPO) Treaty. It is illegal to reverse engineer software to expose security vulnerabilities and to conduct real world testing of security software. 

Although the L-metric provides the IS unit with a sensitive and useful measure for any change in the fit of components in the maintenance process, it is more practical to address the immediate issues concerning the users of COTS software. This includes imposing new legislation where it is compulsory for vendors to provide customization and maintenance of COTS software for users.
In conclusion, I have gained valuable knowledge concerning my field of study through this article and other sources. This knowledge is relevant to my lab project in the sense that we are using COTS software (web matrix, Visual Studio, Dreamweaver, Adobe Photoshop etc) for the implementation! In the implementation and maintenance life-cycle of the software, any changes made by the vendor side such as the releases of new-version of the software and patches will result in the software team installing and evaluating the necessary changes. This is something that the software team has little control of and in the event of defective software; we have to find alternatives to replace it. The L-metric is useful as it emphasizes how the system is put together and in such systems what can be changed, the components and the interactions between them. With corporations spending efforts to remove implications that stemmed from component-based software systems, the L-metric is a reasonably good tool for message-flow analysis in such systems.
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