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(the below information applies to Windows XP Service Pack 2 (SP2), and many of the principles to previous versions of 
Windows – If you do not have SP2, it can be downloaded from Windows Update (see the latter two steps in step 5 before 
proceeding).  To check to see if you have SP2, go “Start” > click on “Run” > type “winver” > click OK.  The window 
should read on the second line “Version 5.1 (xxxxxxxxxxxxx : Service Pack 2)") 
 
These steps assume that when accessing the Control Panel, you’ve switched to Classic View by clicking on the “Switch to 
Classic View” link on the sidebar in the Control Panel, or you have the Control Panel set as a menu in the Start Menu. 
 
 
Q: Is protecting myself really that important? What should I be so worried about? 
A: The internet is full of all kinds of things that are good, while others are very bad and damaging. Things 
such as: 

• Viruses (including Trojans) that can destroy information on your computer, including programs, the 
operating system, and worst of all, your personal files. 

• Malware that can destroy information on your computer, including programs and your personal files, 
but is not detected by antivirus programs. 

• Spyware that invades your privacy by spying on your activities, accesses personal information, and 
sends it back to companies to sell to other companies so they can advertise and send spam to you. 
Spyware can also slow your computer down to a snail’s pace. 

• Adware that slows down your computer, and opens annoying pop-up ads. 
• Hackers who can take complete control of your computer, and/or use it for illegal activities. 
• Worms that can sneak into your computer and make it so that any of the above can get into your 

computer. 
 
Q: What if I don’t really care? My computer messes up enough that if something goes wrong, I’ll 
reinstall everything, or I’ll just live with it. 
A: Well that’s fine, aside from the fact these things might be the reason that your computer is messing up, and 
the fact that if your Internet Service Provider (ISP) detects these programs attacking other computers from 
your computer during one of their routine port scans, they may, and most likely will, immediately suspend 
your internet service.  Not to mention that you are running the high risk of loosing all your files on your 
computer. 
 
Q: Why should I take your word for it? 
A: You don't need to take my word, there are hundreds of websites warning about these dangers, including 
Microsoft's website. If you still aren't convinced that my word is good enough, I'll ask you this: why should 
you take my word that it's important to wear a seatbelt? The chances of you ever needing it are slim to none, 
and it can be annoying sometimes. But then again, it only takes a couple of seconds to buckle up to prevent a 
headache (literally) if you do ever need it. In this case, the chances of you getting these problems without 
protection, is good to definite. Better safe then sorry. 
 
Q: OK, I want to protect myself and others, is it hard? 
A: Not at all. The simple fact that you know how to surf the internet or read your email most likely means that 
you have enough computer knowledge to take the 6 simple steps. 
 
Q: So what do I do? 
A: Follow these 6 simple steps: 



Protecting against viruses… 
 
1) Use an antivirus program.  
I recommend Symantec’s popular Norton Antivirus (available in retail stores and from 
http://www.symantec.com/nav/nav_9xnt/). There’s also AVG which is free to use 
(http://free.grisoft.com/freeweb.php/doc/2/).  
 
I would recommend staying away from McAfee, it has shown itself to myself, and many others that it isn’t the 
most reliable antivirus program. 
 
Note: Problems can arise from using two or more antivirus programs at the same time, such as causing your 
computer to slow down a noticeable amount, and the antivirus programs conflicting with each other. 
 
 
2) Update your antivirus program. 
An antivirus program is almost useless against viruses unless you update it. The program will go to the 
manufacture’s website, and get the latest virus definitions. The definitions tell the antivirus program what to 
look for. Check the program’s Help to see how to update it. 
 
Note: Windows XP’s Security Center currently does not recognize many older antivirus programs, and a few 
current ones.  If you receive warnings that you may not be using an antivirus, but you know you are, follow 
these steps to stop receiving warnings: go “Start” > “Control Panel” > double-click on “Security Center” > 
under the “Virus Protection” section, click on “Recommendations…” > check the “I have an antivirus 
program that I’ll monitor myself” checkbox > click “OK”. 

http://www.symantec.com/nav/nav_9xnt/
http://free.grisoft.com/freeweb.php/doc/2/


Protecting against malware, adware, and spyware 
 
3) Use an alternate web browser 
The web browser that comes with Windows, Internet Explorer (IE), is old (it hasn’t seen a major update in 
over 4 years), buggy, and riddled with security holes. 
 
To protect yourself and others, try an excellent, easy to use (easier to use than IE in my opinion) browser such 
as Mozilla Firefox (http://www.mozilla.org/products/firefox/) an open-source browser, with more features 
and better security then Internet Explorer.  
 
Mozilla Firefox features: 
-standards compliancy - unlike IE: which means all websites coded properly will work under Firefox, but 
may not work on IE – FYI: more and more web developers are applying standards to their websites, which 
will stop them from working or appearing  properly in IE, because IE is too outdated for many common web 
standards. 
-pop-up blocker: block ads 
-BHO: spyware and adware cannot easily infect your computer 
-download manager: keep track of what you’re downloading, and what you’ve downloaded 
-tabbed browsing: less cluttered screen 
-skinable interface: make it look the way you want 
-better CSS support: less websites acting buggy and easier to create CSS websites 
-PNG transparency: better graphics on websites 
 
Once you’ve installed Firefox, go “Start” > “Control Panel” > double-click on “Add or Remove Programs” > 
click on the “Set Program Access and Defaults” section > click on the “Custom” dropdown > under “Web 
browser” click on Firefox > uncheck “Enable access to this program” beside Internet Explorer > click “OK”. 
 
 
4) Install an ad/spy/malware removal program, update and scan 
I recommend both Adaware (http://www.lavasoftusa.com/support/download/) and Spybot Search & Destroy 
(http://www.safer-networking.org/en/mirrors/index.html) 
 
Adaware finds things Spybot S&D doesn’t and vice-versa. 
 
Just like antivirus programs these programs need to be updated on a regular basis and you should scan your 
computer every week if you install a lot of programs or browse the web a lot, or every other week if you do 
little web browsing or installing programs. 

• In Adaware 
1) click on “Check for updates now” > click on “Connect” > install the new reference file if one is 
available > click on “Finish” when it’s done 
2) click on “Start” > click on “Next” > once it’s done it’s scan, click on “Next” > if anything is found 
(FYI: tracking cookies aren’t much to worry about), make sure they are selected (you can right-select 
and click on “Select all Items” as a shortcut) > click on “Next” > then click “OK”. 

• In Spybot S&D 
1) click on “Search for Updates” > select any that are found > click on “Download Updates” at the top 
2) click on “Search & Destroy” on the side > click on “Check for Problems” > once it’s done it’s scan, 
click on “Fix Selected Problems” > then click “OK” after it creates a system restore point. 

 
Spybot S&D also includes a feature to help prevent ad/spy/malware from getting on your computer in the 
first place. 
On the side, click on Immunize, and then after it’s done its scan, click on Immunize again. 
 
Note: Many free Adware and Spyware removal programs (like Adaware and Spybot S&D) do not constantly 
scan your computer.  It is up to you to manually scan your computer.  You should do so once a week, or every 
other week, depending on how much you use your computer. 

http://www.mozilla.org/products/firefox/
http://www.lavasoftusa.com/support/download/
http://www.safer-networking.org/en/mirrors/index.html


Protecting against hackers and worms
 
These steps are ones that many people don’t bother to take. Evident when the Blaster worm infected over 
8,000,000 computers in spring of 2004, causing computers to shutdown after a few minutes of use. Although 
all the steps below are important, either of them could have stopped Blaster and other worms dead in their 
tracks. 
 
5) Update your computer with Windows Update 
Regardless of what you might have heard, Windows Update is a safe thing to use. Microsoft does not use it to 
spy on you or to for some other devious reason that misinformed people would have some people think. If 
Microsoft wanted to spy on you or something else that isn’t ideal, they would have built it right into Windows 
when they first made it. 
 
Enough of that rant, let’s continue. 
 
The first thing to do is to set your computer to receive automatic updates. 
 
1) go “Start” > “Control Panel” > double-click on “Security Center”. 
2) If the label for “Automatic Updates” is yellow or red, click on “Turn on Automatic Updates”; if it is green, 
you are set to receive updates, and you do not need to do anything. 
 
Next, if you haven’t been using Automatic Updates, you need to get up to date. 
 
1) go “Start” > “All Programs” > click on “Windows Update” 
2) when the link appears, click on “Express Install” > allow the scan to complete > click on “Install…” > 
allow the updates to be installed.* 
 
*If your computer is not currently up-to-date, the steps may be different, the older steps are as follows: when 
the link appears, click on “Scan for Updates” > allow the scan to complete > then click on “Review and 
Install Updates” > finally click on “Install Now” and let the installation complete. 
 
Windows Update will install the critical updates which are, critical. Failing to install them could allow a 
hacker or worm to get into your computer.  Once you’re done, Windows Update will notify you of any future 
critical updates that are available. 
 
 
6) Use a firewall 
 
The firewall that comes with XP Service Pack 1 (SP1) has been revamped in XP SP2, and is now up to par 
with many commercial firewalls.  If you need extra protection, contact your local software vendor. 
 
The steps to enable Windows XP’s firewall are very similar to Automatic Updates 
 
1) go “Start” > “Control Panel” > click on “Security Center” 
2) If the label for “Firewall” is yellow or red, click on “Recommendations…” and then click on “Enable now”; 
if it is green, your firewall is already on, and you do not need to do anything. 
 
Additionally, you may want to consider a router (a router is a device used to connect multiple computers 
together to form a network) with a firewall if your going to network computers, in addition to the software 
firewall on your computer, the router's firewall adds an extra layer of protection (although not necessary). 
 
Note: Windows XP’s Security Center currently does not recognize many older firewall programs, and a few 
current ones.  If you receive warnings that you may not be using a firewall, but you know you are, follow 
these steps to stop receiving warnings: go “Start” > “Control Panel” > double-click on “Security Center” > 
under the “Firewall” section, click on “Recommendations…” > check the “I have an firewall program that 
I’ll monitor myself” checkbox > click “OK”. 



Congratulations your done! 
 
You have taken 6 simple to protecting yourself and others on the internet. 
 
But a few reminders before you go: 
 

• Pay attention to any warnings Windows gives you about risks to your system.  This will happen if 
Automatic Updates or your firewall is tuned off, or if you do not have an antivirus program. 

 
• Don’t open attachments from unknown people, 99.9% of the time, it’s a virus. 
 
• Don’t open attachments from people you know unless you were expecting it or it’s not unusual. 

There is a chance the person’s computer is infected and sending out viruses. When in doubt, email 
them back asking if they sent you an email with an attachment. A telltale sign is when the email says 
something like “open this funny file,” “look what I found,” or “you’ll like this.” 

 
• Be careful with what you install. There are a lot of great free programs on the internet, but many 

have spy/ad/malware in them.  Many people don’t know that the file sharing program Kazaa (not 
Kazaa Lite K++) is riddled with ad and spyware, as well as Precision Time and WeatherBug from 
GAIN. 

 
• Be careful what you download. Those free toolbars and system add-ons and other “enhancements” 

that pop-up while browsing the web asking you to install them are almost always spy/ad/malware. If 
anything pops up asking you to install something, unless you asked for it, don’t install it. 

 
 
Now do your friends, coworkers, and family a favour and give them this guide.   




