Chapter 13                                                     Summary, Conclusions and Further Work 


13. SUMMARY, CONCLUSIONS AND 
      FURTHER WORK

In this final chapter the summary and conclusions of the whole thesis will be given as well as directions for further work.

13.1. Summary

In Chapter 1, Information Systems, the concepts of information, information system, computing system, information network and Internet were presented. The information could be represented by functional relation of probability, under assumption that information increases when probability of the event decreases and vice versa. General information system consists of the source of information, encoder of information, communication (transmission) channel, decoder and receiver of information.

In Chapter 2, Misuse of Information Systems, some of the attacks to the information systems were described in more detail. We may consider the attacked information system as a system with errors. However, it is important to stress that this type of “errors” is not usual random errors (noise) or “bugs” in the programs which might appear normally in information systems. These “errors” are deliberately imported into system. Anyway, for the clarity of explanation, we considered them in the discussion as a noise in communication. The usual term used for this type of errors is threats to information systems.
In Chapter 3, Programmed Threats, some of numerous programmed threats were presented. There are two types of such threats:

· non-reproducing threats that do not have built-in ability to replicate themselves

· self-reproducing threats that do have built-in ability to replicate themselves

There are various types of non-reproducing threats ranging from trap or back doors, timing and buffer overflow attacks, session hijacking and tunneling to Trojan horses, logical or timing bombs and programmed denial of service attacks. The most known representative of self – reproducing threats is computer virus.
Chapter 4, Protection of Information Systems, described today’s methods of protection of information systems. Today’s protection of information systems can be roughly divided in two important areas: prevention and active protection. Prevention includes all measures to be taken before a security incident happens. Active protection includes tools and methods for real – time protection. Two types of protective tools were presented in this Chapter: non - adaptive and adaptive automated protective tools. Automatization of the protection systems and using adaptiveness allows easy handling (user friendliness) and can reduce error level. Adaptiveness is the ability of a system to adapt to changes that could significantly influence the existence of the system. The approximate model of an automated adaptive protection system was presented.

Chapter 5, Vulnerabilities of Present Protection Systems, provided an overview of the vulnerabilities of today’s protection systems and inherent security flaws in today’s computing systems.

Chapter 6, Summary and Conclusions of Part I, presented short summary and conclusions of Part I of the thesis.

The Chapter 7, What is Secure Information System?, presented the semantic definition of information, discussed what is secure information and gave the definition of secure information system.

In the Chapter 8, An Architecture for Intelligent Security System, the architecture for a distributed intelligent system was introduced. The system is based on multiple independent entities working collectively. The main components of such a system are:

knowledge base, inference engine, knowledge acquisition subsystem, adaptation subsystem, observing elements and executive elements. The architecture of an intelligent system can be presented in two ways: logical architecture and physical architecture. The logical architecture is to be structured hierarchically in the order of increasing precision with decreasing intelligence. Physical architecture is distributed architecture. The overall system structure resembles that of a loosely coupled parallel processing system.The components of intelligent system architecture were presented beginning from the lowest level of intelligence, transferring through the higher levels of intelligence and getting back again to the lower levels of intelligence. 

In the Chapter 9, Modeling an Expert System, the theoretical models for the expert system of an intelligent security system were introduced. It was stated in the Chapter 5 that binary logic is an obstacle for present security tools. While it makes computing easy, it can be a drawback considering security requirements. For that reason, the other types of logic, such as fuzzy logic, were taken into consideration. The main concepts of fuzzy logic were presented, such as: fuzziness, crisp and fuzzy sets, degree of membership, truth function, hedges, fuzzy numbers and fuzzy operators, min - max rule, and general concept of rules. Designing of the fuzzy expert system was described. The rule - based reasoning was introduced as well as reasoning patterns and rule - firing schemes. The methods of fuzzification and defuzzification were explained too.

In the chapter 10, Implementing an Intelligent Security System, the implementation of an intelligent security system was presented. The main goal of the intelligent security system would be to assure the lowest level of the risk for the entire information system. If the level of risk increases, the actions should be taken to make it lower. The implementation of an intelligent security system was carried out on the basis of the concept presented in Chapter 8 and theoretic framework presented in Chapter 9. The main goal was to emulate an intelligent reaction to "suspicious" actions, which might occur in the information system. The prototype presented in this chapter was mainly developed for protection from computer viruses, worms and Trojan horses, but it is intended to be expanded to other types of misuse of information systems in near future. The implementation of all levels of intelligence were presented in more detail.

In the Chapter 11, Building Secure Information Systems, the ways for building secure information systems with an intelligent security system were described. Some other aspects of information security, such as human interface and privacy protection, were briefly introduced. The implementation of intelligent security system on computing systems based on von Neumann's architecture was explained. Its implementations in networked environment, in loosely coupled parallel systems, in combination with neural network and in quantum computing system were described too. The few other aspects, such as the issues of human interface regarding security of information systems and privacy protection were also discussed.

Chapter 12, Summary and Conclusions of Part II, presented short summary and conclusions of Part II of the thesis.

13.2. Conclusions

The Part I describes security problems in today’s information systems. They are numerous because today’s information systems were not built with security requirements from the beginning. There are also many protection tools, which are designed to protect more or less efficiently information systems from malicious activities. However, even the best protection systems have their vulnerabilities. 

The security weaknesses include the very basics of today’s computing and network systems, such as binary logic and von Neumann’s architecture. The universality of von Neumann’s architecture, which is very convenient from the user’s point of view, is inconvenient regarding security requirements. It is important to stress that anything, which can be programmed, may be programmed to perform malicious activities in the system and it is very difficult to discern such an attempt from the “normal” activities before some damage is done. 

Binary logic is a basic of today’s computing, i.e. everything is performed through the sequences of zeros and ones. While it makes computing easy, it is an obstacle considering security requirements for exact pattern recognition. Although there are the methods to circumvent this inconvenient bound, it still remains the problem, which can be solved in satisfactory way by changing the binary logic to multivalued logic. 

Having in mind these two major obstacles to information systems security, in the 

Part II of the thesis some other possibilities in the logic and architecture were offered so to have security requirements built from the start in information systems.

The Part II describes the ways on how to build secure information systems. The suggested basis of the secure information system is an intelligent security system. The term "intelligent" in the name of this security system does not indicate that the other security systems are non-intelligently constructed or designed. It simply means that this security system should have some intelligent capabilities such as:

· the ability to learn or understand from experience

· the ability to acquire and retain knowledge

· the ability to respond quickly and successfully to a new situation

· the ability to make proper decisions, etc.

The main goal of so proposed intelligent security system is to emulate an intelligent reaction to any suspicious action, which might occur in the information system. For that purpose the prototype with working name Nisan was developed and it was presented in detail. It was shown that realization of theoretical concept presented in Chapter 8 is possible and that it gives satisfying results, even in this early phase of development.

It is shown that this intelligent system can be implemented in various kinds of current and future architectures considering corresponding advantages and constraints. It is supposed that implementation of such an intelligent security system in any kind of information structures would be great advantage in the security of information systems.

13.2.1. The Contributions of the Thesis

The main contributions of this thesis to the field of security of information systems are the following:

· an attempt to cover very various and wide areas of this field into unique whole,

· a model of adaptive automated protection thesis is a contribution to the field, although existing at the moment only as a concept

· a prototype of an intelligent security system is also an original contribution to the field; its concept being the result of practical work on security problems during the years and developed in hope to significantly improve the security of information systems today and in the future. According to information available to author no similar system is being developed or in process of development.  

13.3. Further Work

The field of information security is still very wide area for exploration. It is a complex field, which demands knowledge of multiple disciplines. Today is not sufficiently to be familiar with technical aspects and problems only. The domain of information security needs also specific comprehension of psychological, social, legal, even biological aspects.

The communication with the experts from various fields is very important. There is not adequate cooperation of security experts with the experts from other fields. That situation should be improved in the future.

The field of information security is rapidly changing. Every day new computer viruses are written, new security holes are found and exploited. One has to collect an enormous quantity of technical data to be well informed. It is not an easy task to do, but is necessary. Furthermore, the information technology itself is changing rapidly. New developments bring new benefits, but they also may reveal new vulnerabilities. The necessity is to be always "one step forward", i.e. to be faster in revealing and eliminating new vulnerabilities than attackers. It is sometimes difficult, but it is very challenging task. 

The domain, which is also changing fast, is the legislation regarding information technology crimes. One should be informed about laws in different countries, because the information crime knows no physical borders. It is possible via today's information networks (especially via Internet) to live in one country and to commit the crime in another country. The computer emergency response teams (CERTs) 

know this problem very well. Although, the corresponding laws are still somewhat vague and often uncertain it is necessary to apply them whenever it is possible.

Further work in this domain should be done on gathering of all mentioned specific areas of expertise into further development of one or more intelligent systems. After all, on the "other side" of information security, i.e. on the side where attacks to security are invented and performed, are the real people. To their destructive intelligence it is possible to oppose only the constructive intelligence, the intelligence which will build and develop new systems for the benefit of the mankind.
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