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APPENDIX B

Prevention Methods

B.1. Security Policy

The security policy is a management directive that covers the why of security. It should be a brief and concise document dealing with business, legal and ethical requirements, what the organization considers as security risks, what preventive measures should be established, who is responsible for monitoring and enforcing these measures, what actions will be taken if there are violations. It maximizes the strategic value of the system and data by sustaining authorized and secured use in daily operations conducted by users. It provides clear assignment of responsibility for protection against unacceptable and unauthorized use, promotes security measures, ensures that authorized users and all other entities comply with adopted policies and local and national laws. It is important that it is a specific document regarding orientation to the organization's business policy, because overall protection framework should be adjusted to specific organizational structure to meet all required protection needs. The policy is a handbook to be handed to staff as a part of a security awareness campaign.

B.2. Security Standards

The security standard deals with what needs to be done. It describes a status to be achieved. It defines the security organization, roles and responsibilities, information classification and handling, incident reporting procedures, user accounts and passwords, security related system parameters, system security auditing, network related configuration parameters, object protection, data backup and recovery procedures, disposal of system data, etc.

Security standards deal with physical security, information security, user security and contingency planning. Contingency planning involves the availability as a major factor which includes resilience or the ability to recover quickly, redundancy or the duplication of every aspect of computing and recovery meaning actions needed to restore a system. Further, it involves disaster recovery from accidental mishaps, malicious acts, natural disasters and finally, disaster tolerance. 

B.3. Security Procedures

Security procedures should consider the following areas: network security, operating systems, data security, application security and again contingency planning. 

Security procedures are dependent on implementation, systems and vendors. They describe how to achieve the status mentioned in the standard and document the reasons why this can not be done on a given platform. Procedures specify the day-to-day working methods for achieving the standards. These are obligatory. They deal with individual platforms, applications, departments, etc. As they deal with the actual method of working, they are often subject to frequent changes.

B.4. Documentation Set

Once, when security policy, standards and procedures are established it is necessary to make a basic documentation set. It is obligatory to protect the documentation, i.e. to establish classes such as: free distribution, confidential, top secret. It is also needed to know how to handle each category, i.e. labeling, distribution, copying, storage, protection and destruction.

B.5. Education and Training

The important part of prevention is proper education and training of employees. Employees are often threats to the organization's security. The range of employees spans from good intentioned employees that make accidental errors to disgruntled employees seeking revenge. In order to prevent that from happening, employees should be properly educated and regularly checked. Training should include awareness sessions, because people tend to forget and get disinterested. They should be made aware that they also contribute to the organization's security and know what measures they should take to prevent accidental error that might lead to more dire consequences. All employees should learn about the organization's security policy and more specifically how to protect the information on their own workplace. The computer administrative personnel should be trained at how to implement security standards and procedures to best protect the organization's information resources.

B.6. Checking

There should be a regular checking of equipment against known security holes and failures. Also the regular checking of employees should be performed, no matter how unpleasant that task may seem. Employees should be qualified to carry out their duties. It takes management attention to make this happen. It is difficult to spot potential criminals, because computer-crime-prone individuals are: young or not so young, male or female, educated or less educated, white, black, Asian or other, etc.

B.7. Computer Laws

All employees should naturally be acquainted not only with the organization's security policy but also with local, national and international laws and regulations. The existing computer laws usually deal with accessing, altering, damaging or destroying computers, computer systems, networks, software, programs or data bases or any part thereof, "with the intent to interrupt the normal functioning of an organization or to devise or execute any scheme or artifice to defraud or deceive or control property or services by means of false or fraudulent pretenses, representations or promises" [Pennsylvania Computer Law]. It usually refers to intentional accesses without authorization and any altering, interference with the operation of computers, computer systems, networks, software, programs or databases. And what is of great importance in organizations it refers to the intentional sharing or publishing of a password, identifying code, personal identification number or other confidential information about a personnel, computer systems, organization etc. Many unintentional and accidental errors can be avoided if employees are aware of possible mistakes, their consequences and penalties.
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