Chapter 3                                                                                          Programed Threats            


3. PROGRAMMED THREATS

Programmed threats to information security are numerous. Some of the most frequent attacks will be described in following text.

There are two types of such threats:

· non-reproducing threats that do not have built-in ability to replicate themselves

· self-reproducing threats that do have built-in ability to replicate themselves

Many of attacks, which will be described, are technically complex and will not all be explained in detail.

3.1.  Non-reproducing Threats

Most common types of non-reproducing threats will be described bellow

One classic software attack is the trap door or back door. A trap door is a quick way into a program; it allows program developers to bypass all of the security built into the program, now or in the future. Typical trap doors use such system features as debugging tools, program exits that transfer control to privileged areas of memory, undocumented application calls and parameters, and many others.  

Session hijacking is a relatively new type of attack in the communications. Some systems do not disconnect immediately when a session is terminated. Instead they allow a user to re-access the interrupted program for a short period. An attacker with a good knowledge of communications operations can take advantage of this fact to reconnect to the terminated session.

Tunneling use one data transfer method to carry data for another method. Tunneling is an often legitimate way to transfer data over incompatible networks, but is illegitimate when it is used to carry unauthorized data in legitimate data packets. 

Timing attacks are another way to get unauthorized access to software or data. These include the abuse of race conditions and asynchronous attacks. In race conditions, there is a race between two processes operating on a system; the outcome depends on who wins the race. On certain type of Unix systems the attackers could exploit a problem with files known as setuid shell files to gain superuser privileges.

Asynchronous attacks are another way of taking advantage of dynamic system activity to get access. Computing systems are often called upon to do many things in the same time. In these cases, the operating system simply places user requests into a queue, then satisfy them according to predetermined set of criteria. Asynchronous means that computer does not simply satisfy requests in the order in which they were performed, but according to some other scheme. A skilled programmer can figure out how to penetrate the queue and modify the data that is waiting to be processed or printed.

Buffer overflow attacks happen when attacker tries to put more data into a buffer than it can handle. A buffer is an abstraction, an area of memory in which some type of text or data will be stored. Programmers make use of such a buffer to provide pre-assigned space for a particular block or blocks of data. When buffer overflow occurs, overload characters are put somewhere in memory, at another address (an address the programmer did not intend for those characters to go). Attackers, by manipulating where those extra characters end up, can cause arbitrary commands to be executed by the operating system. Most often, this technique is used by local users to gain access to a root shell. Unfortunately, many common utilities have been found to be susceptible to buffer overflow attacks.

Trojan horses are attacks on the integrity of information that is stored in the system. A Trojan horse is the method for inserting instructions in a program so that program performs an unauthorized function while apparently performing a useful one. The typical situation is: Trojan horse is hidden in an application program that is user eager to try, e.g. new game or a program that promises to increase efficiency. Inside the horse are the instructions that will cause the entire system to crash when the program is run.

Logic bomb is a harmful program that is triggered by a certain event or situation. Logic bomb’s code may be a part of a regular program or set of programs, and not activated when first run. The trigger may be any event that can be detected by software, such as date, username, presence or the absence of a certain file, etc.

Programmed denial of service attacks can crash or slow down systems when they are run. The programs of this type may even cause the crashing of the individual systems on the network remotely. The examples of such attacks are before mentioned distributed denial of service attacks.

 3.2. Self – reproducing Threats

The most known representative of self – reproducing threats is computer virus. In general, computer virus is a sequence of symbols. A sequence of symbols v is an element of viral set V if, when interpreted, it causes some other element v’ of that viral set to appear somewhere else in the system at the later point of time [2].
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(Fig. 3.2.1.)

Figure 3.2.1. Formal Definition of Computer Virus

The above definition of computer virus is not used very often. The most common  definition is [2] :  a virus is a program that can infect other programs by modifying them to include, a possibly evolved, version of itself. The infection process is the most distinguishable property of the computer virus  (Fig 3.2.2.)

Computer viruses may do some damage in computing system where they are located, i.e. they may contain Trojan horse or a logic bomb, but they do not necessarily have to. However, any virus has to have ability to spread itself through the system, otherwise it is not considered as a virus. 
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Figure 2.2.2. Infection by computer virus

3.2.2. The Types of Viruses

The viruses are able to replicate, that is to create (possibly modified) copies of themselves, but the virus has to attach itself to a host (carrier of virus), in the sense that execution of the host implies execution of the virus. 

The viruses can be classified by their hosts. There are four main types of viruses and several variations [30].

Boot sector viruses alter the program that is in the first sector (boot sector) of every DOS-formatted disk. Generally, a boot sector infector executes its own code, which usually infects the boot sector or partition sector of the hard disk, then continues the PC start – up process.

File viruses attach themselves to a file, usually an executable application. A file virus infects other files when the program to which is attached is run.

Multipartite viruses infect boot sectors and files. Typically, when an infected file is executed, it infects the hard disk boot sector or partition sector, and thus infects subsequent floppy disks used or formatted on the target system.

Macro viruses infect data files, which contain embedded executable code such as macros. They typically infect global settings files such as Word templates so that subsequently edited documents are contaminated with the infective macros.

There are several variations of viruses, regarding how they can hide their presence:

Stealth viruses have ability to conceal their presence from anti-virus programs.

Polymorphic viruses are viruses that cannot be detected by searching for a simple, single sequence of bytes in a possibly infected file, since they change with every replication.

Companion viruses are viruses that spread via a file, which runs instead of file the user intended to run, and then runs the original file.

There is also a special species of the virus, which is called worm. The worm spreads through the networked systems. 

3.2.3. Examples of Viruses and Worms

Most prevailing viruses in today's computer world are macro viruses and so called e-mail worms. Some of them (e.g. Melissa) may combine both characteristics. The best way to learn behavior of such "creatures" is to describe some of them in more detail.

3.2.3.1. Concept

WM/Concept was one of first macro viruses reported "in the wild" and used to be extremely widespread during 1995-1997. Nowadays it is almost (but not completely) extinct.

WordMacro/Concept - also known as Word Prank Macro or WW6Macro - is a macro virus, which has been written with the Microsoft Word v6.x macro language. It has been reported in several countries, and seems to had no trouble propagating in the wild. 

WordMacro/Concept consists of several Word macros. Since Word macros are carried with Word documents themselves, the virus is able to spread through document files. The situation is made worse by the fact that WordMacro/Concept is also able to function with Microsoft Word for Windows 6.x and 7.x, Word for Macintosh 6.x, as well as in Windows 95 and Windows NT environments. It is, truly, the first functional multi-environment virus, although it can be argued that the effective operating system of this virus is Microsoft Word, not Windows or MacOS. 

The virus gets executed every time an infected document is opened. It tries to infect Word's global document template, NORMAL.DOT (which is also capable of holding macros). If it finds either the macro "PayLoad" or "FileSaveAs" already on the template, it assumes that the template is already infected and ceases its functioning. 

If the virus does not find "PayLoad" or "FileSaveAs" in NORMAL.DOT, it starts to copy the viral macros to the template and displays a small dialog box on the screen. The box contains the number "1" and an "OK" button, and its title bar identifies it as a Word dialog box. This effect seems to have been meant to act as a generation counter, but it does not work as intended. This dialog is only shown during the initial infection of NORMAL.DOT. 

After the virus has managed to infect the global template, it infects all documents that are created with the "Save As" command. It is then able to spread to other systems on these documents - when a user opens an infected document on a clean system, the virus will infect the global document template. 

The virus consists of the following macros: 

     AAAZAO

     AAAZFS

     AutoOpen

     FileSaveAs

     PayLoad

"AutoOpen" and "FileSaveAs" are legitimate macro names, and some users may already have attached these macros to their documents and templates. In this context, "PayLoad" sounds very ominous. It contains the text: 

     Sub MAIN

             REM That's enough to prove my point

     End Sub

However, the "PayLoad" macro is not executed at any time. 

3.2.3.2. Melissa

A virulent and widespread computer virus was found on Friday, March 26, 1999. This virus has spread all over the globe within just hours of the initial discovery, apparently spreading faster than any other virus before. 

The virus, known as W97M/Melissa, spreads by e-mailing itself automatically from one user to another. When the virus activates it modifies user's documents by inserting comments from the TV series "The Simpsons". Even worse, it can send out confidential information from the computer without users' notice. 

The virus was discovered on Friday, late evening in Europe, early morning in the US. For this reason, the virus spread in the USA during Friday. Many multinational companies reported widespread infections, including Microsoft and Intel. Microsoft closed down their whole e-mail system to prevent any further spreading of the virus. 

W97M/Melissa was initially distributed in an internet discussion group called alt.sex. The virus was sent in a file called LIST.DOC, which contained passwords for X-rated websites. When users downloaded the file and opened it in Microsoft Word, a macro inside the document executed and e-mailed the LIST.DOC file to 50 people listed in the user's e-mail alias file ("address book"). 

The e-mail looked like this: 

        From: (name of infected user)

        Subject: Important Message From (name of infected user)

        To: (50 names from alias list)

        Here is that document you asked for ... don't show anyone
        else ;-)

        Attachment: LIST.DOC

Melissa can arrive in any document, not necessarily just in this LIST.DOC where it was spread initially. Most of the recipients are likely to open a document attachment like this, as it usually comes from someone they know. 

After sending itself out, the virus continues to infect other Word documents. Eventually, these files can end up being mailed to other users as well. This can be potentially disastrous, as a user might inadvertently send out confidential data to outsiders. 

The virus activates if it is executed when the minutes of the hour match the day of the month; for example, 18:27 on the 27th day of a month. At this time the virus will insert the following phrase into the current open document in Word: "Twenty-two points, plus triple-word-score, plus fifty points for using all my letters. Game's over. I'm outta here". This text, as well as the alias name of the author of the virus, "Kwyjibo", are all references to the popular cartoon TV series called "The Simpsons". 

W97M/Melissa works with Microsoft Word 97, Microsoft Word 2000 and Microsoft Outlook 97 or 98 e-mail client. One does not need to have Microsoft Outlook to receive the virus in e-mail, but it will not spread itself further without it. Melissa will not work under Word 95. Melissa will not spread further under Outlook Express.

Melissa can infect Windows 95, 98, NT and Macintosh users. If the infected machine does not have Outlook or internet access at all, the virus will continue to spread locally within the user's own documents. 

3.2.3.3. Love Letter Worm

The "Love Letter" worm is a malicious VBScript program, which spreads in a variety of ways. As of 5:00 pm EDT(GMT-4) May 8, 2000, the CERT Coordination Center has received reports from more than 650 individual sites indicating more than 500,000 individual systems are affected. In addition, there were several reports of sites suffering considerable network degradation as a result of mail, file, and web traffic generated by the "Love Letter" worm. 

One can be infected with the "Love Letter" worm in a variety of ways, including electronic mail, Windows file sharing, IRC, USENET news, and possibly via webpages. 

3.2.3.3.1. Electronic Mail

· When the worm executes, it attempts to send copies of itself using Microsoft Outlook to all the entries in all the address books. The mail it sends has the following characteristics: 

· An attachment named "LOVE-LETTER-FOR-YOU.TXT.VBS" 

· A subject of "ILOVEYOU" 

· The body of the message reads "kindly check the attached LOVELETTER coming from me." 

People who receive copies of the worm via electronic mail will most likely recognize the sender. 

3.2.3.3.2. Internet Relay Chat

When the worm executes, it will attempt to create a file named script.ini in any directory that contains certain files associated with the popular IRC client mIRC. The script file will attempt to send a copy of the worm via DCC to other people in any IRC channel joined by the victim. 

3.2.3.3.3. Executing Files on Shared File Systems

When the worm executes, it will search for certain types of files and replace them with a copy of the worm. Executing (double clicking) files modified by other infected users will result in executing the worm. Files modified by the worm may also be started automatically, for example from a startup script. 

3.2.3.3.4. Reading USENET News

There have been reports of the worm appearing in USENET newsgroups. 

3.2.3.3.5. Impact

When the worm is executed, it takes the following steps: 

1. Replaces Files with Copies of the Worm

When the worm executes, it will search for certain types of files and make changes to those files depending on the type of file. For files on fixed or network drives, it will take the following steps: 

-  For files whose extension is vbs or vbe it will replace those files with a copy of 

    itself. 

-  For files whose extensions are js, jse, css, wsh, sct, or hta, it will replace those    
    files with a copy of itself and change the extension to vbs. For example, a file 
    named x.css will be replaced with a file named x.vbs containing a copy of the 
    worm. 

-  For files whose extension is jpg or jpeg, it will replace those files with a copy of 
    the worm and add a vbs extension. For example, a file named x.jpg will be 
    replaced by a file called x.jpg.vbs containing a copy of the worm. 

-  For files whose extension is mp3 or mp2, it will create a copy of itself in a file 
    named with a vbs extension in the same manner as for a jpg file. The original       
    file is preserved, but its attributes are changed to hidden. 

Since the modified files are overwritten by the worm code rather than being deleted, file recovery is difficult and may be impossible. 

Users executing files that have been modified in this step will cause the worm to begin executing again. If these files are on a file system shared over a local area network, new users may be affected. 

2. Creates an mIRC Script

While the worm is examining files as described in the previous section, it may take additional steps to create a mIRC script file. If the file name being examined is mirc32.exe, mlink32.exe, mirc.ini, script.ini, or mirc.hlp, the worm will create a file named script.ini in the same folder. The script.ini file will contain: 
[script]

n0=on 1:JOIN:#:{

n1=  /if ( $nick == $me ) { halt }

n2=  /.dcc send $nick DIRSYSTEM\LOVE-LETTER-FOR-YOU.HTM

n3=}

where DIRSYSTEM varies based on the platform where the worm is executed. If the file script.ini already exists, no changes occur. 

This code defines an mIRC script so that when a new user joins an IRC channel the infected user has previously joined, a copy of the worm will be sent to the new user via DCC. The script.ini file is created only once per folder processed by the worm. 

3. Modifies the Internet Explorer Start Page

If the file <DIRSYSTEM>\WinFAT32.exe does not exist, the worm sets the Internet Explorer Start page to one of four randomly selected URLs. These URLs all refer to a file named WIN-BUGSFIX.exe, which presumably contains malicious code. The worm checks for this file in the Internet Explorer downloads directory, and if found, the file is added to the list of programs to run at reboot. The Internet Explorer Start page is then reset to "about:blank". 

4. Sends Copies of Itself via Email

The worm attempts to use Microsoft Outlook to send copies of itself to all entries in all address books. 

5.Modifies Other Registry Keys

In addition to other changes, the worm updates the following registry keys: 

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\MSKernel32

HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices\Win32DLL

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\WIN-BUGSFIX

HKCU\Software\Microsoft\Windows Scripting Host\Settings\Timeout

HKCU\Software\Microsoft\Internet Explorer\Main\Start Page

HKCU\Software\Microsoft\WAB\*

When the worm is sending email, it updates the last entry each time it sends a message. If a large number of messages are sent, the size of the registry may grow significantly, possibly introducing additional problems. 
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