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12. SUMMARY AND CONCLUSIONS OF 
      PART II

Part II, Building Secure Information Systems, looked at the ways how to build an intelligent security system and how to implement it in current and future information systems so to obtain maximum security.

12.1. Summary

The Chapter 7, What is Secure Information System?, presented the semantic definition of information, discussed what is secure information and gave the definition of secure information system.

When trying to define information semantically we have to include an observer (human being or physical device). Using this concept, the static and dynamic semantic definitions of the information were given. The four axioms, which describe the process of observation, were also presented.

Observation of uncertainties in information was described too. It was supposed that is possible to determine uncertainty by Shannon's differential entropy. 

The security of information was defined through confidentiality, integrity and availability of information. Confidentiality means controlled release of information and protection from unauthorized access. Integrity represents the control of modifications and correct and authorized information transaction. Availability means that information is available when required and that the denial of service will not occur. The security of information was also expressed through four axioms, which describe the process of information, adding the fifth axiom, which says that if an unauthorized modification of information occurs, then the observer must be able to notice and (possibly) correct unwanted modifications.

The introduction of Axiom 5. requires a new quality of protection tool. It is not enough that tool is automated and adaptive (to avoid user's mistakes). The tool should behave as an intelligent observer, capable to recognize "abnormal" patterns in information flow. It should also have ability of making some decisions and to be able to completely reconstruct the information before unauthorized modification.

In the Chapter 8, An Architecture for Intelligent Security System, the architecture for a distributed intelligent system was introduced. The system is based on multiple independent entities working collectively. The main components of such a system are:

· knowledge base, which stores the facts (events) from its environment and inference rules

· inference engine, which is responsible for making decisions and performing reasoning 

· knowledge acquisition subsystem which collects the information from observing elements and transfers it to knowledge base 

· adaptation subsystem which transfer the decisions from inference engine to executive elements

· observing elements which collect the information from the environment and transfer it to knowledge acquisition system

· executive elements which perform required changes to environment

The architecture of an intelligent system can be presented in two ways: logical architecture and physical architecture. The logical architecture is to be structured hierarchically in the order of increasing precision with decreasing intelligence. The highest level of intelligence is the organization level where main decisions and rules are generated. The second level is coordination level, which connects the organization and execution levels. Finally the third level, which has the smallest intelligence, is the execution level where concrete actions are performed. Physical architecture is distributed architecture. The overall system structure resembles that of a loosely coupled parallel processing system.

The components of intelligent system architecture were presented beginning from the lowest level of intelligence, transferring through the higher levels of intelligence and getting back again to the lower levels of intelligence. The communication mechanisms between the levels and general performance of the entire system were presented too. 

In the Chapter 9, Modeling an Expert System, the theoretical models for the expert system of an intelligent security system were introduced. It was stated in the Chapter 5 that binary logic is an obstacle for present security tools. While it makes computing easy, it can be a drawback considering security requirements. For that reason, the other types of logic, such as fuzzy logic, were taken into consideration.

The main concepts of fuzzy logic were presented, such as: fuzziness, crisp and fuzzy sets, degree of membership, truth function, hedges, fuzzy numbers and fuzzy operators, min - max rule, and general concept of rules.

Designing of the fuzzy expert system was described. In designing a fuzzy expert system there are some other aspects to be considered. There are several choices for the input data, breaking down into two categories: crisp (non-fuzzy) or fuzzy. The operation on input data, which is very interesting for an expert system, is comparison, because the rules will be often based on comparisons of the input data to values. If the input data are strings, the only comparison, which can be made is crisp (non-fuzzy) checking of two strings for equality or inequality. If the input data are numbers, the comparison may be crisp or fuzzy.

The rule - based reasoning was introduced as well as reasoning patterns and rule -firing schemes. The formalism used by fuzzy expert production systems is a set of rules of the type:
IF (certain specified patterns occur in the data)

THEN (appropriate actions are to be taken, including modifying old data or 
             asserting new data)

The IF part of the rule (left-hand side of the rule) is known technically as the antecedent or LHS. The THEN part of the rule (right-hand side of the rule) is called the consequent or RHS. The antecedent consists of tests to be made on existing data. The consequent holds actions to be taken if the data pass the tests in the antecedent.

A rule is fireable if the data yield an antecedent confidence above the rule firing threshold. To be actually fired, the rule must also be turned on for firing and the rule must be picked for firing. 
The methods of fuzzification and defuzzification were explained too. Fuzzification is the process of translation of input numbers into confidences in a fuzzy set of word descriptors. Defuzzification is the reverse process of fuzzification.

In the chapter 10, Implementing an Intelligent Security System, the implementation of an intelligent security system was presented.

The implementation of an intelligent security system was carried out on the basis of the concept presented in Chapter 8 and theoretic framework presented in Chapter 9 The main goal is to emulate an intelligent reaction to "suspicious" actions, which might occur in the information system. The prototype presented in this chapter was mainly developed for protection from computer viruses, worms and Trojan horses, but it is intended to be expanded to other types of misuse of information systems in near future. 

The working name of prototype was chosen to be Nisan, which is the name of historically first month of the Hebrew calendar. The prototype Nisan was mainly developed on Unix platform (Solaris 2.7), but its executive parts are situated on MS Windows 98/NT platform. The main programming language was Tcl, version 8.0.

The prototype was developed in the way to emulate two hosts sending reports to central host for analysis. Emulation on Unix system is based on inter-processes communication and it is carried out by sharing directories and files. The way of implementation is data flow between the processes. The structure of directories corresponds to the modules described in Chapter 8, so that most often particular directory has name corresponding to its concept counterpart. It is supposed that some modules will be physically placed to different hosts, so they also have names of hosts attached to the name of module.

The executable programs are executed sequentially, one by one, but it is intended to work as daemons in future (constantly present programs). Their functioning is easily checked by logs in check directories. If the message (input file) is processed already its name is recorded in check log, so it will not be processed again. For every executable program there is dedicated library in directory lib. Method of naming is code_name-of-module, e.g. code_filter_1.tcl. 

Messages are mostly text files, which are processed by programs and transferred to corresponding directories. All messages have standardized name format :

TYPE_TIME-STAMP_HOST(if needed, otherwise "-")_NAME-OF-MODULE.EXT

where TYPE is an abbreviation of the name of the attack type, e.g. VIR for viruses.

Observing elements on every host consists of three types of elements,which is somewhat different from the concept presented in Chapter 8,: observing agents, corresponding filters and observing transceivers. Observing agents in this case were anti-virus scanner F-Secure for Windows 95 version 4.09.2220. and integrity checker Integrity Master version 4.21 a, both trial versions.

Some of reports from agents can be very verbose, which might be good for individual use, but is an obstacle for automated processing of reports. Therefore, first step was to build corresponding filters for every type of  reports, which will convert so different formats into standardized formats, that can be used in further processing.

The main task of observing transceivers was to collect outputs from filters, sort them by time sequence and according to that condition concatenate records from two different filters for scanner, giving that way the complete presentation of certain event. The reports from integrity checker were simply added to the other reports. An additional record was added to starting sequence, i.e. the “weight” of event according to scanning or integrity checking results.

The elements of knowledge acquisition subsystem are controllers for different types of attacks, coordinators and dispatcher. The controllers were developed in the way as they physically reside on corresponding host, together with observing elements. The main function of a controller is to select the events for which it is designated by priorities. Priorities were given in some way by transceiver in previous step. The main task of coordinator is to merge reports from controllers residing on different hosts for given type of event (in this case it is event “virus”). Its task is also to sort the reports by importance of hosts. The main task of dispatcher is to supervise coordinators for different events, collect reports from them and sorts them by importance.

The elements of organization level are knowledge database, unit of inference rules, problem description unit, problem status unit, reasoning unit and explanation unit. Knowledge database of known regular and irregular events for event "virus" is stored in directory /etc/knowledge_database. Its records show all possible outputs from scanner and integrity checker, together with associated risk and priority. 

The unit of inference rules contains a priori built rules for handling various levels of scanning and integrity checking risk. According to these rules the particular plan of actions is chosen. There are basically two fuzzy experts, one for risk evaluation and the other for plan calculation. They had to be separated because of fuzzy engine implementation. It was impossible to have same variables on the both sides of the rules, so there are almost same rules for risk evaluation and an extended set of rules for plan calculation. The output from unit of inference rules is quite simple. It gives the type of event (VIR in this case), the name of unit which gave last report, time stamp, number of chosen plan (rounded because evaluation gives real value), and corresponding values of Scanning_Risk and IntChecking_Risk.

Reasoning unit is realized by program resoning_unit.tcl, placed in directory /bin. It reads the output from inference rules unit from /problem_status and calls procedure code_pcplan.tcl from /lib, which according to obtained result from inference rules unit, extracts corresponding plan with its commands. In this case command is simple a call of particular batch file plan*.bat, which will be executed later. Explanation unit serves here as a store place from which particular plan will be read.

The implementation of adaptation unit was very simple. Because all relevant decisions were practicaly made at organization level, mostly by inference rules unit, there were no need for the purposes of this prototype to introduce additional criterion of adaptation. It is intended, however, to be implemented in some future realizations where more active feedback between various parts of this system will be included. Only one of modules from adaptation subsystem, the regulator, was realized as its executive module. In this version it simply transferred the output from /explanation_unit directory to its output directories /output_glavni and /output_virusi for further processing.

The executive level consists of executive transceivers and executive agents. The executive transceiver translates the directions from the regulator to instructions understandable by executive agent. For the purposes of this development the transceiver was realized as a group of simple batch files corresponding to particular plans. The examples of batch files were adapted for the specific platform and agents, which were available for this development. The executive agents were the same as observing agents, i.e. scanner F-Secure and integrity checker Integrity Master.

In the Chapter 11, Building Secure Information Systems, the ways for building secure information systems with an intelligent security system were described. Some other aspects of information security, such as human interface and privacy protection, were briefly introduced.

The majority of today's information systems are implementing computing systems based on von Neumann's architecture. The main characteristics of that architecture were presented in Chapter 1. The drawbacks of such architecture regarding security requirements were summarized in Chapter 5. Nevertheless, it is possible to implement an intelligent security system on von Neumann's architecture considering the constraints of such design. The advantages of this approach are that there are many protection tools available, which can be implemented as observing or executive agents on the execution level of an intelligent security system. The constraints in implementing the whole intelligent security system on single computing system of von Neumann's type are mostly related to overall performance and memory usage.

It is easier to implement the intelligent security system in networked environment, because its concept was from beginning aimed to be a distributed system based on multiple entities working collectively. It is possible to integrate this system with already existing tools for network management. 

The network management is the process of controlling a complex information network to maximize its efficiency and productivity. The International organization for Standardization (ISO) Network Management Forum divided network management in five functional areas:

· fault management,

· configuration management,

· security management,

· performance management,

· accounting management.

The security management may entirely be realized with intelligent security system.

There are three main types of architectures for network management: centralized, hierarchical and distributed. There is no best architecture, because each type has specific features that work well in certain environments. Preferable choice is to choose the network management architecture, which most closely resembles to the network structure.

The overall intelligent security system's structure resembles that of a loosely coupled parallel processing system. Therefore, the parallel computing systems are very suitable environment where an intelligent security system may be applied. 

In loosely coupled parallel systems each processor is provided by its own local memory and often has its own set of periphery devices. Each processor is actually a core of computing module, having significant degree of autonomy, because local memory is able to comprehend programs and data, which are to be processed. Loosely coupled parallel computing systems are by their structure very similar to information networks. Therefore, the discussion of implementation of an intelligent security system in parallel computing systems is very similar to above description of its implementation in networked environment.

The neural networks are also a natural environment for implementing the intelligent security system because of their main features, such as learning ability, parallelism, self-organization and fault tolerance. These features allow neural networks to solve various applications not handled well by current conventional computational mechanisms. Application areas include, but are not limited to, problems requiring learning, such as pattern recognition, control and decision systems, speech and signal analysis, etc.

Neural networks use a different computational paradigm than conventional von Neumann's architectures. Neural networks are composed of nodes and weighted connections between nodes, where each node computes its output based on a function of its weighted inputs. The overall function that a network computes is typically changed by altering the values of the weights between nodes until the desired result is achieved.

The main advantage of implementing intelligent security system with neural networks lay in opportunity to combine before described fuzzy expert system with the neural networks with the goal to optimize the control parameters. Fuzzy expert systems are designed to work with knowledge in the form of linguistic control rules. But the translation of these linguistic rules into the framework of fuzzy set theory depends on the choice of certain parameters for which no formal method is known. The optimization of these parameters can be carried out by neural networks, which are designed to learn from training data, but which are in general not able to profit from structural knowledge.

Quantum computing is one of the latest discoveries in computer science. Quantum computation uses microscope quantum level effects to perform computational tasks and has produced results that in some cases are exponentially faster than their classical counterparts. So far, quantum computing exists mostly in a number of papers with this subject. Anyhow, it is possible that the future of information systems will be in quantum computing. Therefore it is necessary to take into consideration this type of computing when talking about future implementations of intelligent security system. Since this field of theory is rapidly advancing it is convenient to think about the security of such information system as they develop to avoid from the beginning the drawbacks (regarding security requirements) of their conventional counterparts based on von Neumann's architecture.

There are few other aspects left to discussion, which were not mentioned before. It is the issues of human interface regarding security of information systems and privacy protection.

There are two ways on which the human interface and security of information can be connected with each other. First is natural human concern that there will not be any damage to human health due to certain parts of equipment. The other one is somewhat different and it concerns the secure ways of user's communication with the information systems. 

Privacy protection in terms of protection of information concerns protection of confidential data in transport or when they are stored in system. In both cases various methods of encryption can be used to make a document which has to be protected unreadable for unwanted eyes. To preserve integrity of documents one can use a digital signature to check whether a file or message has been modified. 

The intelligent security system should certainly have some sort of built in privacy protection, at least in transferring the information between the various parts.

12.2. Conclusions

The Part II describes the ways on how to build secure information systems. The suggested basis of the secure information system is an intelligent security system. The term "intelligent" in the name of this security system does not indicate that the other security systems are non-intelligently constructed or designed. It simply means that this security system should have some intelligent capabilities such as:

· the ability to learn or understand from experience

· the ability to acquire and retain knowledge

· the ability to respond quickly and successfully to a new situation

· the ability to make proper decisions, etc.

The main goal of so proposed intelligent security system is to emulate an intelligent reaction to any suspicious action, which might occur in the information system. For that purpose it has its "brain" in the form of fuzzy expert system consisting of the knowledge base and inference engine, its adaptation subsystem to be able to adapt to possibly harmful changes in its environment, its knowledge acquisition subsystem to expand its overall "knowledge", its "eyes" and "ears" in the form of observing elements and executive elements to perform the required actions. 

It was shown that this intelligent system can be implemented in various kinds of current and future architectures considering corresponding advantages and constraints. It is supposed that realization of such an intelligent security system in any kind of information structures would be great advantage in the security of information systems.
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