Chapter 8                                               An Architecture for Intelligent Security System 


8. AN ARCHITECTURE FOR
    INTELLIGENT SECURITY SYSTEM
In this Chapter the architecture for a distributed intelligent security system will be introduced. The system is based on multiple independent entities working collectively.

8.1. Intelligent Security System

The term "intelligent" in the name of this security system does not indicate that the other security systems are non-intelligently constructed or designed. It simply means that this security system will have some intelligent capabilities such as:

· the ability to learn or understand from experience

· the ability to acquire and retain knowledge

· the ability to respond quickly and successfully to a new situation

· the ability to make proper decisions, etc.

Such an intelligent system is shown on the Figure 8.1.1.
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Figure 8.1.1. An Intelligent System

The main parts of an intelligent system are:

· knowledge base, which stores the facts (events) from its environment and inference rules

· inference engine, which is responsible for making decisions and performing reasoning 

· knowledge acquisition subsystem which collects the information from observing elements and transfer it to knowledge base 

· adaptation subsystem which transfer the decisions from inference engine to executive elements

· observing elements which collect the information from the environment and transfer it to knowledge acquisition system

· executive elements which perform required changes to environment

In the Chapter 4 the concept of automated adaptive protection tool was presented. It was said then that such a concept is easier to realize in distributed environment. The intelligent security system keeps some elements of that conception (e.g. adaptation), but is to be from the start designed as the distributed system. The main advantages of such an approach are avoiding single point of failure, redundancy of elements, greater possibility of reconfiguration or addition of new elements. 

The communication between the various parts of the system is more complex than it is shown on the Figure 8.1.1. It has to have a sort of hierarchy between the levels and also feedback connections. The simplest hierarchical scheme is presented on the Figure 8.1.2.
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Figure 8.1.2. Hierarchical scheme of communication

The intelligent system described above does not have to be security system. It becomes security system when observing elements are monitoring activities, which could possibly look like security incidents. The other parts: knowledge base, inference engine, knowledge acquisition subsystem and adaptation subsystem, should contain intelligence able to react to security incidents. Executive elements directed from the higher levels of intelligence would perform necessary activities to prevent or stop security incidents in real time.

8.2. System Architecture

The architecture of an intelligent security system can be presented in two ways:

· logical architecture,

· physical architecture.

8.2.1. Logical Architecture
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The logical architecture is to be structured hierarchically in the order of increasing precision with decreasing intelligence, so that the entropy of the system is kept minimal. The principle of increasing precision with decreasing intelligence means that there are different levels of intelligence as it was shown on the Figure 8.1.2. The highest level of intelligence is the organization level where main decisions and rules are generated. It is also the level where the lesser precision is required. The second level is coordination level, which connects the organization and execution levels. In this level the rules are more precise, but overall intelligence is decreased. Finally the third level, which has the smallest intelligence, is the execution level where concrete actions are performed. Combining Figures 8.1.1. and 8.1.2. rough logical hierarchy is presented related to the components of intelligent system described earlier.

Figure 8.2.1. Logical Architecture

8.2.2. Physical Architecture
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The intelligent security system is based on multiple more or less independent entities working collectively. It has distributed architecture. The approximate scheme is given on Figure 8.2.2.

Figure 8.2.2. Physical Architecture

In the overall information system there may be many intelligent security systems working independently of each other or collectively. It is possible that certain components work independently in the same intelligent system, but cooperate with the components of the same level from the other intelligent systems.

 There are also more than one knowledge base. They may be somewhat redundant, i.e. keeping the same knowledge data, but as they are storage places of dynamic type, they also have to exchange new data between themselves. 

The inference engines may contain reasoning mechanisms, which are somewhat similar, but they also need to communicate between themselves and exchange the rules, which may be different for the particular inference engine.

The similar reasoning is valid for other components, such as knowledge acquisition subsystems, adaptation subsystems, observing elements and executive elements. Sometimes they are simply multiplied for redundancy reasons, but in the real - time work, they could evolve and become more differentiated. Because of that, they have to communicate between themselves during their work.

It is important to notice that this architecture is highly distributed, although it may exist on the single machine, in which case the various components are software entities. This architecture may be realized in networked environment too, where components may be hardware units.

8.3. Components of the Architecture

The components of above described intelligent security system architecture will be presented beginning from the lowest level of intelligence, transferring through the higher levels of intelligence and getting back again to the lower levels of intelligence.

8.3.1. Observing elements

An observing element is the entity, which works on the lowest level of intelligence. It basically consists of two elements: an observing agent and an observing transceiver.
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The structure of an observing element is shown on the Figure 8.3.1.

Figure 8.3.1. Observing Element

The observing agent monitors activities, which might be "abnormal" or "interesting" (for some definitions of abnormal and interesting). For example, an agent could be looking for a large number of telnet connections to a protected host, and consider the occurrence of that event as suspicious. The agent would then generate a report that is sent to its transceiver. The transceiver then sends the appropriate signal to the higher level of intelligence. There may be more agents connected to one transceiver. The agents do not communicate directly with each other. Instead, they send all their messages to the transceiver. The transceiver decides what to do with the information 

based on agent configuration information. The transceiver may start or stop agents according to the directions from the higher levels. It also does appropriate processing (analysis or reduction) of the information received from agents. The transceiver is able to communicate with other transceivers on the same level of intelligence if necessary. 

The agents and transceivers should be composed simply enough, so they could get exchanged easily in the case of malfunction. 

8.3.2. Knowledge Acquisition Subsystem
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Knowledge acquisition subsystem collects the information from observing elements (execution level) and transfers it to the higher level of intelligence. This subsystem works on higher level of intelligence than observing elements. It is the coordination level. The knowledge acquisition subsystems contains the units shown on the Figure 

8.3.2.

Figure 8.3.2. Knowledge Acquisition Subsystem

The control units receive messages from the observing transceivers. According to predefined threshold they will filter those messages further, so that the parts of messages with "suspicious" content are proceeded to the next level and others are discarded.

Message from control unit is sent further to the appropriate coordinator. The coordinator is designed to perform the coordination between different events received through multiple controllers. It sorts the reported events by predefined arrangement scheme. The coordinator sends then such an ordered list to the dispatcher.

The dispatcher is supervising the coordinators. The dispatcher sends collected lists of events from various coordinators to higher level. Communication between the different coordinators is performed through a dispatcher. 

8.3.3. Knowledge Base
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Knowledge base represents the highest level of intelligence, i.e. organization level. The knowledge base contains the components shown on the Figure 8.3.3.

Figure 8.3.3. Knowledge Base

The knowledge database contains records about known regular and irregular states of the system. Receiving new lists of irregular actions from the dispatcher of knowledge acquisition subsystem may expand it. There may be more than one such a database. The knowledge database requires human expert to define the primary records.  

The unit of inference rules contains the rules needed to define plans of actions, which are sent to inference engine. Some of the rules are built in a priori. The other rules can be learned during the work according to records in the knowledge database. These two units need human supervision, because they are the most important units in the organization level. If they fail, the rest of the intelligent system may be malfunctioning too.

The problem description unit serves as a clipboard for the current problem, which has to be solved. It receives the report from the dispatcher and compares it with the content of knowledge database for control and update of database.

The problem status unit exchanges data with the inference rules unit. It sends the results of plan calculations to the inference engine.

The knowledge base units work together on the way, which is most similar to the human recognition center in the brain. It receives the necessary data about the problem from the lower level of intelligence, analyses the problem and defines roughly the plans for the solution of the problem. It also has ability of memorizing and learning.

8.3.4. Inference Engine
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Inference engine is also a part of organization level, i.e. the highest level of intelligence. Its elements are shown on the Figure 8.3.4.

Figure 8.3.4. Inference Engine

The reasoning unit performs the translation of the results of plan calculations, received from the problem status unit, to decision rules. It performs decision making and planning according to received results. 

Explanation unit transforms the decision rules from reasoning unit further to the form, which is acceptable by units on the lower level of intelligence. It also sets the adaptation criterion for the adaptation subsystem. 

The inference engine is executive part of the highest level of intelligence. Its performance resembles to the decision making part of the human brain. It also has to be carefully supervised by human expert, because its malfunctioning may have impacts to the functioning of whole intelligent system.

8.3.5. Adaptation Subsystem

Adaptation subsystem is similar to the one described in the Chapter 4. It has the similar function in the intelligent security system. It has to assure adaptive behavior of the whole system. It means that this subsystem is responsible for the ability of system to adapt to changes in its environment, which could possibly endanger the function of complete information system. The elements of adaptive subsystem are shown on the Figure 8.3.5.
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Figure 8.3.5. Adaptation Subsystem

Criterion unit checks if the signal, received from the explanation unit of inference engine, is in the limits of the certain criterion of adaptation. If criterion of adaptation is satisfied it sends a signal to adaptation unit.

The adaptation unit sends corresponding parameter of adaptation to the regulator. The parameter of adaptation is formed according to signal received from the criterion unit.

It may range from "do nothing" command to the request for reconfiguration of the parts of the whole system.

Regulator keeps information system in the standard (regular) state of performance, according to the information received from the adaptation unit. Furthermore, it performs the routines for the reconstruction of normal state. It may activate executive elements as well as observing elements.

8.3.6. Executive Elements
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An executive element is the entity, which works on the lowest level of intelligence. It consists of two units: an executive transceiver and an executive agent. The configuration of an executive element is given on the Figure 8.3.6.

Figure 8.3.6. Executive element

The executive element executes the commands received from the adaptation subsystem. The executive transceiver translates the directions from the regulator to instructions understandable by executive agent. There may be more agents connected to one transceiver. The transceiver may start or stop the agents according to commands from the higher levels of intelligence. It also does appropriate processing of the information received from the agents. The agents do not communicate directly with each other, but via transceiver. It organizes and orders the information to or from individual agents.

The executive agent performs actions requested by transceiver. The activity of the agent may be simple, such as issuing an alarm, or more complex, such as removing the intrusion entity (e.g. computer virus). The agents should be designed simply enough, so they could get exchanged easily in the case of failure.

8.4. Communication Mechanisms

The transmission of messages between entities is a central part of the functionality of an intelligent security system. If the communication between the entities is somehow disrupted, it is possible that the system will stop working. The communication mechanisms should be efficient and reliable in the sense that they should provide reasonable expectations of messages getting to their destinations quickly and without alterations. The communication mechanisms should be secure in the sense that they should be resistant to attempts of rendering them unusable by flooding or overloading. They should also provide some kind of authentication and confidentiality mechanism.

The three main types of communication may take place:

· one-to-many communication, as in the case of the transceiver sending a message to several agents,

· many-to-one communication, as when the agents send information to the transceiver,

· one-to-one communication, as when two elements communicate with each other.

There are several different communication schemes [39]. Message queues provide a method of doing asynchronous message passing between processes and are an effective method for transferring small amounts of data or messages between individual components. However, this method is vulnerable to a denial of service attacks, because any process that is running on the same system could create a message queue, fill it with messages and never read from it. This act could, for example, stop the agents from communicating with transceivers. Additionally, these restrictions place a practical limit on the number of entities that may be running simultaneously in the system. These problems can be partially solved by using message queues until their limits are reached, and then switching to another (possibly slower) method of communication.

When communication is performed in networked environment, there are two possible solutions:

· use of an existing protocol, such as UDP or TCP, in a way that takes into account its weaknesses to provide the needed functionality,

· design of a new protocol with the needs of intelligent security system in mind, such a protocol might provide reliable transmission, low overhead, and security mechanisms.

The main disadvantages of the first solution are its unreliability (in the case of UDP), the overhead for reliability (in the case of TCP), and the lack of security features such as encryption. The main drawback of the second solution is that the protocol design is not a trivial task, and there are a lot of issues from proving its correctness to implementing, fully testing and deploying it, which make it a very time-consuming job. Nevertheless, that solution is interesting because the new protocol might be tailored to the specific needs of the intelligent security system. 

8.5. General Performance

The intelligent security system is defined to be a distributed hierarchical structure in the order of increasing precision with decreasing intelligence. The intelligence is the internal function and mechanism of the system, which produces enhanced performance, generates and chooses from a set of alternative actions based on accumulated information from a diverse set of agents, interacting with the environment. Intelligent control is postulated as the problem of finding the right sequence of internal decisions and controls for a system structured according to the principle of increasing precision with decreasing intelligence such that it minimizes its total entropy. The entropy satisfies the additive property and any system composed of a combination of subsystems will be optimal by minimizing its total entropy. Coordination of the different subsystems provides the means to integrate all individual functions performed by each subsystem into one complex system.

The proposed hierarchy comprehends both fixed structure multi level control and multi layer control nested in the first one. The overall system is basically decomposed into subsystems controlled by organization level, with coordination level ensuring that all interactions are taken into account. Aggregated information is used to define a decision-making strategy. The number of levels is crucial since each level functions with clearly defined objectives. Each level may be decomposed into several layers depending on the complexity of the task to be executed.

The three levels are: 

· the organization level,

· the coordination level,

· the execution level.

The organization level is basically structured of knowledge base and inference engine. The coordination level is composed of a number of coordinators and controllers supervised by a dispatcher (knowledge acquisition subsystem). Communication between the different coordinators is performed through a dispatcher. On the other hand there is adaptation subsystem on the same coordination level, which assures the adaptive behavior of the overall system. Feedback information selectively received from the execution level allows the coordination level to modify on line execution scenarios. Selective feedback from this level is also communicated to the organization level after the execution of the requested job. The execution level is composed from transceivers and agents (observing elements and executive elements), which execute specific functions. The overall system structure resembles that of a loosely coupled parallel processing system.
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