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INTRODUCTION

MOTIVATION

Information security is very complex field of research with a lot of unknown and unexplored areas. Yet, it is an important field to explore. My own interest in this field started ten years ago when I first met computer viruses. The problem of self-reproducing threats to information integrity and availability was a challenge for me for many years. By time I got acquainted with other information security problems, such as break-ins, denial of service attacks, etc. From the first moment protection of the information systems was the most important challenge, which motivated me to persevere in this type of work.

PROBLEM STATEMENT

First of all, I would like briefly to introduce some of important questions such as: what is information, what is information age, what is and why we should have information security.

What is Information?

It is not an easy task to define what is really meaning of the term "information". Intuitively, information is sequence of symbols, which have some meaning to the person receiving it. People communicate by exchanging information among them. 

The importance of information can be valued quantitatively, depending on the context. Sometimes information can be valued through monetary amount and that aspect makes exchange of information very important in today's human society. 

Information Age

The human society is undergoing a fundamental transformation: from an industrial society to the information society. Information age technologies increasingly pervade all industrial and societal activities and are accelerating the globalization of economies.

World's industrial competitiveness, its jobs, its quality of life and the sustainability of growth depend on it being at the leading edge of the development and take-up of information age technologies.  At the same time, the technologies underpinning the development of the information society are in rapid evolution.  Advances in information processing and communication are opening up exciting new possibilities. There is a shift from stand-alone systems to networked information and processes.

Information Age and the Internet

In the age when communications and media have tremendous impact on our lives, information and information technologies are becoming more and more important.  Internet as a “network of networks” is becoming the most popular media for the information transfer. 

Neither information nor control over them is reserved for a small number of experts. In the age of information everybody needs and uses information. That is why Internet is not only a tool of the modern age, it is also its symptom. Fast information exchange in almost every segment of our daily life helped the Internet to move on from an oddity to the most popular medium. 

The Internet is growing faster than previously thought. Internet’s user population is growing 175 % per year [69].

The Internet is going commercial. Saving money and energy is an essential part of every business. That is why electronic commerce and on-line money making is becoming more and more popular. There is a rapid expansion of the Internet with commercial users such as companies, banks, brokerage companies, airlines, retail establishments, and most computer hardware and software companies. It also includes personal accounts held by users of various on-line service providers such as America On-line, Prodigy, CompuServe etc. The explosive growth of global computer networking is revolutionizing business and economy and the way individuals shop for products and services and engage in entertainment and education.

Information Security

Security has always been an important part of our everyday life. Throughout the history people have tried to protect their property and privacy. With the advance of technology and growth of industry it has become an even more important aspect.
Why information security? 

Even in the age when there were no computers and no Internet information, the control over information was a significant factor in the prosperity of the business.  Now, more than ever, since business is more and more relying on information technology it is important to protect that information. The same is true for doing business on the Internet. Every business must be secure and reliable to be successful.  One has to find ways to prevent information security breaches and allow performing secure, reliable transactions on the Internet.

A November 1997. report released by the Permanent Investigations Sub-Committee of the US senate estimated that business lost around US $ 800 million in 1995. through break-ins to computer systems at banks, hospitals and other large businesses. [69]

The study found variation in the types of attacks, confirming fears that information security breaches are no longer the domain of relatively harmless, curious hackers, but are increasingly being conducted by disgruntled employees, professional criminals and industrial spies. These findings indicate a direct correlation between the level of security penetrations and the level of workplace dependence on information technology. Therefore, computer crime is expected to escalate in industries increasing their reliance on high information technology.

What is information security? 

The world of business is a significant information security challenge. It is not an easy task to protect and control information. One has to deal with such complex issues as computer crime, data privacy, copyright, etc. The ultimate goal is to have a secure, reliable and correct information.

Confidentiality, integrity and availability of the information typically characterize the information security. Confidentiality means controlled release of information and protection from unauthorized access. Integrity represents the control of modifications and correct and authorized information transactions. Availability means that information is available when required and that denial of service will not occur.

Information technology has enabled organizations to work more effectively, but alongside the benefits arise also security risks and threats to confidentiality, integrity and availability of information. To protect information resources of an organization it is necessary to recognize the threats and come to grips with them. Threats range from human error to theft, vandalism, computer crime, natural disaster, to name but a few. For example, threats to confidentiality arise from cracking, stealing information, fraud by internal and external access. Threats to integrity represent a processing of incorrect data due to equipment failure, software and human errors, malicious damage and fraud. Threats to availability arise due to equipment failure or overload, denial of service, malicious damage, theft of resources, etc. 

New technologies have unfortunately revealed new vulnerabilities. Portable computing, telecommuting and remote access services have spread the problem way beyond the individual organizations. The addition to the problem is also a rapidly changing marketplace on which trends appear and disappear very quickly. This circumstance causes the immature technologies to be implemented before their effect on security has been examined and understood. 

Countermeasures include reducing the vulnerabilities of a system and the threats to the system. It is necessary to have the defense against the threats by reducing likelihood of the threat happening and the impact of the potential security incident by limiting its effect. Naturally, it is very hard to ensure a complete and foolproof security system. There is no single technical solution yet, which would assure absolute information security.

The information security system must always integrate various methods of protection, ranging from physical security and administrative measures to implementation of sophisticated protection tools. 

RELATED WORK

Most of my articles and lectures are related to computer viruses problems [64], [65],  [68] as well as my M. Sc. thesis [31]. My minimal thesis [67] deals with that problem too. I have spent a lot of time on research in computer virus behavior and possible ways of protection. 

However, my work extends to other ways of information security threats as well. Since 1993. I was also researching various ways of break-ins on Department of Computer Science & Engineering of Czech Technical University in Prague. In the late 1993. I was a guest of Faculty of Informatics in Hamburg where, after two weeks of experimental work, I had a lecture about vulnerabilities in Internet services [66]. 

Since 1994., I am an active member of the IFIP working group 9.6., which concerns the problems of information technology misuse and the laws.

In the period May, 1997. – November, 1998. I was actively working as a network security consultant for Croatian Academic and Research Network (CARNet). My duties included managing CARNet CERT (Computer Emergency Response Team) where I could implement my theoretical knowledge of vulnerabilities and protection measures in practice. During that period I have also prepared several courses and lectures about information security, as well as an article for FIRST (Forum of Incident Response Teams) 1998. Conference [69].

Working as a security consultant I have found an interesting fact concerning the age of attackers to information systems. It appeared that in an academic network perpetrators were mostly teenagers, with a little knowledge about information systems themselves. Working currently in high school educational system, from where most attackers come from, I am trying to teach my students not only about information technology basics, but also about ethical behavior in an information world of today. I believe that teaching young people how to use information systems properly and ethically can prevent future information technology misuse.  

CONTRIBUTION OF THE THESIS

 Although my previous work was in great extent related to computer viruses, that type of threats to information security is not the only one considered in this thesis. I am trying to cover in the thesis as wide area as possible. The main problem in achieving this is that in today’s information security field there is neither uniform formal apparatus nor terminology, which could consistently cover such a complex area. I tried throughout this thesis to preserve consistent formalism to describe very various topics.

A model of adaptive automated protection system is introduced in the thesis. It does not exist yet, except as a concept. It is ultimate model, which has sense in today’s information systems. Yet, even this model contains several vulnerabilities, which are clearly stated.

General problem is, however, how to build secure information systems in the future and the thesis tries to gives some answers to that problem. The main assumption is that today’s systems are weak from that point of view and not built with the security requirements from the beginning. 

The aim of the thesis is to offer some other possibilities in the logic and architecture of computing/information systems so to have security built in from the start. It is a difficult task to grasp with and the thesis certainly cannot give all possible solutions.

The solution offered in this thesis is the concept and working prototype of an intelligent security system. That concept is the result of practical work on security problems during the years and its prototype is developed in hope to significantly improve the security of the information systems today and in the future.

ORGANIZATION OF THE THESIS

This thesis is divided into three parts:

Part I, Security Problems in Today’ s Information Systems
This part introduces the security problems and methods of protections in today’s information systems and summarizes the vulnerabilities of present protection systems.

Chapter 1, Information Systems, presents the concept of information, information system and computing system, as well as of information networks and Internet.

Chapter 2, Misuse of Information Systems describes how the information systems can be attacked.
Chapter 3, Programmed Threats, describes some of the most frequent programmed attacks

Chapter 4, Protection of Information Systems, describes methods of protection, prevention, non-adaptive protection systems and adaptive automated protection systems as ultimate protection solutions in today’s information systems.

Chapter 5, Vulnerabilities of Present Protection Systems, provides an overview of the vulnerabilities of today’s protection systems and inherent security holes in today’s information systems.

Chapter 6, Summary and Conclusions of the Part I, gives the short summary and conclusions of the first part.

Part II, Building Secure Information Systems 

This part looks at the ways how to build future information systems so to obtain maximum security.

Chapter 7, What is Secure Information System?, presents the semantic definition of information, discusses what is secure information and gives the definition of secure information system.

Chapter 8, An Architecture for Intelligent Security Systems, introduces the concept and the architecture of an intelligent security system.

Chapter 9, Modeling an Expert System, introduces the theoretical model for the expert system of an intelligent security system.

Chapter 10, Implementing an Intelligent Security System, presents the prototype of an intelligent security system.

Chapter 11, Building Secure Information Systems, describes the ways for building secure information systems with an intelligent security system. Some other aspects of information security, such as human interface and privacy protection, are briefly introduced.        

Chapter 12, Summary and Conclusions of the Part II, gives the short summary and conclusions of the second part.

Part III, Summary, Conclusions and further Work, 

This part contains only one chapter (Chapter 13) which gives a summary and conclusions of the thesis as well as directions for further work.

Bibliography contains a listing of resources used for this thesis.

Appendices:

Appendix A – Glossary of Used Terms

Appendix B – Prevention Methods

Appendix C - Source Code of Prototype Nisan
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