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6. SUMMARY AND CONCLUSIONS OF 
    PART I

Part I, Security Problems in today’s Information Systems, introduced the security problems and methods of protection in today’s information systems, as well as the vulnerabilities in present protection systems.

6.1. Summary

In Chapter 1, Information Systems, the concepts of information, information system, computing system, information network and Internet were presented. The information could be represented by functional relation of probability, under assumption that information increases when probability of the event decreases and vice versa. General information system consists of the source of information, encoder of information, communication (transmission) channel, decoder and receiver of information. 

The average quantity of information is the quantity of information, which is needed in average to determine any individual symbol or message from the set X of all possible symbols or messages which are transmitted through communication channel. The quantity I(X) is also called the entropy of discrete stochastic quantity X and is designated as H(X).Quality of communication can be expressed via quantity of information flow, which can be transmitted through communication channel with errors (noise).

The information system with computing system was introduced, which consists of the computing system, which is the source of information, standard input/output device as communication channel and a user of computing system as the receiver of information. The communication flows in two ways, so the computing system may be also a receiver of information and user may be the source of information. Today’s computing systems are mostly based on von Neumann’s architecture.

Information network is set of devices and programmable elements, which perform operations of transmission, commutation and processing. The devices and programmable elements are mutually connected with fixed or variable connections to form the system, which performs requested information services. The information network consists of three basic parts: input/output units, service units and control units.

The Internet technology, which plays the main role in today's information network technology was presented. The term Internet is used to denote a collection of packet switching information networks interconnected by gateways and routers along with protocols that allow them to function logically as a single, large, virtual network.

From the user's point of view, a TCP/IP Internet appears to be a set of application programs that use the network to carry out useful communication tasks. Most users that access the Internet do so merely by running application programs without understanding the TCP/IP technology, the  structure of the underlying internet, or even the path their data travels to its destination; they rely on the application programs to handle such details. The most popular and widespread Internet application services include: electronic mail, file transfer, remote login, etc. At the network level, an Internet provides two broad types of service that all application use, i.e. connectionless packet delivery service and reliable stream transport service.

In Chapter 2, Misuse of Information Systems, some of the attacks to the information systems were described in more detail. We may consider the attacked information system as a system with errors. However, it is important to stress that this type of “errors” is not usual random errors (noise) or “bugs” in the programs which might appear normally in information systems. These “errors” are deliberately imported into system. Anyway, for the clarity of explanation, we considered them in the discussion as a noise in communication. The usual term used for this type of errors is threats to information systems.

Breaches to physical security are: theft and destruction of information or information equipment, dumpster diving, natural disasters, etc. 
An intruder can use Internet services to break into the system. Most of the break-ins occur on application level services mostly due to bugs in particular applications, although more sophisticated attacks using vulnerabilities inherent to TCP/IP protocol suite are known.

There are a number of serious security flaws inherent in the TCP/IP protocol suite. Some of these flaws exist because hosts rely on IP source address for authentication; other exist because network control mechanisms, and in particular routing protocols, have minimal or non-existent authentication. 

Two of most "popular" attacks are so called IP spoofing, i.e. false presenting on Internet, so to avoid tracing of an intrusion, and denial of service attack on network level. The one of methods for IP spoofing, TCP sequence number prediction, was presented in more detail. The very often used denial of service attack is so called SYN flooding, which was also presented.

During the second half of 1999., several sites reported denial of service attacks involving distributed intruder tools. In typical distributed attack system, the "intruder" controls a small number of "masters", which in turn control a large number of "daemons". These daemons can be used to launch packet flooding or other attacks against "victims" targeted by the intruder.

The application level services can be used for different kind of attacks from gaining information about the system to more sophisticated attacks. After collecting information about system to be attacked, next step is obtaining password file and using it to enter to the system. The problem attacker encounter then is how to hide his presence during the action he wants to perform in the system. For that reason programmed form of attacks are used, as Trojan horses, logic or time bombs, viruses or worms. In fact all attempts to penetrate into the system can be done by programs too. The most serious threats are viruses and worms as they can spread between machines and programs in system, while other types of "malicious software" can be limited on one machine only.

In Chapter 3, Programed Threats, some of numerous programmed threats were presented.
There are two types of  such threats:

· non-reproducing threats that do not have built-in ability to replicate themselves

· self-reproducing threats that do have built-in ability to replicate themselves

There are various types of non-reproducing threats ranging from trap or back doors, timing and buffer overflow attacks, session hijacking and tunneling to Trojan horses, logical or timing bombs and programmed denial of service attacks.

The most known representative of self – reproducing threats is computer virus. In general, computer virus is a sequence of symbols. A sequence of symbols v is an element of viral set V if, when interpreted, it causes some other element v’ of that viral set to appear somewhere else in the system at the later point of time. The above definition of computer virus is not used very often. The most common definition is: a virus is a program that can infect other programs by modifying them to include, a possibly evolved, version of itself. The infection process is the most distinguishable property of the computer virus.

Computer viruses may do some damage in computing system where they are located, i.e. they may contain Trojan horse or a logic bomb, but they do not necessarily have to. However, any virus has to have ability to spread itself through the system, otherwise it is not considered as a virus. The classification of viruses by their hosts was given, as well as examples of some wide spread viruses and worms. 

Chapter 4, Protection of Information Systems, described today’s methods of protection of information systems. Today’s protection of information systems can be roughly divided in two important areas: prevention and active protection. Prevention includes all measures to be taken before a security incident happens. Active protection includes tools and methods for real – time protection. Two types of protective tools were presented in this Chapter: non - adaptive and adaptive automated protective tools. Non – adaptive tools are still prevailing today while fully adaptive automated protection tool exists mostly as a concept. 

Prevention is the most important part of overall information protection framework. It includes some non – technical methods such as establishing security policy, security standards, defining security procedures, education and training, regular checking of employees and equipment, raising the level of knowledge of existing laws concerning computer crime.

After prevention, the next step is active protection. Active protection means to apply in real conditions all the measures defined by security policy, standards and procedures. In general, active protection consists of network and Internet security, system and applications protection, incident response and implementing laws concerning computer crime.

Network and Internet security includes protection of communication devices such as modems, controlling access to servers, network monitoring, network scanning, securing network services, securing network configuration, filtering network traffic (routers, firewalls). Some of the network protection tools, such as scanners, firewalls and sniffers were described in more detail.

System protection includes user authentication, regular checking of security holes in the system, monitoring activities in the system, monitoring accounts and recovery procedures. Auditing and logging tools, as well as intruder detection systems were presented.

Applications protection means use of legal software, anti-virus protection, and regular installing of patches and fixes to remove existing security holes. There are many tools available for protection against computer viruses. They can roughly be divided in three types: activity monitors, integrity checking or change-detection tools and scanners, which were described in more details.

Automatization of the protection systems and using adaptiveness allows easy handling (user friendliness) and can reduce error level. Adaptiveness is the ability of a system to adapt to changes that could significantly influence the existence of the system. Adaptive systems receive information about their environment and about the desired behavior of the system. On the basis of that information the system can change the performance of system till (ideally) the real behavior of system corresponds to the desired one. The approximate model of an automated adaptive protection system was presented. It consists from information system, which is to be protected, observing elements, model of desired behavior (security model), adaptive mechanism, regulator and corresponding signals. The term “signal” refers here to any interpretable sequence of symbols (data, instructions, etc.). Every part of the automated adaptive protection system, as well as its principal work, were presented in more details.

Chapter 5, Vulnerabilities of Present Protection Systems, provided an overview of the vulnerabilities of today’s protection systems and inherent security flaws in today’s computing systems. The fact, which is often forgotten when talking about protection systems, is that people make them to be used by other people. The users implementing particular protection tool do not have to be skilled enough to use it optimally. Furthermore, they do not have to be skilled enough to understand the output signals from the protection tools, so they may act in an inappropriate way which may consequently produce more damage than malicious act (an intrusion or infection by computer virus) itself. Such problems are called controllability problems.

There is another group of problems, which disturbs more people who produce or develop protection tools. It is the problem of definitions. It is hard to discern “normal” from “abnormal” behavior in the information systems and therefore to produce exact models or patterns of “abnormal” behavior which could be automatically included in protection tools. 

To improve the control ability of a protection tool it is necessary to reduce the user’s impact on the regulation process and to decrease error level. Both goals are possible to obtain by automating the process and using adaptive control described earlier in Chapter 4. Anyway, even that solution has several technical problems in practical implementations. The most important ones are the problems in choice of security model and criterion of adaptation, recognition problems and performance problems.

When talking about protection systems in general it is important to stress that there exist inherent vulnerabilities in today’s computing systems, inherited from the first days of computing, such as universality of von Neumann’s architecture, recognition problems caused by binary logic, etc.

6.2. Conclusions

The Part I describes security problems in today’s information systems. They are numerous because today’s information systems were not built with security requirements from the beginning. There are also many protection tools, which are designed to protect more or less efficiently information systems from malicious activities. However, even the best protection systems have their vulnerabilities. 

The security weaknesses include the very basics of today’s computing and network systems, such as binary logic and von Neumann’s architecture. The universality of von Neumann’s architecture, which is very convenient from the user’s point of view, is inconvenient regarding security requirements. It is important to stress that anything, which can be programmed, may be programmed to perform malicious activities in the system and it is very difficult to discern such an attempt from the “normal” activities before some damage is done. 

Binary logic is a basic of today’s computing, i.e. everything is performed through the sequences of zeros and ones. While it makes computing easy, it is an obstacle considering security requirements for exact pattern recognition. Although there are the methods to circumvent this inconvenient bound, it still remains the problem, which can be solved in satisfactory way by changing the binary logic to multivalued logic. 

Having in mind these two major obstacles to information systems security, in the Part II of the thesis some other possibilities in the logic and architecture will be offered so to have security requirements built from the start in information systems.
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