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Inthe 1997fil  Good Will Hunting, the title character turns down a job offer from the National
Security Agercy because hedisgpproves of the intelligence agency’ soperations. Will Hunting is
corcerned his work with the NSA could resut in the akath of “ pegple | never had a problem with” simpy

so the Marines can “install a governmert that would sell us oil at a goad price.”*

Hunting'simage of th
NSA starkly contrastswith James Bamford's description, and it islikely less well informed.

Bamford's 1983book, “T he Puzzle Palace,” provides a thaough description of the NSA’s
purpose, composition, and history. However, addressing a subject as mammoth asthe NSA in onebook
is rever an easy chore, and Bamford's volume struggles with this challenge. The booK s organization is
unclear, and it lacks a wnified theme throughaut the text. Instead, each section of “T he Rizzle Palace”
seems to carry adistinct mesage. Even Bamford' s conclusion clashes with the tone of therest of his
account. Still, “The Puzzle Palace’ isa well-documented, very readable narrative providing a rarevie
into the NSA.

The National Security Agency is aseaetve agency, making it difficult to gather information
about the organization. Asa result, much of the information about th NSA’s operation comes fro
disgruntled former employeesor other individuals with some sort of axe to grind. Bamford' sattitude also
seem slightly biased (he gpearsto de-emphasize the agency’s questionable acts, evenwhen
Congressional committees were ursettled), but it is much more credible than the interviews with former
war protestors or Soviet defectors avail able previously? Even with the slight pro-intelligence dant, “Th
Puwzzle Palace’” would only serve to balance tie reams of anti-government material already in print.

After a short history of American signal collection and deayption, Bamford begins describing th
NSA’s structure. Instead of publishing an arganizational chart, the author complements a description of
the pecking order with avariety of anecdotes. The result not only engages the realer, but also paints an

unexpected image of life inside the NSA.

! Affleck Ben, Damon, Matt, and Van Sant, Gus. Good Will Hunting: A Screenpla . Hyperion 1997
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Had Will Hurnting managed to overcome his distaste for the government, his mathematical
acumen woud probably have erjoyed a job at the NSA. The agency strivesto remain five years ahead of
therest of thefield, and it is well stocked with upperHevel degreesand at lead one consuting Nobel
laureate. The educationd level fourd atthe NSA evenstunnedMarshall Carter, one d the ajency’s
directors. He commented about the employees, “T he magnitude of ther education, of their mental
capacity was just overwhelmingto me. | made asurvey ... when | got there and it was just unbelievable,
the number of Ph.D.sthat we had at the operating levels —and they weren’t Sitting around glorying lik
people .’ 3

Bamford's description of the agency also echoes the condpart of Carter’ s statement. Bamford
describes the attitude among the intellectual minds at NSA as very casud. From photographing th
agency’s budgt next to afour-foot enployee to illustrate its monstrous proportion * to the agency’s
secret fraternity of code lresers calledthe Dundee Society ° the NSA does ot fit the stereotypical image
of a secret governmert agency. The agency hassomehow managed to develop awork environment that
balances the strict security requiremerts and maintains a creative atmosphere.

Once he has described the workings of NSA offices in Maryland, Bamford discusses agency
operationsaroundthe world. The scope d the NSA’ s eavesdopping net and the techndogy demanded
by agency operations are stunning. However, here Bamford seems  ddight in showing off his collection
of sensitive information. Althoughsome hobbyists might be interested to read detailed descriptions of th
antemas located at various NSA bases, thereis rolegtimate (or even aurious) need to know the latitud
and longtude of a satellite receptor stationin Australia.’ The resarch is goad, but sometimes extraneaus.

It isinthis sedion of the book Bamford begins revealing the tarnish onthe agency’s shine. After
250pages of invincibility, the agency takesitsfirst major hit when the American naval SIGINT fleet

takes heay casudties andis eventually decommissoned. Bamford then seguesinto the ntense,critical
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“ibid., p109
®ibid., p154
®ibid., p267




scrutiny during the 197G into NSA operations involving the suveillance of U.S. citizens. The agency
has wesathered even the pulicized defection of two mathematiciansto the Soviet Union, but Bella Abzug
and Congressonal committeesare another matter entirely.

This section of “The Puzzle Palac€’ demonstrates Bamford’s sympathiesbeter than any other
portion of the book. Bamford highlights the facts that defend the actions of the i ntelligence community.
He points out ddiberate CIA decisionsto extricate itself from ogerationsoutside of itscharter. Bamford
iscritical of J. Edgar Hoover’ s rel uctance to continue FBI bug-planting break ins at embassies without
aporoval from the president and the attorney general. And when the topic turnstoward NSA invovement
in these operations, Bamford shrugsit off, panting out the NSA’slack of charter or legal restraints.

Bamford pdnts out the success of these operations that included NSA participation. Th
National Security Agercy helped the FBI track drug traffi ckers, break up booking operations, and keep an
eye onwar protegers and damestic terrorists. Division group head Frank Ravencommentedat the end of
the agency’ s efforts to track drug forces, “we did somevery nice drug busts ... we demonstrated that w
could follow drug transactions and drug deders. We could do it quite economically —it wasn’t a high-
budgget item ... NSA could really have deaned upthe drug busness.”

At this paint in his narrative, Bamford seems content with the NSA’s unregulated status. Heis
highly critical of the Foreign Intelligence Surveillance Act that tried to provide the NSA with operation
guddines. He points aut that the new Foreign Intelligence Surveillance Court, which must approve NS
survelllance, grants approval more liberally thanthe interagency panel that previoudy reviewed
surveillance proposals.

After short, almost superficial, disaussionsof NSA leaks and the agency’s partnership with th
United Kingdom, Bamf ord becomes momentarily critical of the NSA. Asreseach in the feld of
cryptography increases, the National Security Agency facesanew set of problems. Previously the agency
had a moropoly on cryptography research, but thisisnolonger the case. As commercial cryptography

becomes more complex, decryption becomesa greder challenge



The NSA has considered radical means to correct this problem Bobby Raylnman, a recent NSA
director, commented “that he would like to see the NSA receive the same authority over cryptography
that the Department of Energy enjoys overresearch into aomic energy. Such authority would grant to
NSA atsolute ‘born classified’ control over al researchin any way related to cryptology.” ®

Bamford critically describes NSA attenmpts to stop academic research in areas the agency deems
critical to national security. The agency has tried to prevent citizens from pursuing invertion of ciphe
madines and attempted to persuade he National Sdence Foundation to give the NSA exclusive control
of NSF grant money in cryptography fields.

Bamford concludes that the problem is significant and as the agency seaches for asdution it will
be drawn further from the shadaws of secrecy it has created over so many years. The agency has, for
example, begun offeringits own grants for cryptography research in hopes of maintaining some form of
control over the acacemic field.

Bamford closes his vdume by discussing the legal gapwhere the National Security Agency
operates Where he previously tolerated the NSA’s lroad ahilities, the last two peges of his text demand a
“revolution” inthe law to accompany the recent revolutionsintechndogy. Bamford warns “like an ever-
widening snkhde, NSA’ ssurveillance techndogy will continue b expand, quietly pulling in more and
more communicationsand gradually eliminating more ard more privacy.”*® He evendubsthe agercy’s
SIGINT efforts as “techrotyranny.”

Itis unclear exactly what motivates Bamford's negative summation gnce teres of the text
seemsto il lustrate he amazng success d the nation’s largest intelligence agency. Degpite the lack of
legal restraints, Americans do not hear the NSA breathing on the other end of every phone conversation.
The agency hasmaintained a high-caliber staff, encouraged major techndogical advances, and provided

support for federal intelligence operations as well as domestic law enforcement.
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Bamford describes a u®ful tool that has, in general, managed to avoid abusng its broad
freedoms. In 1991the ingpector general of the dgpartment of defense conducted the first comprehensiv
inspection of the NSA. The inspedion did find problems—in managemen and efficiency. The report
included addressed such issues & poor esimation of manpower needs, poor management of overtime and
travel, and anoverly-layered budgt.”* The nnocuous naure of the findings ind cates the National
Security Agercy hasbeen agood steward of the trust granted to it for so mary years.

Bamford' s researchisimpressive, but it grows increasingly out of date. “The Puzzle Palace”
includes few events more recent than the mid 197G. After the book waspulished, the National Security
Agercy was the sulject of presidential directives in both 1984and 1988 and a 1986law made the NSA a
combat supprt agency of the Department of Defense.'? The 1983 dition of the bodk includes a new
afterword, but the chapter simply tells a few spy stories and repeats large amounts of information from th
rest of the book.

Bamford's work does provide aninteresting, useful glimpse into the National Seaurity Agency,
and the book is a ammmendable piece of work. However, it is15 yearsold, and without a rew edition, a

big segmen of the agency’ s story is ill untold.
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