Review for Final Exam
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What is the Internet?

· Internet = The Net = Cyberspace

· Evolved from a previous network called ‘ARPANET’

· It is a ‘global network’ of computer networks

· How a computer is connected to the Net?

· connect your PC to a local network

· Via a modem and a telephone line

·  The local network has a computer called a host

· it has access to the global network

· connects other computers to Internet 

· acts as a gateway between the local network and the global one

· Each computer connected to the Internet has a unique address called IP address

· Is used to locate any computer on the Internet

· This address consists of a set of four numbers separated by full stops

· E.g. 194.152.64.68

· Some IP addresses  translated into words by a computer known as Domain Name Server (DNS) e.g. www.cnn.com
· IP address can be static or dynamic
· Static IP address

· Usually used for servers

· Fixed and well-known address

· Can be located and accessed easily

· Dynamic IP address

· Usually used for clients (like us)

· Variable

· Every time you connect to the Internet, you get a different IP address

· There is no central control of the Internet

·  Anybody can be connected to the Internet, as long as their machines

· speak a common language

· follow certain rules or protocols ( Ex: http; URL )

· Can access a host

The culture of the Internet
· It is a real social system

· Enables people to communicate in many ways, which are totally different than the ordinary ways

· The diversity of people and views on the Net, is similar to the diversity of human life

· People from many different cultures are connected and communicating together

System thinking

· A system is an assembly of components connected together in an organized way

· The components are effected by being in the system and are changed if they leave it

· Looking at the system as a whole will give us a better view than looking at the individual components of the system
( This leads to system thinking 

What’s involved in systems thinking?

· Focus on the whole properties rather than components 

· Pay greater attention to the ways components interact

· Take multiple partial views of things

· Look at things from many different perspective 

( Results in better understanding!
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What is the Internet?

· The formal or technical definition

· It is a network of computer networks 

· It can be viewed and used as(
· A massive encyclopedia 

· A market place

· Where goods and services are sold and bought  

· A discussion medium

· Over 30,000 discussion groups -- Called Usenet newsgroups 

· A publishing medium 

· For dated material such as daily newsletters and magazines 

· A broadcast medium 

· Includes radio stations

· Audio-visual material 

· Music (MP3 files) and video clips

·  A huge virtual supercomputer 

· Large number of computers connected to the Net can be linked together

· A subculture

· Many and diverse people are using the Internet and communicating together

·  Exchanging experience and knowledge

· An online archive

· A digital library 

· Governmental originations 

· Universities and other academic institutions

· Some other e-books, free to download

· A kind of Artificial Intelligence

· Densely interconnected computer network might one day lead to the emergence of some kind of artificial intelligence

· An analogy to the brain cells, Massively interconnected, The source of human intelligence  

· A global museum Presenting ‘virtual collections’ on the web 

· A vast teaching resource Containing many online teaching materials

· An entertainment medium 

The history of the Net

· Prehistory

· Ideas which led to the Internet

· Stem from MIT

· And a group of extraordinary scientists and engineers worked there

· ARPA and the ARPANET

· The Advanced Research Projects Agency

· Within US DOD (Department of Defence)
· Funds advanced research

· ARPANET was an experimental wide-area network

· To link ARPA laboratories across the States

· Designed and built between 1967-1972
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ARPANET: The beginnings

Who though of it first?

· Go back to the analytical engine of Charles Babbage (1830s)

· precursor to modern computers

· Used punch cards to input data 

· Borrowed from the Jacquard loom (1804) 

· And still, we need to go back further to search for the origins of Internet ( endless! 

· Instead of searching for a single start point, which is too difficult, we can think of it as a mix of many ideas, for many great thinkers, in many different times!

· The origins are diverse

· They are from different times 

· The key institution of the Internet was the MIT
· The following are three of the most important figures in the Internet story

· Vannevar Bush

· Norbert Weiner

· Claude Shannon
· Vannevar Bush

· Wrote ‘The Memex’ ( Influenced the creation of WWW

· Norbert Weiner

· Worked on control systems for anti-aircraft guns in the second world war

· Noticed similarities between human-beings and machines

· Recognized the important of feedback
· Published ‘Cybernetics : Control and Communication in the Animal and the Machine’

· Talked about ‘the boundary regions’ of science

· Where different disciplines overlapped

· New ideas and researches would best be generated

· Claude Shannon

· Created a model for the process of communication

· His model contained 5 elements

· An information source

· A transmitter

· A transmission channel

· A receiver

· A destination

· It also raised the concept of redundancy in communication

· Vital in the design of the Internet

Origins of ARPANET 
· Advanced Research Projects Agency

· Was a special agency within the United States Department of Defense (US DOD)

· To fund research in many important areas 

· At that time

· Computers were thought of as expensive machines
· Computers were only used for institutions and organizations

· Computers operated only in batch mode

· No direct interaction with the user, during the processing

· J. C. R. Licklider
· A director in ARPA (1962- 1964) 

· Appreciated the idea that computers were machines with which humans could interact
· Interactive computing had replaced batch computing

· Had promoted time-sharing concept 

· In a time-sharing platform

· The computer passes control from one program to the other

· In a ‘circular’ manner and very quickly

· So every user thinks the computer is serving him only

· The first time-sharing computer was set up, by John McCarthy, at MIT in 1957 

· ARPA’s networking project ( Managed by Lawrence Robert from MIT 
· Robert’s view of the network topology was, simply

· Every node is connected to all other nodes over dial up telephone lines 
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Nodes with large time-sharing computers at connected sites are called “hosts” 

· A revised network topology was discussed in Gatlinburg-Tennessee
· On which the term ARPANET was heard for the first time 

· The ARPANET’s basic topology had included 4 nodes (4 universities)

A survivable network 
· The initial network topology was centralized

· In such a way that the network would be completely disabled by a single node failure ( Avoid centralization! 
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· Hence, decentralization and redundancy have been added to the ARPANET 

· Decentralization means that nodes communicate with their neighbors with no central control 
· Adding redundant interconnection between nodes will enable decentralized network ( Results in a distributed network topology

· A distributed network uses digital signals rather than analog signals

· Because otherwise, the signal quality would deteriorate too quickly

Circuit-switching vs. packet-switching
· In analog communication

· A physical connection has to be established between the communicating points (sender and receiver) ( Telephone calls

· This process is called circuit switching

· The switched connection should remain active until communication is done  

· Circuit-switching advantages

· Reliable and rarely breaks down

· Circuit-switching disadvantages

· Very inefficient and expensive 

· The entire path has to be dedicated regardless of how much data is being transmitted ( 50% of the telephone call is ‘silent’ ( no data!

· The connection has to be made prior to transmission and is maintained until the connection is terminated

· In digital communication

· There is no direct physical connection between the communicating points

· The sender’s message

· Converted into sequences of Zeroes and Ones

· Transferred by first breaking it into equal size pieces ( Packets 

· Packets are then transmitted to the receiver one after another

· Via different routes

· A packet will be redirected by a router, after checking its IP address

· A router is a device that reads the IP address of the packet and passes it on (to another router) towards the destination

· They are finally collected at the receiving end to assemble the original message

· If any part of the message is missing

· The destination sends a message back to the source, requesting the missing part ( That portion only is resent

· This process is called Packet Switching  

· This concept was developed by Paul Baran and Donald Watts Davies 

· Packet-switching advantages

· No entire circuit dedicated for one single message

· Many messages may be sent on the network at any time

· No wastage when data is not being sent

· Very efficient, when network is being flooded with packets

Shifting paradigms 

· The development of

· Time-sharing instead of batch systems

· Digital instead of analog systems

· Distributed instead of centralized networks

· And packet-switching instead of circuit-switching

( led to the Internet as known today 

· This is what we call paradigm shift

· Moving from one technology to the other

· It was the idea of Thomas Kuhn 

Making the Network

· This section will cover the following

· Interface Message Processors (IMPs) 

· Request For Comments (RFC) 

· Network protocols 

· Email 

IMPs

· In a packet switching network, a small computer is inserted between each host and the network of transmission lines

· These are called IMPs

· These IMPs are linked together to form a sub-network of IMPs

· The IMP acts as the host’s interface to the network 

· That’s why it was called ‘Interface Message Processor’  

· The IMP role 

· Send and receive data

· Check for errors

· Route messages

· Verify that these messages had reached their final destination

· The advantages of this structure are 

· Freeing the host computer from the routing load

· Such as dividing the messages into packets

· Routing the packets

· And assembling packets 

· The routing programs at each site are the same since we have identical routing devices (IMPs) 

· The first packet switching network

· Was built in October 1969

· Using 2 IMPs

·  One at UCLA and the other at Stanford Research Institute

· That network was packet switching IMPs
Building the Network

· A group of graduate students from two universities sat  together to discuss what applications would be built on the ARPANET

· It was called Network Working Group (NWG)  

· They documented their notes and findings

· Called them Request for Comments (RFC) 

· RFCs are technical notes written by the NWG to exchange ideas on the design of software for the ARPANET 

· RFC documents are very important because

· They promoted cooperative and open work methods 

· They are timely documents, containing information that comprise the consensus of the network developers

· They were tested through the process of peer-review

· Errors were quickly discovered and remedied 

· Today, the RFCs present an accurate trace on how Internet software evolved 

Evolving the Network Protocols

· The network working group used RFCs to evolve a whole set of protocols for the new network

· The key persons for protocol development

· Vint Cerf

· Jon Postel

· Steve Crocker

· A protocol is a set of rules (standards)

· Main functions of Network protocol are 

· Provide rules that govern how the computers communicate and interact 

· Give exact meaning to the bits flowing between the IMPs 

· Concerned with passing messages

· Specify the format that a message must take, and the way in which computers must exchange a message within the context of a particular activities

· Such as exchanging e-mail, establishing remote connections  or transferring files  

Protocols- what they do and why they matter

· Some of the protocols used on the Internet are

· Simple Mail Transfer Protocol (SMTP)

·  used to send and receive electronic Mail 

· File Transfer Protocol (FTP)

· used to transfer files between computers 

· Hyper Text Transfer Protocol (HTTP)

· used to transmit information on the world wide web

· Network News Transfer Protocol ( NNTP)

· used to transmit network (Usenet) news   

· Network Control Protocol (NCP)

· created by Network Working Group (NWG) 

· enabled different hosts on the network to communicate

· Two protocols developed in early days 

· Telnet: used for logging into remote hosts 

· FTP: used for secure transfer of files between hosts 

Protocol layers
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· Communication via computers involves many processes at different levels (layers)

· from passing signals down cables or over wireless (satellite or microwave) or fiber-optic links

· to formatting messages 

· Protocols that are used to deal with all these different levels are defined in the table below 

· This layered architecture is different than the regular network layered architecture

· Which consists of 7 layers

The birth of e-mail

· One of the most important applications that was developed on the ARPANET was email

·  in 1970

· Ray Tomlinson (a hacker) had written the first email program

· He was the first person, who used the symbol “@” 
· Since its production in 1973, three quarters of the network traffic was for email 


From ARPANET ( Internet:
I- Gateways:

· IMPS connecting different computers to ARAPNET were identical. They were running same software.

· Besides ARPANET, other packet switched system started operating like British NPL networks, Cyclades network in France, Aloha packet-radio network in Hawaii and Satellite network SATNET.

· These Packet switched networks were not compatible. So, there was a problem in connecting these networks together.

· To connect these different networks together, the following solution is proposed:

a- using computers known as Gateways between different networks.

b- Making hosts responsible for end-to-end transmission of packets, together with error correction and retransmission if necessary.

c- Devising the protocols necessary for performing the previous two tasks.

· The required protocols are TCP and IP which were developed by Vinton Cerf  and Robert Kahn.

· The important feature of TCP/IP was its open architecture that allowed the linking of any network to the rest of the networks via a gateway (later known as router).

· In this way, TCP/IP enabled the huge growth of network connectivity (Internet).

· A packet is a string of bits divided into different segments.

· Some of these segments are:

1- Payload ( data segment).

2- Header.

3- Source IP address.

4- Destination IP address.

5- Total length.

6- Time to live ( time allowed to persist in the internet before being discarded by a router or host.

· TCP/IP family of protocols should be installed into the computer for accessing information.

· Other Internet protocols used are:

a- Point-to-point protocol (PPP): which governs the transmission of IP packets over serial lines like the one running from a user modem to ISP’s modem.

b- HTTP: allows you to get pages from Internet.

c- SMTP: used for sending and receiving e-mail.

· All these protocols are designed and operated using layered approach. Each layer performs a specified Job and cooperates with the next layer.

· The TCP/IP software running on computer is called TCP/IP stack.

· TCP/IP stack layers look like the following:

	Layer 
	Protocols operating at this layer

	Application
	SMTP, HTTP, FTP, Telnet

	Transport
	TCP

	Network
	IP

	Link
	PPP


· The bottom layer, the link, is responsible for communicating with the hardware which connects your machine to the Internet.
· The next layer up, the Network layer, adds the source and destination IPs. It gives no guarantees about whether packets will get through; it just decides where they will be sent. It also adds the time to live.
· The Transport Layer, ensures the reliability and integrity of messages and process them to and from the application layer above. It assembles and disassembles the packets, adds a sequential number to the packet and also sends a message if a packet is missing.
· The application layer is where the user interacts with the network. The protocols which reside at this level are: SMTP, Telnet, FTP and HTTP


· Original ARPANET- Internet members were mainly the scientists and researchers.

· Internet user’s today is extremely large.

· One main factor that led to this change was the Usenet news which is a way of exchanging news and opinions among large number of people.

· Usenet ( came from the community of researchers and programmers who used the Unix Operating System.

· Unix is a multi-user , time sharing operating system 

· A Multi-user operating system allows more than one user to work on the machine at the same time.

· A time sharing system is a system that shares the CPU time among the users of the machine.

· Unix was created at Bell Labs for AT&T company.

· It was written by Ken Thompson and Denis Ritchie.

· Two main properties distinguish Unix from other operating system:

1- The existence of Kernel within the Unix operating system. The kernel is an isolated small piece of code that can be easily placed in another machine which will then run Unix.

2- Unix was written in C which is a high level language that is easy to understand and use as compared to Assembly Language which was difficult to understand and machine specific

· This allowed Unix to be portable and made it easy for a programmer to add new function to the operating system.

· In 1974, AT&T decided to sell Unix for research institutions and universities for very cheap price.

·  Moreover, AT&T gave the source code of Unix with a license to change the source code.

· This leads to a great amount of improvement on Unix so that each university had its own version of Unix.

· There was a need to be able to exchange new releases and features of Unix.

· This need was satisfied by developing a new program called UUCP (Unix to Unix Copy Program).

· UUCP enabled users of Unix to import new Unix programs and releases as well as exchange some common discussions through a phone line (this was done for the first time).

· This leads to the Usenet News which is a program that enabled people to post articles to a shared location which can be read by other people that have access to that shared location. Each location was called a NewsGroup.
· Unix and its Usenet News was available for universities and its students who use mini-computer not for PC users.

· Fidonet, was the first program that allowed PC home users to exchange information through a phone line.

· Having Unix with its source code available was a very important factor in the development of the Internet.

· Intellectual property is used to protect the right of people and companies to profit from their ideas, products and books.

· Intellectual property includes:

a- Patents: which is mainly for new inventions.

b- Trade mark: which is used to identify and distinguish products.

c- Designs: which is mainly for shape and appearance.

d- Copyright: which includes protection for books, music, films and software.

· Open source movement was established by Richard Stallman. Its main idea is to have the software and its source code free and available for programmers to benefit from and improve in a cooperative manner.

· Linux was developed by Linus Travoldis.

· Linux is considered as one of the best networking operating system which is available free of charge.


Visionaries and developers 

· Vannevar Bush

· Doug Engelbart

· Ted Nelson

· Bill Atkinson

· Vannevar Bush ( MIT scientist who described an information storage and retrieval machine called Memex

· Douglas C. Engelbart

· He was a Navy radar technician

· After leaving the Navy, he became a computer scientist

· Inspired by Bush’s (Memex) and Licklider. He invented many of the fundamentals of modern PCs, resizable windows, bit-mapped screens, video conferencing and computer mouse

· Proposed a method for linking documents which is similar in many respects to the Web

· Engelbart was a dreamer who got things done

· He showed how a mouse and a special keypad could be used to manipulate structured documents and how people in different physical locations could work collaboratively on shared documents, online

· Many of the researchers who worked at Xerox PARC and who are credited with inventing the modern PC were originally inspired by Engelbart        

· Ted Nelson

· Created the hypertext concept

· A major idea that helped in the development of the Web

· You can read some text and then jump to another text (location) based on some link

·   Nelson had worked on the Xanadu project

· An attempt to construct a global hypertext publishing system

· It was the longest project in the history of computer industry (took more than 30 years)
· Xanadu (also called docuverse (document universe) ( one of the strangest features of it is that it has no concept of deletion
· Bill Atkinson

· A programmer and software artist , worked at Apple
· The Author of MacPaint

· Invented the HyperCard

· The first simple hypertext system for personal computers

· The main idea was the electronic 3x5 inch card

· These cards have user-installed  ‘hot-spots’, which if you clicked on, would instantly cause a jump to another card

· Tim Berners-Lee and CERN

· The Web (WWW)

· Was invented in 1989 by Tim Berners-Lee At CERN

· the “European center for nuclear Research” in Geneva

· Physics laboratory center 

· Tim Berners-Lee came up with WWW

· The special requirements of a hypertext system for CERN were, Berners-Lee believed, that it should: 

1- Allow remote access across networks 

2- Allow access of the same information from different types of computer systems (be heterogeneous)

3- Be non-centralized ( no central or main control)

4- Allow access to existing data (handle already existing data)
5- Enable users to add their own private links to and from public information
6- Enable ‘live’ links to be made between dynamically changing data
· To Implement such a system, the key elements of Berners-Lee’s invention were needed:
1- Hypertext system & Hypermedia system

2- Browsers
3- Server
4- Set of protocols: by which different machines could talk to one another and exchange information
· Protocols developed by Tim Berners-Lee:
· URL (Uniform Resource Locator) For uniquely specifying the address of a desired object

· HTTP (Hyper Text Transfer Protocol)

· The browser concept

· There are two main types of browsers

· A text-based browser

· A graphical browser 

· Text-based browsers

· The first version of the CERN text-based (line-mode) browser was written by Nicola Pellow
· The best known text-based browser is Lynx
· Text based browsers have the following advantages over graphics-based browsers

· Smaller and require less RAM and system resources

· Faster at retrieving information 

· Can run on hand-held computers 

· They can be used by a visually impaired person using a screen reader    

· Disadvantages

· Cannot handle images (which the WWW relies on)

· Cannot deal with sites, which are structured using frames    

· The World Wide Web Consortium (W3C), the international body which oversees the Web, lays down standards for HTML, to which in theory, all browsers should follow

The WWW protocols

· A- Uniform Resource Locator (URL) – similar to the IP protocol
· This protocol defines a uniform way of specifying the location (of a web page, file, site…etc) at which information was held on the Internet

· Examples

· http://www.arabou.org
· http://www.w3.org/default.html#introduction
· ftp://wuarchive.wustl.edu/mirrors/msdos/graphic/gifkit.zip
· mailto:dbh@doc.ic.ac.uk
· News:alt.hypertext

· telnet://dra.com
· B- Hyper text Transfer Protocol(HTTP) - similar to FTP 

· This is the client-server protocol

· Used on the Web for the exchange of web pages

· It defines how the four stages of a web transaction connection, request, reply and end should be done

· Similar to FTP protocol’s concept  

· C- Hypertext Mark-up Language (HTML)

· Invented by Berners-Lee

· HTML is a subset of the Standard Generalized Mark-up Language (SGML) 

· This represents a uniform way of structuring documents on the web

Browser wars

· The first of the big browser programs (graphical) was Mosaic
· Was developed by Marc Andreessen and Eric Bina

· At The National Center for Supercomputer Applications (NCSA)

· In the spring of 1993

· They include the way of handling images in web pages and changing the Web from hypertext ( hypermedia

· It was the Killer App for the Web

· Netscape is another browser written by Andreessen and his team (after leaving NCSA)

· Anderson and his team wrote completely new code, so as not to violate copyright of the original Mosaic code (for NCSA)

· This  enabled them to produce a cleaner, more secure and more sophisticated package

· They called it Netscape Navigator, which  was given free (over the Net) to regular users

· It was quickly to become the most commonly used browser

· Throughout 1995 became the de facto standard of the industry  
· Mosaic is no longer desired 

· Microsoft (Bill Gates) bought its rights 

· Renamed it Internet Explorer 

· And distributed it free with its Windows 95 operating system

· This created a kind of War (browser war) between the two companies (Microsoft and Netscape)

· Resulted in a major law suit against Microsoft

· Netscape decided to release the source code under an Open Source licence

· Berners-Lee idea of a browser

· A document should be viewable and editable by the readers 

· The idea of collaborative hypertext can have many benefits like

· A- In the field of interactive learning

1- This will greatly enhance the learning process


2- To allow someone to add his own notes and links to some relevant educational sites

· B- In the field of Computer-Supported Collaborative Working (CSCW)

· 1- In case of a group work project (creating a web page)

· It would be better if all of the members could see and edit the web page at the same time

· This process is the basis of Computer-Supported Collaborative Working (CSCW)  

· 2- Groupware software was created to help reaching this target

· FirstClass software is an example

· It provides many facilities like support for communication, cooperation, problem solving
· The World Wide Web Consortium (W3C) 

· W3C formed in October 1994

· Led by Tim Berners-Lee

· Its objective is to Lead the WWW to its full potential

· By developing common protocols that promote its evolution and ensure its interoperability

· It is a consortium of organizations involved in all aspects of development of the WWW

· Representing a wide range of researchers, software developers and users

· W3C and its role in the evolution of the Web 

· A- Universal Access

· Making the Web to be available for all people

· B- Semantic Web

· The sharing of knowledge and information in a form that computers can interpret and exchange  

· C- Trust

· The building of trust as the 1st step towards using the Web as a truly collaborative medium

· Example: using the visa or master card to purchase from the web

· D- Interoperability

· Allows web pieces (products) to communicate and work together by adopting common open protocols

· E- Evolvable

· Makes the design simple, modular, extensible and compatible, in order to be evolvable

· F- Decentralization

· G- Cooler Multimedia

· Develops a more user friendly web
· XML and mark-up languages

· XML stands for eXtensible Mark-up Language

· It is the natural successor to HTML and began in 1998 as a project at W3C to address HTML’s limitations on structured documents and rich web data

· It is the de facto standard for the support of e-business
· There are two types of mark-up language


1- Procedural 


2- Descriptive 

The difference between the two types is mainly in how the tags are used

e.g. in procedural tags define the color and style of fonts and layout of a document.

In a descriptive mark-up language tags define the purpose of the text e.g whether it is a  title, footnote… etc. Rather than just how it should appear on the page.
· The main difference between HTML and XML is

· HTML has predefined and fixed tags

· XML allows new tags to be defined inside the document itself



   ( It is much more flexible and powerful 

· XML utilizes a concept called Document Type Definition or DTD
· DTD describes the structure of a document and the relationship between its different elements.

· Meta data is data that describes other data for example: Metadata about a book would record things like

· Who is the author , Who is the publisher, What is the title of the book etc..
· Search engines


MetaTags contain information about keywords that appear in the document

· Peer-to-peer (P2P) networking

· One of the new, active areas in the Internet world

· It appeared in the late 1990s

· In P2P, computers are communicating with each others directly, through the Internet (i.e. without going through a server), and using each other’s resources

( This is different than the client-server model where the client is not active player.


The Online Transactions Grid

· online transactions could be divided into four major types :

1- Business to customer: This is the typical type of transactions where a customer buys a product from a business like Amazon.

2- Business to Business : E.g a company orders 100 computers from Dell. Dell then orders parts from other companies.

3- Customer to Business: In this of transactions, a set of customers can group together and order some products in bulk directly from manufacturers trying to get a good deal and cut the profits of the middle man. E.g. LetsBuyIt.com

4- Customer to customer: In this type of transaction, customers could deal directly with each others via the Internet and conduct some business transactions, e.g. eBay.com.

· The rapid development and wide use of the Internet resulted in a rise of many companies whose business relied exclusively on the Internet.

· Due to the rush of people to buy Internet stocks, the prices of such companies rise very high in a very short time.

· With the same speed of rise, the prices of many companies dropped down very quickly. Such a case is known as “Internet bubble”.
· Internet encourages small independent companies to be set up but also gives an advantage to well established companies.

Section 1: Richness vs. Reach:

· Information Richness is a type of information that has the following aspects:

a- Bandwidth or amount of information.

b- Customization of information to an individual buyer.

c- Interactivity between buyer and seller.

d- Reliability.

e- Security.

f- Currency ( like how up-to-date the information is ).

· The reach of information is defined as: “the number of people who participate in the sharing of that information”. 

· The richness vs. reach concept means that the richer the information is the less reach it has and vice versa.

· Some examples of richness Vs. reach are :

1- A very good software that offers lots functionality (rich) but is used by only a small number of people.

2- A software standard that is not rich in functionality but has a lot of reach.

· The trade off for richness vs. reach can be done by adding richness and reach.
· An example on achieving such a trade off is the Amazon which is a very famous online book seller.

· The reach of Amazon is extremely large in such a way that anyone who has bought a book online knows about this company.

· The richness of information for Amazon  is provided to the customer in the following forms: 

· Reviews and exchanges with other readers: For example, before you buy a book from Amazon, you can look at reviews and opinions from other readers about this book.

· Personal recommendations: for example, after you buy a book, the site will recommend other books related to the subject of the book based on some statistics of your previous purchases.

· Customized login screen: for example, for a regular customer, the login page of the website will display a screen that is particular for you ( might contain interested books for you).

· Communication: for example, you get regular emails from store about books and special offers.

· interviews and exchanges with authors: for example Amazon can invite authors to special online events in which interested readers can participate.

· All successful online retailers add richness and reach in some form.

· Electronic Shopping  (ES) test is used to evaluate the success of an online product. 

· ES test evaluates the following aspects of a product :

1- Product characteristics: each product has a set of characteristics which relate to the five senses (sight, sound, smell, taste and touch).Currently, online shopping products mainly involve sight and sound. So,  product relies on other senses might not be suitable for online purchase.

2- Familiarity and confidence:   Products that people are familiar with and brand names that are well known to people tend to do well online. Also, people buy products from a well established supplier because they feel confident. As a result, Internet makes big companies even bigger.

3-Consumer attributes:  looking at consumers side, consumers can be divided into many  

categories and each category behaves differently online.

There are six categories of consumer
A- Social shoppers - these are people who enjoy the social aspect of shopping. They are sometimes called 'recreational shoppers' (unlikely to shop online)
B- Experimenters - these are consumers who like to try new things, such as shopping over the Net (likely to shop online)
C- Convenience shoppers - these are people who have limited time and do not place shopping as a high priority (likely to shop online)
D- Habit-bound die-hards - these are people who do not like to change or try new things. They tend to visit the same shops and buy the same goods (unlikely to shop online)
E- Value shoppers - these are people for whom value is the most important characteristic and will go with whatever initiative offers the best value (likely to shop online)

· The ES test is just an indicator and doesn’t always guarantee the success or failure of a product.

 Section 2: Deconstruction
· What is Deconstruction ?  

· It is the process of reformulation of traditional business structures in such a way that Internet  would have the ability to affect a big business structure by destroying a small piece of it. In other words, the internet can make any piece of a business structure weak which leads to deconstruction because someone might provide that same piece online cheaper and faster to the public. An example of a big business structure that can be effected by Deconstruction is the Newspapers. 

· Techno-optimism and pessimism:

· Techno-optimist is the feeling that the internet is going to have a major effect on all our lives and is going to drastically change the way we live and conduct business so that e-business will replace any other type of business.

· Techno-pessimists is just the opposite. It is the feeling that the internet effect will be very minimal and might just provide another minor scene for established business.

· Impact of internet on traditional business:

· Internet could change traditional business in the following ways:

1- Shopping becomes more of a social experience

2- Shops become more specialized ( a certain shop provide highly specialized products).

3- Shops become more service oriented ( consumers get more help in some questions they have).

4- Shops use a hybrid approach ( a mix between a physical presence and an online presence).

5- Shops go online only ( for some cases, shops may restrict its presence to online only).

· Online security:
· Some limitations in the initial design of internet are:

a- Lack of privacy: Since messages exchanged between two nodes in internet are broken down into data-packets and routed through the network, it is possible for an intermediate node to view the packets and listen to the conversation. Thus, the internet is not secure, based on its original design.

b- Anonymity: As long as you follow the technical protocols in the Internet, your message will be routed regardless of your identity. So, in the original internet design, there is no real authentication.

· e-business could overcome these limitations by providing online security which allows for business transactions to take place over the internet in a secure manner.

· To be able to have online security, additional protocols are added to run on top of the original protocols of the internet.

· A concept that is essential for security is the encryption.
- Encryption is the process of encoding a message sent through some communication medium so that anyone listening to the message cannot understand its contents. Only the one who has a key to decode decrypt (decode)  this message will be able to understand the message contents.

- The requirements for encryption to provide a good level of security are:
a- The encryption process should be complex enough to make the encoded message difficult for unauthorized users to decrypt ( break the code ).

b- The intended receiver should be able to decrypt that message back to it original format.

c- The keys used for encryption and decryption should themselves be secure.

· There are two types of encryption : symmetrical and asymmetrical.

· In Symmetrical encryption, the key used for encryption the message is the same as the key used for decryption it.

· In asymmetrical encryption, the key used for encryption a message is different from the key used to decrypt the same message ( it uses public key cryptography) .

· There are two main protocols over the internet used to provide security for e-business 
· :

1- Secure Sockets Layer (SSL): 

· This protocol was the first to be used and became the de-facto standard for e-business.

· It utilizes the public key cryptography  behind the scenes to provide security information exchange between the customer and the merchant.

2- The Secure Electronic Transaction (SET):   

· This protocol is used by banks and credit card issuers.

· It allows for more authentication of the user of the credit card. This is done by introducing a third party who authenticates the identity of the customer.

· Each participant should get a digital certificate.

· Due to its overhead, the SET protocol is not used widely over the Internet.  
Section 3: Disintermediation

· Disintermediation:

· Disintermediation is used to describe the possible threat of the internet on business that used to work as intermediaries between the producer and the consumer.

· The advent of e-business allowed the consumer and producer to have a direct connection between them which minimizes the role of traditional intermediaries (agents).

· However, intermediaries still have a role in the trade-off between richness and reach in such a way that they can provide advice ( richness of information) to a potential customer.

· Some examples where disintermediation can took place are:

a- Online Banking: Many banks offer online banking services which allow the customer to perform many operations on his account by himself  through the internet. In the past, the customer had to call someone from the bank who acts as intermediary between the customer and his accounts. So, online banking has significantly reduced bank employees.
b- Online PC producers: like Dell computer company which made most of its selling directly to customers via the Internet. As a result, customer can go directly to Dell’s website and construct the specifications of the computer he wants and then purchases it through the web. This process had reduced the need of intermediaries like computer stores or resellers.
· Re-intermediation

· Even though the Internet has eliminated the need for some type of intermediaries, it has introduced the need for new types of intermediaries. This is what is known as Re-intermediation.

· Some of these new types of intermediaries and the reasons behind their introduction are:

a- Search engines and web directories:
· Due to the huge amount of information on the web, it is very hard for someone to find the website containing the proper information. So, there is a need for an intermediary standing between the user of Internet and the desired website. This covered by search engines and web directories. 

· A search engine is an intermediary website that allows the user to enter some information and then the website will in turn provide the user with a list of websites that contain relevant information based on what the user has entered.

· A web directory is a way of listing many services in a well organized manner that allows the user to get the service needed in a very short time.
b- Review or link site:

· Many sites provide a large collection of products for selling in such a way that the consumer might be confused and don’t know what brand to buy. Alternatively, there are websites that offer reviews and advice on buying various types of products. The website will also provide you with links to places you can buy from. Such sites work as intermediaries between the consumer and the actual seller’s website.

· An example of such websites is : www.cnet.com  which offers reviews and links on many electronic and computer products.

c- Portal sites:

· Portal sites are major sites that are frequently visited and act as a gateway to the internet like AOL, MSN, and yahoo.

· Because portals are visited by many people, they often work as intermediaries between those people and other websites.

d- Intelligent agents:

· In the process of intelligent agents, computers are needed to behave in a relatively intelligent way to perform a certain task online. Some examples of categories that these agents could help in are:

#  Product Brokering : this agent enables you to know about sales of a certain product and other types of similar products available.

# Merchant Brokering : this agent look through the net for comparing prices of a certain product and then list back to you the best prices.

# Negotiator :   this agent negotiates with a certain merchant on your behalf and will communicate with many producers ( computers) and report back to you about the results.

· E-business models:

· Some of the ways of making money on the web for such websites include :

a- Advertising : Sites that are visited frequently ( portals) can make a lot of revenue by providing the possibility to other business to advertise on its website ( Ex: Ads on hotmail.com site).

b- Affiliation : Some intermediary sites might link the customer to a seller who is affiliated with that site. Similarly, search engines might list the websites you ask for ( based on a certain search)  in a biased way in the sense that they would put sites they are affiliated with at the top of the list.

c- Subscription: Some sites ask for a subscription fee from the customer if he wants to use the services provided by that site or might give some services for free and ask for a fee for additional services. For example, hotmail gives anybody an email account for free but asks for some fee to expand the size of your email storage.

d- Selling information: some smaller websites sell information about people who visited their website to any one interested in getting this information. ( like personal emails that can be used by other companies to contact you and try to sell you some product).

Section 4: Organization to Organization:

· Introduction about organization to organization transaction:

· Organization to Organization (O-2-O) type of transactions is expected to be the most dominant and profitable area on the internet.

· For a company to be successful in (O-2-O), it doesn’t need that many customers because normally business customers will buy in big volumes.

· E-commerce is used to describe online transaction between an organization and an individual (O2I) or (B2C)
· E-business is used for online transactions involving two businesses or organizations (O2O) or (B2B).

· Electronic Data Interchange ( EDI):
· Electronic Data interchange is the process by which companies use computers over some network to exchange data in a predetermined format and following some fixed rules ( or protocols).

· EDI is used to increase profits or reduce costs. ( for example, it reduces paper work ).

· EDI before internet:

· Before internet, EDI had many disadvantages that made it less attractive option. Some of these are:

a- cost:  In the early days, most computing was done through Mainframes which was very expansive compared to the current situation.

b- Networking complexity:  For two businesses to communicate, they needed to build their own dedicated network, which was quite a complex and expansive operation.

c- The Emergence of alternatives: like overnight shipping and other technologies that could compete with EDI.

· EDI after  internet:

· With internet, there is a network connecting almost everybody. So, regular companies can use computers for EDI simply and cheaply( i.e. no need for dedicated machines). This makes EDI now a very attractive concept for many companies.

· Automotive Network Exchange ( ANX) :

· ANX is a form of extranet which is similar to the internet but only authorized users can access it.

· ANX was introduced by three American car makers ( Ford, Chrysler, and GM).

· It was initially designed for these companies to exchange information with each other.

·  ANX could be seen as a controlled and more secure version of the internet.
· The main purpose of ANX is to increase profit for companies. 
· The impact of the Net on Organizations:

· Some of the potential effects of the internet and e-business on organizations are :

a- An informed customer base:  the easy access of information through the internet enables any customer who wants to buy a certain product to have the ability to search and find the best deal.

b- increased competition:  the tremendous reach of the internet (large number of customers) had extended largely the competition between businesses to an extent that companies followed unusual ways for attracting the customers.

c- Increased collaboration: through internet,  there is a possibility for businesses to communicate together in an efficient manner on a certain project.  
d- outsourcing : this process happens when a company assigns an outside business to perform a certain function for it. The internet with its reach facilitate outsourcing.

· Extensible Markup Language ( XML):

· XML is the successor for HTML. It is useful for business transactions.

· XML allows users to define their own tags, so businesses can communicate together using a set of predetermined tags that could be fixed by both of these businesses. For example, XML can inform the receiver of a web page whether the received document is an invoice or something else.

· XML is used for complex transactions that need security and more standardization between organizations ( which can’t be supported by HTML).

Section 5: individual to organization 
· Changes within an organization

· Some of the potential changes that new technologies had introduced on the way individuals interact within an organization are :

1- Flattening of hierarchies:

· In an organization, the middle management hierarchies enable each layer to contact individuals below it and make decisions or pass information to the layer above it.

· The advent of new technologies such as email can contribute to the elimination of some of these layers since such technologies can increase richness and reach at the same time, provided that the organization wants that to happen.

2- Deconstruction within the organization:

· In an organization, some units in the organization  can see their functions being performed by other units of the same organization. This is known as Deconstruction within the organization.

3- Efficient administration: 

· Proper use of technologies can help organizations achieve efficient administration of many of its tasks. For example, using online forms linked to databases can speed up the process of handling forms and reduce errors at the same time.

4- Tele-commuting or home working:

· This concept is based on the idea that instead of coming to work everyday, regular employees of an organization can perform their duties while staying at home.

· Synchronous communication technologies

· Most online communications is asynchronous in the sense that the interaction between sender and receiver doesn’t happen in real time ( ex: email and first class conferencing).

· However, synchronous communication is needed in some cases where it offers great benefits over asynchronous communication. Some of these cases are:

c- Troubleshooting: For example, if you have a problem with you computer, trying to fix it using asynchronous communication can be very inefficient and time consuming. Instead, synchronous communication  like telephone conversation or online chatting can help you much better.

d- Socializing: Online chatting is currently used by many people in the world and its use is    growing rapidly.

e- Real time events: The internet provides the possibility of watching or listening to a particular events ( like watching Football world cup matches). This is known as web-casts. In this case, synchronous mode is needed. But, due to its great bandwidth demand, web-casts are still in their early stages.

f- Making decisions: Synchronous communication can greatly speed up the process of making a decision within an organization compared to making decisions through synchronous means.

· The internet allows for the creation of new consumer models. These models include:

1- Buying cartels: The ease of communication facilitated by the internet can enable consumers interested in buying some products to group together and forms cartels or consumer clubs that can have a considerable buying power.

2- Price bidding: It is an another consumer model enabled by the internet where consumers can bid for a certain product or service and get an answer back within a reasonable time. An example for such a consumer model is available at the website: www.priceline.com
· Collaborative filtering:

· The idea of collaborative filtering is that a group of consumers can cooperate together in giving advice or recommending a certain service or product.

· The quality of information provided by collaborative filtering mainly depends on the number of people participating in such a filtering.

 Section 6: individual to individual 
· Online auction sites:

· These are sites where individuals can place items up for sale and other individuals can bid for these items . An example of such a site is : www.ebay.com
· There are many sites factors that can decide the successful operation of an online auction site. Some of these factors are the following:

a- Trust :  the buyer has to make sure that the seller is describing the item accurately and the seller will send that item once the price is paid. Similarly, the seller needs to make sure that he receives the price of the item before it is shipped. It is the responsibility of the website to try to establish a reasonable degree of confidence in any transaction conducted using that website.

b-  payment:    there has to be an agreement on the form of payment that is reasonable for both the buyer and seller like paying through an intermediary website which requires both the buyer and seller be registered at the website. An example of a website providing such a service:  www.paypal.com.

c- Policing : The auction website has to do some monitoring activities to ensure the proper use of its services. For example, it should not allow regular companies to auction their products online while pretending to be individual sellers.
· Consumer communities:

· Consumer communities can have their own website that might contain reviews of relevant products and advice on where to get those products. 

· It is very important that those sites remain neutral and away from the effect of any business.

· Alternative communities:

· Other communities could be joined by a particular geographical area, in this case they are called geographical communities.

· People can also group together based on interest and they could form online communities of interest.

· Some people can group together so that they can benefit from services without having to pay for it. An example of such a grouping is economics of online cooperation.

· Alternative currencies and payment systems:

· The need for a method that could be more suitable for online business transactions than regular payment methods is well established. 

· However, many attempts have failed to accomplish such a method. 

·   The main reason for failure of such attempts is trust.

· One of the few successful trials is the site: www.paypal.com
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