2. Please briefly explain the following terms:

a) DNS
DNS stands for Domain Name System. The Domain Name System (abbreviated DNS) is an Internet directory service. DNS allows users to visit sites by entering a Registered Domain Name, rather than using a long series of numbers known as an IP address.  DNS is how domain names are translated into IP addresses, and DNS also controls email delivery. If your computer cannot access DNS, your web browser will not be able to find web sites, and you will not be able to receive or send email. The DNS system consists of three components: DNS data (called resource records), servers (called name servers), and Internet protocols for fetching data from the servers. 

How does it work?

A DNS server is just a computer that's running DNS software. DNS software has two parts: 

1. The actual name server 

2. A resolver. 

The name server responds to browser requests by supplying name-to-address conversions. When it doesn't know the answer, the resolver will ask another name server for the information. When you type in a URL, your browser sends a request to the closest name server. If that server has recently had a request for the same host name, it will locate the information in its cache and reply. If the name server is unfamiliar with the domain name, the resolver will ask another nameserver. If that doesn't work, the second server will ask yet another - until it finds one that knows. 

Once the information is located, it's passed back to your browser, and you are sent to the web site for the URL you entered. Usually this process occurs quickly, but sometimes it takes several seconds. Occasionally, you will get a dialog box that says the domain name doesn't exist, even though you know it does. This happens because of delays in one name server replying to another, and your computer times out, dropping the connection. Often, if you try again, you will get to the web site you are looking for on the second try. This is because the nameserver with the information has had enough time to reply, and your name server has now stored the information in its cache. 

b) HUB
                                       Hubs
  

	


                                           An illustration of a hub in operation
                                                               Figure 1

Hub is a concentrator that joins multiple clients by means of a single link to the rest of the LAN. A hub has several ports to which clients are connected directly, and one or more ports that can be used to connect the hub to the backbone or to other active network components. It allows multiple segments or computers to connect and share packets of information. A hub functions as a multiport repeater; signals received on any port are immediately retransmitted to all other ports of the hub. Hubs function at the physical layer of the OSI Reference Model. 

The term hub is sometimes used to refer to a switch, the difference being that a hub is a simple unintelligent repeater forwarding all incoming packets to everything on the network.

c) Switch
Network switches are multipoint connection devices that provide a point of attachment for a single computer or another device (hub or switch) that has multiple computers attached to it. The most important feature is that any device attached to one port can directly communicate with a device on another port over what is essentially a private link.

The significance of this technology can be seen when compared to older Ethernet shared LAN technologies. The traditional coaxial cable Ethernet LAN implements a linear cable topology that is shared by all the computers attached to it. Only one device can transmit at a time, so some computers will need to wait while another is transmitting. Computers “listen” for signals on the cable to see if it is being used.

Network switching reduces or removes the sharing of the network and the problems that result from sharing, such as contention (when computers wait to use the cable), collisions (when two systems attempt to use the cable at the same time), and delays caused by contentionand collisions.
Without a switch installed, a network can get bogged down quickly as traffic rises. Traffic jams happen because data is forced to wander the entire network in search of its destination. 

A switch corrects traffic jam problems by ensuring that data goes straight from its origin to its proper destination, with no wandering in-between. Switches remember the address of every node on the network, and anticipate where data needs to go. Nodes connected to a switch can expect an immediate 40%-60% increase in performance.

A switch can also connect networks of different speeds together. A 100Mbps network, for example, could be connected to a slower 10Mbps network by inserting a switch between the two networks. In this way, switches are good for migrating to faster network speeds without having to discard older legacy network hardware.
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                                                              Figure 2

In the picture above, the switch ties a file server, a high-powered PC, a print server, and a hub together for maximum bandwidth. The switch gives the hub (and hence, the workgroup connected to it) extremely fast access to the print server and file server. Access could be improved even more if the hub was replaced with another switch.

d) PROTOCOL
A protocol is a standard set of rules that determines how computers communicate with each other across networks. Protocols describe both the format that a message must take and the way in which messages are exchanged between computers. Protocols enable different types of computers (Macintosh, PCs, UNIX, VMS, etc.) to communicate in spite of their differences. This is because they describe a standard format and method for communicating. It represents an agreement between the communicating devices. Without a protocol, 2 devices may be connected but not communicating. Just as a person speaking French cannot be understood by a person who speaks only Japanese.

There are different protocols for different types of network services. For example, the Internet is based on the TCP/IP suite, or family, of protocols. 

Some of the protocols used on the Internet are: 

· Simple Mail Transfer Protocol (SMTP) - to send and receive electronic mail 

· File Transfer Protocol (FTP) - to transfer files between computers 

· Hypertext Transfer Protocol (HTTP) - to transmit information on the World Wide Web 

· Network News Transfer Protocol (NNTP) - to transmit network news

e) FIREWALL

The Internet is a volatile and unsafe environment when viewed from a computer-security perspective, therefore "firewall" is an excellent metaphor for network security. A firewall is a network security device positioned between two different networks, usually between an organization’s internal, trusted network and the Internet. A firewall is basically the first line of defense for your network. The basic purpose of a firewall is to keep uninvited guests from browsing your network. A firewall can be a hardware device or a software application and generally is placed at the perimeter of the network to act as the gatekeeper for all incoming and outgoing traffic. 
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A firewall allows you to establish certain rules to determine what traffic should be allowed in or out of your private network. Depending on the type of firewall implemented you could restrict access to only certain IP addresses or domain names, or you can block certain types of traffic by blocking the TCP/IP ports they use. 

There are basically four mechanisms used by firewalls to restrict traffic. One device or application may use more than one of these in conjunction with each other to provide more in-depth protection. The four mechanisms are packet filtering, circuit-level gateway, proxy server and application gateway.

Types of Firewalls
· A packet filter intercepts all traffic to and from the network and evaluates it against the rules you provide. Typically the packet filter can assess the source IP address, source port, destination IP address and destination port. It is these criteria that you can filter on- allowing or disallowing traffic from certain IP addresses or on certain ports. 

· A circuit-level gateway blocks all incoming traffic to any host but itself. Internally, the client machines run software to allow them to establish a connection with the circuit-level gateway machine. To the outside world it appears that all communication from your internal network is actually originating from the circuit-level gateway. 
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· A proxy server is generally put in place to boost performance of the network, but can act as a sort of firewall as well. Proxy servers also hide your internal addresses as well so that all communications appear to originate from the proxy server itself. A proxy server will cache pages that have been requested. If User A goes to Yahoo.com the proxy server actually sends the request to Yahoo.com and retrieves the web page. If User B then connects to Yahoo.com the proxy server just sends the information it already retrieved for User A so it is returned much faster than having to get it from Yahoo.com again. You can configure a proxy server to block access to certain web sites and filter certain port traffic to protect your internal network. 

· An application gateway is essentially another sort of proxy server. The internal client first establishes a connection with the application gateway. The application gateway determines if the connection should be allowed or not and then establishes a connection with the destination computer. All communications go through two connections- client to application gateway and application gateway to destination. The application gateway monitors all traffic against its rules before deciding whether or not to forward it. As with the other proxy server types, the application gateway is the only address seen by the outside world so the internal network is protected.

f) WAN
WAN stands for Wide Area Network. WAN can be defined as two or more networks connected over a large geographical area. A WAN provides long-distance transmission of data, image, voice, and video information over large geographical areas that may comprise a country, a continent, or even the whole world.  WAN usually connects many LANs together.

In contrast to LANs (which depend on their own hardware for transmission), WANs may utilize public, leased, or private communication devices, usually in combinations, and can therefore span an unlimited number of miles. A WAN that is wholly owned and used by a single company is often referred to as an enterprise network.

g) ISP
An ISP (Internet Service Provider) is a company that provides Internet access to other companies or individuals. An ISP maintains connections to other networks and ISPs, acting as a router for internet traffic between a customer's computer and any other machine also connected to the internet anywhere else in the world. ISPs come in many sizes and offer a wide range of services.

The most common way to access the Internet from home is with a modem and a phone call to an Internet Service Provider. A computer connects via modem to the ISP, which in turn is connected to the Internet with a high-speed link.

For a monthly fee, the service provider gives you a software package, username, password and access phone number. Equipped with a modem, you can then log on to the Internet and browse the World Wide Web, and send and receive e-mail. 
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                                                                  Figure 3


h) RFC
Short for Request for Comments, is a set of technical and organizational notes about the Internet (originally the ARPANET), beginning in 1969. Memos in the RFC series discuss many aspects of computer networking, including protocols, procedures, programs, and concepts, as well as meeting notes, opinions, and sometimes humor. An Internet document can be submitted to the IETF by anyone, but the IETF decides if the document becomes an RFC. Eventually, if it gains enough interest, it may evolve into an Internet standard.

Each RFC is designated by an RFC number. Once published, an RFC never changes. Modifications to an original RFC are assigned a new RFC number. The Request for Comments documents (RFCs) are working notes of the Internet research and development community. A document in this series may be on essentially any topic related to computer communication, and may be anything from a meeting report to the specification of a standard. Most RFCs are the descriptions of network protocols or services, often giving detailed procedures and formats for their implementation. Other RFCs report on the results of policy studies or summarize the work of technical committees or workshops. All RFCs are considered public domain unless explicitly marked otherwise. 

i) SMTP

Simple Mail Transfer Protocol (SMTP), a TCP/IP protocol for sending e-mail messages between servers. SMTP is generally used to send messages from a mail client to a mail server. Features of SMTP include mailing lists, return receipts and forwarding. 

The SMTP protocol does not specify the way in which messages are to be created; some local editing or native electronic mail facility is required. Once a message is created, SMTP accepts the message and makes use of TCP to send it to an SMTP module on another host. The target SMTP module will make use of a local electronic mail package to store the incoming message in a user’s mailbox. 

Since it is limited in its ability to queue messages at the receiving end, it is usually used with one of two other protocols, POP3 or IMAP, that let the user save messages in a server mailbox and download them periodically from the server. In other words, users typically use a program that uses SMTP for sending e-mail and either POP3 or IMAP for receiving e-mail. On Unix-based systems, sendmail is the most widely used SMTP server for e-mail. A commercial package, Sendmail, includes a POP3 server. Microsoft Exchange includes an SMTP server and can also be set up to include POP3 support. 



j) ROUTER
In packet-switched networks such as the Internet, a router is a device or, in some cases, software in a computer, that determines the next network point to which a packet should be forwarded toward its destination. The router is connected to at least two networks and decides which way to send each information packet based on its current understanding of the state of the networks it is connected to. A router is located at any gateway (where one network meets another), including each point-of-presence on the Internet. For example, router can be used to connect a LAN to a LAN, a WAN to a WAN, or a LAN to the Internet.

A router is often included as part of a network switch. A router may create or maintain a table of the available routes and their conditions and use this information along with distance and cost algorithms to determine the best route for a given packet. Typically, a packet may travel through a number of network points with routers before arriving at its destination. Routing is a function associated with the Network layer (layer 3) in the standard model of network programming, the Open Systems Interconnection (OSI) model. A layer-3 switch is a switch that can perform routing functions. 

3. Identify the kinds of services of ISPs in Malaysia. You may compare the services and pricing provided by any 2 ISPs in this country.

There are many types of ISPs in Malaysia, such as:

· Jaring - dial-up and leased line Internet access provider, Web hosting, virtual servers and other Internet services 

· Malaysia Online - a commercial Integrated Value Added Services Provider. 

· Maxis Net - ISP with no registration or monthly subscription fees. Also offers hosting services and domain names for businesses. 

· Nasionet - a local commercial integrated value added services provider. 

· Putra.Net - offers Internet access, intranet, e-commerce, electronic publishing, and fax services. 

· Silicon Central - Internet access, networking and Internet consulting. 

· TIMENet Central - provides dial-up, broadband, and Internet roaming access with webmail, mobile messaging, and more. Site features local and international news, travel reservation, and lifestyle, and friend finder channels. 

· TMnet - offers Internet access services, commerce and application services, and content aggregation.
JARING provide a dial-up package to their customer who are looking for simple dial-up Internet access or corporate dedicated Internet access. JARING offers TWO packages of Internet access that cater to different needs:

1. Individual Package - for the casual user
· Home Surf 

· Starter Pack
· Eazy Surf 

· Leizure Surf 

2. Business Package - designed primarily for the business consumer in mind 
· Cyber Office 

· Cyber Executive 

· Cyber Business 

Pricing provide by JARING Dial-Up packages:

	Dial-Up > Packages
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Access Connection
: PSTN : 1.0 cent/minute
: ISDN: 4.0 cents/minute
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Access Connection
: PSTN : 2.5 cent/minute
: ISDN: 4.0 cents/minute
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(originally known as the family package) 

Access Fee

Pay as you use

Registration Fee

RM25.00 one time

Renewal Fee

RM20.00 per year

Benefits

· Register one main account and GET 
five (5) FREE supplementary accounts 

Note :

Amount Payable on Registration: 

· RM45.00 (Registration + Initial Access Fee) 

Amount Payable On Access Topup: 

· Minimum RM50.00 
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(originally known as the teleoffice package) 

Access Fee

Pay as you use

Registration Fee

RM50.00 one time

Renewal Fee

RM50.00 per year

Benefits

· Register one main account and GET
additional twenty (20) FREE supplementary accounts 

Note :

Amount Payable on Registration: 

· RM100.00 (Registration + Initial Access Fee) 

Amount Payable on Access Topup: 

· Minimum RM50.00 
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(specially created for light users who enjoy surfing) 

Access Fee

RM30.00 per month and annual renewal fee of RM20.00
OR
Pay 11 months subscription and get 12 months access at only RM330.00, plus waiver on annual renewal fee.

Registration Fee

RM25.00 one time

Benefits

· Access up to 50 hours monthly. 
Excess access is 1.0 cent per minute. 

Notes :

Amount Payable on Registration : 

· Monthly Subscription
RM 85.00 (Registration
fee plus two (2) months
access fee) 

· Annual Subscription
RM355.00 (Registration
fee plus one-year
access fee) 
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(for companies wishing to extend the benefits of Internet facilities to their staff) 
This package is not advisable if you are using ISDN connection

Access Fee

RM60.00 per month and annual renewal fee of RM50.00
OR
Pay 11 months subscription and get 12 months access at only RM660.00, plus waiver on annual renewal fee 

Registration Fee

RM50.00 one time

Benefits

· Access up to 100 hours monthly. 

· Excess access is 2.5 cents per minute. 

The above benefits are not applicable for ISDN usage. 
Note :

Amount Payable on Registration :
· Monthly Subscription
RM170.00 (Registration fee plus two (2) months access fee) 

· Annual Subscription
RM710.00 (Registration fee plus one-year access fee 

Amount Payable on Access Topup: 

· Minimum RM60.00 
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(replace unlimited usage account specially for adventurous surfers) 

Access Fee

RM50.00 per month and annual renewal fee of RM20.00
OR
Pay 11 months subscription and get 12 months access at only RM550.00, plus waiver on annual renewal fee. 

Registration Fee

RM25.00

Benefits

Access up to 160 hours monthly. 
Excess access is 1.0 cent per minute. 

Note :

Amount Payable on Registration : 

· Monthly Subscription
RM125.00 (Registration fee plus two (2) months access fee) 

· Annual Subscription
RM575.00 (Registration fee plus one-year access fee) 
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(replace unlimited usage account and for companies wishing to maximise their Internet usage while saving cost)
This package is not advisable if you are using ISDN connection
Access Fee

RM100.00 per month and annual renewal fee of RM50.00
OR
Pay 11 months subscription and get 12 months access at only RM1,100.00, plus waiver on annual renewal fee 

Registration Fee

RM50.00 one time

Benefits

· Access up to 160 hours monthly. 

· Excess access is 2.5 cents per minute. 

The above benefits are not applicable for ISDN usage . 
Note :

Amount Payable on Registration : 

· Monthly Subscription
RM250.00 (Registration fee plus two-month access fee) 

· Annual Subscription
RM1150.00 (Registration fee plus one-year access fee) 

Amount Payable on Access Topup: 

· Minimum RM100.00 




There are many services provide by TMNET, such as:

· TMNET Prepaid One

· TMNET 1515

· TMNET 1525

· TMNET Streamyx

· TMNET Direct

· TMNET BlueHypoo

· TMNET Corporate Roaming

Recently, the TMNET has introduced a broadband packages that suit almost anyone – TMNET STEAMYX
TMNET Streamyx is a broadband access service which provides 'always on' connection to the Internet with speed bandwidths from 384k up to 2Mb/s. With the high-speed connectivity/ bandwidth, the service is ideal to support most broadband applications such as, web hosting, video streaming, e-commerce, distance learning and others.

Who will benefit most

Basically, the service will benefit mostly the:
· Residential customers with heavy Internet usage who have been using the net via 56kbps dial-up or ISDN.

· Small businesses that have been using analog dial Internet access but actually need higher bandwidth, but not at higher cost. For instance, SMEs, SOHOs and telecommuters that have different applications such as e-commerce, web hosting, distance learning, serious Internet surfing and etc.

· Large businesses that require Internet access with high business grade service to support mission critical applications like e-commerce, net-meetings, streaming audio/video, portal service, web hosting, and access to the company LAN for telecommuting employees, extranet for valued customers and business partners.
	            PACKAGE
	MONTHLY

      FEE

     (RM)
	SPEED 

UP TO

  (bps)
	      USAGE     

       TIME
	IP ADDRESS

ALLOCATION
	     E-MAIL   

   ACCOUNT ALLOCATION

	Streamyx Basic 384k

RM44 for 60 hours
	      44
	384k
	60 hours (without modem)

additional usage=

 1 Sen/minute
	   Dynamic IP
	1 E-mail

	Streamyx Basic 384k

RM66
	       66
	384k
	Unlimited (without modem)
	   Dynamic IP
	1 E-mail

	Streamyx Basic 384k

RM77
	       77
	384k
	Unlimited (with modem)
	   Dynamic IP
	1 E-mail

	Streamyx Basic 512k

RM88
	       88
	512k


	Unlimited (without modem)
	   Dynamic IP
	1 E-mail

	Streamyx Basic 512k

RM99
	      99
	512k
	Unlimited (with modem)
	   Dynamic IP
	1 E-mail

	Streamyx Enterprise 1.0M
	     418
	1.0M
	Unlimited (with modem)
	    1 fixed IP
	3 E-mails

	Streamyx Enterprise 1.5M
	     618
	1.5M
	Unlimited (with modem)
	    1 fixed IP
	3 E-mails

	Streamyx Enterprise 2.0M
	     688
	2.0M
	Unlimited (with modem)
	    1 fixed IP
	3 E-mails

	Streamyx Corporate 1.0M
	     618
	1.0M
	Unlimited (with modem)
	    5 fixed IP
	3 E-mails

	Streamyx Corporate 1.5M
	    1048
	1.5M
	Unlimited (with modem)
	    5 fixed IP
	3 E-mails

	Streamyx Corporate 2.0M
	    1188
	2.0M
	Unlimited (with modem)
	    5 fixed IP
	3 E-mails


Pricing provide by TMNET STREAMYX packages:
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4. Use the Web to learn more about the Internet Engineering Task Force (IETF).

Summarize its major responsibilities.

The Internet has grown to encompass a large number of widely geographically dispersed networks in academic and research communities. It now provides an infrastructure for a broad community with various interests. Moreover, the family of Internet protocols and system components has moved from experimental to commercial development. To help coordinate the operation, management and evolution of the Internet, the IAB established the Internet Engineering Task Force (IETF). 

The IETF is chaired by Fred Baker and managed by its Internet Engineering Steering Group (IESG). The IETF is a large open community of network designers, operators, vendors, and researchers concerned with the Internet and the Internet protocol suite. It is organized around a set of several technical areas, each managed by a technical area director. In addition to the IETF Chairman, the area directors make up the IESG membership. 

The IAB has delegated to the IESG the general responsibility for making the Internet work and for the resolution of all short- and mid-range protocol and architectural issues required to make the Internet function effectively. 

The Internet Engineering Task Force (IETF) is a large open international community of network designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet. It is open to any interested individual. 

The actual technical work of the IETF is done in its working groups, which are organized by topic into several areas (e.g., routing, transport, security, etc.). Much of the work is handled via mailing lists. The IETF holds meetings three times per year. 

The IETF (Internet Engineering Task Force) is the body that defines standard Internet operating protocols such as TCP/IP. The IETF is supervised by the Internet Society Internet Architecture Board (IAB). IETF members are drawn from the Internet Society's individual and organization membership. Standards are expressed in the form of Requests for Comments (RFCs).

The IETF mission includes: 

· Identifying, and proposing solutions to, operational and technical problems in the Internet. 

· Specifying the development or usage of protocols and the near-term architecture to solve technical problems for the Internet. 

· Facilitating technology transfer from the IRTF to the wider Internet community. 

· Providing a forum for the exchange of relevant information within the Internet community between vendors, users, researchers, agency contractors, and network managers. 

5. Use the Internet to find out more about IPV6 and why it is being adopted. Summarize your finding.

IPv6 is short for "Internet Protocol Version 6". IPv6 is the "next generation" protocol designed by the IETF to replace the current version Internet Protocol, IP Version 4 ("IPv4"). 

Most of today's Internet uses IPv4, which is now nearly twenty years old. IPv4 has been remarkably resilient in spite of its age, but it is beginning to have problems. Most importantly, there is a growing shortage of IPv4 addresses, which are needed by all new machines added to the Internet. 

IPv6 is designed to solve the problems of IPv4. It does so by creating a new version of the protocol which serves the function of IPv4, but without the same limitations of IPv4. IPv6 is not totally different from IPv4: what you have learned in IPv4 will be valuable when you deploy IPv6. The differences between IPv6 and IPv4 are in five major areas: addressing and routing, security, network address translation, administrative workload, and support for mobile devices. IPv6 also includes an important feature: a set of possible migration and transition plans from IPv4.

Even if you’ve never studied IPv6, you may know about its most famous feature: big addresses. IPv4 uses 32-bit addresses, and with the growth of the Internet, these have become a scarce and valuable commodity. Organizations have gone to great lengths to deal with the shortage and high cost of IPv4 addresses. The most visible change in IPv6 is that addresses balloon from 32-bits to 128-bits.

	Feature
	Change

	Address Space
	Increase from 32-bit to 128-bit address space

	Management
	Stateless auto configuration means no more need to configure IP addresses for end systems, even via DHCP

	Performance
	Predictable header sizes and 64-bit header alignment mean better performance from routers and bridges/switches

	Multicast/Multimedia
	Built-in features for multicast groups, management, and new "any cast" groups

	Mobile IP
	Eliminate triangular routing and simplify deployment of mobile IP-based systems

	Virtual Private Networks
	Built-in support for ESP/AH encrypted/authenticated virtual private network protocols; built-in support for QoS tagging


IPv6 includes a transition mechanism , which is designed to allow users to adopt and deploy IPv6 in a highly diffuse fashion and to provide direct interoperability between IPv4 and IPv6 hosts. The transition to a new version of the Internet Protocol must be incremental, with few or no critical interdependencies, if it is to succeed. The IPv6 transition allows the users to upgrade their hosts to IPv6, and the network operators to deploy IPv6 in routers, with very little coordination between the two. 

6. Summarize the information for CCNA, CCNP and CCIE.

CCNA

Cisco Certified Network Associate (CCNA), a 280-hour curriculum, is the first step in a Cisco career certification path. Particular emphasis is given to using decision making and problem-solving techniques in the application of science, mathematics, communication and social studies concepts to solve networking problems. Students will learn how to install and configure Cisco switches and routers in multiprotocol networks using local and wide area networks (LANs and WANs), provide Level 1 troubleshooting service, and improve network performance and security. Additionally, instruction and training are provided in the proper care, maintenance, and use of networking software tools and equipment, as well as all safety, building, and environmental codes and regulations. Taught at secondary and post-secondary levels, CCNA features:

• CCNA1—Networking Basics

• CCNA2—Routers and Routing Basics

• CCNA3—Switching Basics and Intermediate Routing     

• CCNA4—WAN Technologies


Benefits of CCNA Certification

Overall, Cisco certification validates an individual’s achievement, so it increases the holder’s professional credibility by ensuring high standards of technical expertise. In particular, the CCNA certification indicates knowledge of networking for the small-office, home-office (SOHO) market and the ability to work in small business or organizations whose networks have fewer than 100 nodes. 

A CCNA certified individual can do the following:

• Install and configure Cisco switches and routers in multiprotocol internetworks using      

  LAN and WAN interfaces

• Provide Level 1 troubleshooting service

• Improve network performance and security
CCNP

The CCNP certification (Cisco Certified Network Professional) indicates advanced or journeyman knowledge of networks. With a CCNP, a network professional can install, configure, and troubleshoot local and wide area networks for enterprise organizations with networks from 100 to more than 500 nodes. The content emphasizes topics such as security, converged networks, quality of service, virtual private networks (VPN) and broadband technologies. There are two types of CCNP Academies: Local Academies and CATCs offering the CCNP curriculum. The CCNP program follows CCNA. The curriculum consists of CCNP 1 - 4 and prepares students to obtain their CCNP certification. This is a more advanced curriculum covering Advanced Routing (CCNP 1), Remote Access (CCNP 2), Multi-Layer Switching (CCNP 3) and Network Troubleshooting (CCNP 4).

CCIE

For over ten years, CCIE (Cisco Certified Internetwork Expert) certification has identified internetworking professionals with the highest level of expertise, those capable of tackling the most challenging assignments in their field. CCIE introduced by Cisco in 1993. CCIE certification is attained in technical specialties referred to as tracks. CCIE must be renewed annually. The CCIE program has no required curriculum, although many of Cisco's commercial classes taught by Cisco's Training Partners are suggested prerequisites to the CCIE exam. The exam consists of both written and practical exams. CCIEs have world-renowned internetworking expertise and are widely thought to be the most knowledgeable networking personnel available

· CCIE is the most respected high-level certification, recognized worldwide as the “doctorate” of networking. 

· Certified CCIEs are a highly select group. Less than 3% of Cisco certified professionals become CCIEs. 
· Passing the exams is not easy. Hands-on experience is the best preparation.
7. Explain why proxy server setting in Internet Explorer is needed in UTAR network environment.

Proxy server is a server that sits between a client application, such as a Web browser, and a real server. It intercepts all requests to the real server to see if it can fulfill the requests itself. If not, it forwards the request to the real server. 

Proxy servers have two main purposes: 

· Improve Performance: Proxy servers can dramatically improve performance for groups of users. This is because it saves the results of all requests for a certain amount of time. Consider the case where both user X and user Y access the World Wide Web through a proxy server. First user X requests a certain Web page, which we'll call Page 1. Sometime later, user Y requests the same page. Instead of forwarding the request to the Web server where Page 1 resides, which can be a time-consuming operation, the proxy server simply returns the Page 1 that it already fetched for user X. Since the proxy server is often on the same network as the user, this is a much faster operation. Real proxy servers support hundreds or thousands of users. The major online services such as CompuServe and America Online, for example, employ an array of proxy servers. 

· Filter Requests: Proxy servers can also be used to filter requests. For example, a company might use a proxy server to prevent its employees from accessing a specific set of Web sites.
Proxy server setting in Internet Explorer is needed in UTAR network environment. The main reason of using proxy server is to provide quicker access, ensure security, administrative control, and caching service. A proxy server is associated with or part of a gateway server that separates the enterprise network from the outside network and a firewall server that protects the enterprise network from outside intrusion. 

A proxy server receives a request for an Internet service (such as a Web page request) from a user. If it passes filtering requirements, the proxy server, assuming it is also a cache server, looks in its local cache of previously downloaded Web pages. If it finds the page, it returns it to the user without needing to forward the request to the Internet. If the page is not in the cache, the proxy server, acting as a client on behalf of the user, uses one of its own IP addresses to request the page from the server out on the Internet. When the page is returned, the proxy server relates it to the original request and forwards it on to the user. 

An advantage of a proxy server is that its cache can serve all users. Since that UTAR network environment has groups of users everyday, so, it is necessary use proxy server setting in Internet Explorer. If one or more Internet sites are frequently requested, these are likely to be in the proxy's cache, which will improve user response time. In fact, there are special servers called cache servers. A proxy can also do logging. 

8. Draw a network topology which includes the following equipment:

Router, hub, switch, PC, DNS server, firewall, the Internet, Email Server    
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9. Briefly explain the function of network layer in the Internet model.

Network layer, the third layer in the OSI model, provides for the transfer of information between end systems across some sort of communications network, it relieves higher layers of the need to know anything about the underlying data transmission and switching technologies used to connect systems. Whereas the data link layer oversees the delivery of the packet between two systems on the same network (link), the network layer ensures that each packet gets from its point of origin to its final destination.

There is a spectrum of possibilities for intervening communications facilities to be managed by the network layer. At one extreme, there is a direct point-to-point link between stations. In this case, there may be no need for a network layer because the data link layer can perform the necessary function of managing the link.

However, if the two systems are attached to different networks (links) with connecting devices between the networks (links), there is often a need for the network layer to accomplish source-to-destination delivery. 

Specific responsibilities of the network layer are:

· Logical addressing: the physical addressing implemented by the data link layer handles the addressing problem locally. If a packet passes the network boundary, we need another addressing system to help distinguish the source and destination systems, the network layer adds layer adds a header to the packet coming from the upper layer that, among other things, includes the logical addresses of the sender and receiver.

· Routing: When independ3ent networks or links are connected together to create an internetwork (a network of networks) or a large network, the connecting devices (called routers or gateways) route the packets to their final destination. 

For example, a computer might have a network address of 10.34.99.12 (if it’s using the TCP/IP protocol) and a physical address of 0050BA-004AB6. This addressing scheme is like saying that “Mr. Fong Kai Wen” and “Malaysia citizen with i.c number 800203-10-4329” are the same person. Even though there may be other people named “Mr. Fong Kai Wen” in Malaysia, only one has the i.c number 800203-10-4329. This is same theory with the network layer.

Now imagine that we want to send data from a node with network address A and physical address 10, located on one local area network, to a node with a network address P and physical address 95,located on another local area network. Because the two devices are located on different networks, we cannot use physical address only; the physical addresses have only local jurisdiction. What we need here are universal addresses have this characteristic, the packet at the network layer contains the network addresses (logical address), which remain the same from the original source to the final destination (A and P, respectively). They will not change when we go from network to network. However, the physical addresses will change when the packet moves from one network to another.   
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