Windows 2000 Server

Chapter1

You can refer to an object in the Active Directory by:

· Distinguished name

(DN) Identifies the location of an object in the domain

Distinguished names must be unique in a forest.

The following fields have been defined by the X.500 standard:

CN - The common name of the object or container

DC - The domain component of the object or container

· Relative Distinguished Name

(RDN) Refers to the object in a distinguished name. It is a shorthand version of the distinguished name, which makes it easier to interpret. You use the relative distinguished name when doing more focused searches using LDAP.

· User Principle Name.

You can think of the UPN as the user's logon name e.g. JohnDoe@onedomain.com
Down-level Login Name - used for backward compatibility with Windows.

The Schema

This defines the fields that are available for any given object. E.g. name and address for a user name.

Physical structure is critical to network function, it dictates how replication occurs and network traffic flows throughout the organization.

A site consists of a combination of one or more IP subnets connected by a high-speed link. Used to segment a network into manageable parts. A network is segmented by sites to help logon and replication traffic over slow network connections. When user logon they will attempt to logon to a local DC in their site. You can only have one schema master per forest.

Member Server - Does not participate in Active directory or Domain security. All DC's do. These copies add redundancy to the domain(s).

Global Catalog Server
The Global Catalog Server is the DC that maintains the global catalog. It allows universal logon authentication. It is also the mechanism in Win2k that co-ordinates and responds to queries of the Active Directory Database. The 1st DC in the root domain is automatically the global catalog server. Each site should contain one. (Recommended that each site should contain 2). If one is unavailable, it cannot refer users to a DC for logon authentication. If more than one is available, traffic is routed to the other available Global Catalog Servers. The Global Catalog Server automatically caches default info. for the organization. The cache contains information that has been previously queried or information that is predefined for every Global Catalog such as first and last names. 

Operation Masters

DC's that are assigned to complete certain tasks for the domain or forest.  These tasks are specific to the domain or forest and no other computer is allowed to complete these tasks. Operation Masters can perform 2 different roles: Forest wide roles and Domain-wide roles.

2 types of Forest wide Operation Masters:

1. The schema Master is the DC responsible for maintaining and distributing the schema to the rest of the forest. The first DC in the forest is the Schema master. It maintains all of the object types and the attributes to those types. If the Schema needs to be updated, it must be updated on the Schema Master by a schema administrator.

2. The Domain Naming Master is the DC that records the additions and deletions of domains to the forest. This Operation Master is important in keeping the integrity of the domain. It is queried when new domains are added.

Domain-Wide Operation Masters:                                                                                    

1. Relative Identifier (RID) Master is responsible for assigning blocks of RID's to all DC's. A SID is a unique identifier for each object in a domain. A RID uniquely defines the domain in which the SID was created. A RID and unique SID represents each object in a domain. They uniquely define the object and specify where it was created. Only on RID per domain.

2. The Primary Domain Controller (PDC) Emulator is responsible for emulating NT 4.0 for clients that have not migrated to Win2k.  It logs on non-win2k clients. 

3. The Infrastructure Master records changes made concerning objects in a domain. All changes are reported to the Infrastructure Master first, and then the are replicated to the other DC's.

Trust Relationships

A trust is an agreement established between domains that allows them to have access and permissions to each other's resources. Trusts by default are transitive. This means that a trust relation can pass from one trust to another. In Win2k the default is no longer the one to one trust relationship, it is a many-to-many trust relationship. There are 2 kinds in Win2k: two way transitive and one-way nontransitive trusts. 

Two way transitive

This is the default trust relationship for all domains in a Windows tree or forest.  This allows other trusting domains access to all trusted domain resources. All trusts by default are not only transitive; they are also two-way. This implies that when a trust is set up between 2 domains they are both the trusted domain and the trusting domain, as in fig. 1:










One-way nontransitive trusts0

This can be set up for compatibility with NT 4.0 domains. In Win2k these trusts must be set up manually by administrators from both domains. A one-way trust means that  only one domain trusts another domain. It does not mean they both trust each other. A non-transitive trust relationship does not flow through an organization; it is a one-to-one commitment.







Domain A trusts Domain B

Domain B trusts Domain C

But

Domain A does not trust Domain C

Domain C does not trust Domain A

Domain B does not trust Domain A

Domain C does not trust Domain B

Requirements

Minimum - 1GB,  Recommended - 2GB

133Mhz

CDROM (12X or faster recommended)

NIC

Max Requirements:

4GB RAM, 4 Processors, 8GB RAM for Advanced Server, 8 Processors for Advanced Server, Max of 64GB RAM for Datacenter. Max 32 Processors for Datacenter.

Licensing mode:

Per Server is the number of client connections to this server.

Per Seat is the number of clients regardless.

Client Access Licenses (CAL) must be purchased for the number of clients and the licensing mode that is chosen. CAL's are not required for IIS, telnet or FTP.

Optional Components

Certificate Server
Installs the public key certificate authority application.

Cluster Server
Available only on Advanced Server and Datacenter. It allows servers to work together even after a hardware failure.

Index Server
Installs full text-searching capabilities.

Management and Monitoring
Adds tools for improving network performance (includes SNMP)

Message Queuing Service
Installs a network communication service

Networking Services
Includes DNS, DHCP, TCP/IP, WINS, Control Services, Internet Authentication Service, and Internet Proxy Service.

Remote Storage
Installs a tool to store files on other media types

Script Debugger
Enables programmers to find errors in scripts

Terminal Services Licensing
Keeps track of Terminal Services users.

Study Winnt switches on page 50

The answer file answers general questions during the install, and UDF files answer questions that are unique to the individual computer being installed. Winnt.sif should be placed on a floppy when doing an unattended setup.

During Setup manager, if unique computer information is provided an unattended.txt file and a udf file is generated.

Do not run sysprep on a member of the domain, because the sid's are deleted leading to undesired results. Run it on a test computer. When installing this image onto another system, install the image and the setupcl.exe program onto the computer. This will regenerate new SID's for the computer that will require the duplicated image.

At any time you can upgrade a member server to a DC by using the DCPROMO command. If you run DCPROMO on a DC it will uninstall the active directory and all of its active directory information. DCPROMO will then have to run again to re-install a fresh copy of the active directory. TCP/IP must be installed and the correct date and time and zone set.

The PDC should be the first DC that you upgrade to Win2000. This will migrate the security accounts from NT to the active directory database. You can upgrade the BDC at any time after you upgrade the PDC. (Recommended to keep the BDC offline while upgrading so that you can revert if necessary).

You can upgrade member servers to Win 2000 servers at any time. 

NT 3.51 computers on Win2000 domains are not recommended. Authentication is a problem because of two-way transitive trusts. In addition NT 3.51 does not understand user accounts moved to a Win 2000 domain. NT 3.0 needs to upgrade to NT 3.51 or 4.0 before upgrading to Win 2000.

2000 Server can function in mixed mode or native mode. Mixed mode defines the presence of NT and 2000 DC's, and native mode defines the presence of only Win 2000 DC's. In native mode clients can run other OS's.

One advantage of a mixed mode domain is that it can be reverted to an NT domain. It also allows for slow migration to Win 2000. Switching to native mode adds advanced security features such as nested groups and a new universal group. To switch to native mode go to active directory domains and trusts, right-click the domain, properties, general tab, change mode. Switching from mixed to native is a one-way process. You cannot go back to mixed.

Chapter 4
Any device on the HCL uses PnP. If you do need to use the add/remove hardware wizard you need to be a member of the administrators group. If you use the add/remove hardware wizard you may be asked to specify an IRQ from 0 - 15.

After a hardware profile is created and selected at startup you can use device manager to enable and disable devices for that profile. Multiple monitors require an additional PCI or AGP adapter.

Driver signing verifies that a digital signature was added to the drivers or OS files by Microsoft. This assures that the files have been tested by Microsoft and are in their original condition. Driver signing options are reached via the system icon in the control panel. 3 options - Ignore, Warn, Block. 

3 additional components enhance driver signing:

Windows File Protection - Prevents system files from being replaced by files that are not digitally signed. Replaces non MS files with backups stored in Dllcache folder.

SFC - Command line utility that verifies the correct system files are in use. Replaces non-MS files with backups stored in Dllcache folder.

File Signature Verification - A wizard initiated by the sigverif command. It scans Win 2000 and starts a log file that reports which files are signed and which are unsigned, the modified date, and the version of each file.

2 ways to monitor system performance:
1.    Performance Tool

Can analyze and store info for local and remote servers. Can be scheduled.

Performance Logs and Alerts

Counter logs: stores your counter info.

Trace Logs: Record and collect data about the OS and programs to file.

Alerts: Notify administrator when a defined counter falls below a specific range.

Diskperf -y command must be executed and the system rebooted before disk counters can collect data.

IMPORTANT - Memorize table on pg. 76

Application Server - analyze memory and processor

Web Server - analyze memory and network performance.

File Server - analyze memory and disk.

2. Task Manager - can be accessed by right clicking on the task bar and selecting task manager. Has 3 tabs - Applications, processes (includes the PID (Process ID) ), and performance.

Processes priority can be changed by right-clicking. Setting a process to real-time makes all other processes halt and concentrate on the real-time task.

Supported Protocols - TCP/IP, NWLink, Appletalk, DLC, and NetBEUI.

Networking services can be bound to a NIC. Client for MS networks and File and printer sharing are installed and bound by default. There are other networking services that can be installed from add/remove programs:

Networking Service
Function

COM Internet Service Proxy
Enables the Distributed Component Object Model (DCOM) to integrate with HTTP.

DNS
IP to host name

DHCP
Assigns IP's

Internet Authentication Service
Authentication and accounting of VPN's and dial-in users

QoS Admission Control Service
Enables control of network connections on a subnet, and bandwidth priority

Simple TCP/IP Services
Enables features such as Quote of the day and the echo command

Site Server ILS Service
Enables the use of TCP/IP for updating site server directories

WINS
IP to NetBIOS

To communicate on the same subnet must have an IP address and a subnet mask. To communicate on a different subnet you must have an IP address, a subnet mask, and a default gateway.

Address Class
IP Range
Default Subnet Mask
Binary Subnet Mask
No. of hosts for each network

Class A
1-126.x.y.z
255.0.0.0
11111111.00000000.00000000.00000000
16 million

Class B
128-191.x.y.z
255.255.0.0
11111111.11111111.00000000.00000000
65,534

Class C
192-223.x.y.z
255.255.255.0
11111111.11111111.11111111.00000000
254

IP addresses that start with 127.x.y.z, are invalid on the network.

If Auto assign IP's is selected it will assign an IP, subnet mask and default gateway automatically.

Finding out if 2 computers are on the same subnet is achieved by a process of ANDing.  The binary IP is compared to the binary subnet on both computers. If they are different they are not on the same subnet.

A default gateway is the IP address of a computer that routes the TCP/IP packets between subnets. 

APIPA is a new feature for Windows 2000 OS's. Because APIPA assigns it's own subnet mask and IP, APIPA computers can only communicate with other APIPA computers. APIPA queries the network every 5 minutes looking for an available DHCP server. 

The DHCP service is authorized if there is a green arrow next to the computer in the DHCP snap-in. Red if stopped. 

Recommended to exclude any IP's you manually assign to computer from the IP scope of the DHCP server. This stops potential IP conflicts. Be careful of routers that do not support DHCP/BOOTP; DHCP traffic cannot cross a router without it.  If BOOTP is not supported, a DHCP/BOOTP Relay Agent must be installed.

A DNS server that supports SRV records must be implemented on the network to install Active Directory and is RFC compliant. Win 2000 DNS Service offers the following:

· Dynamically updating DNS records

· Active Directory Integrated Zones - This enables active directory to replicate DNS information throughout the domain decreasing the fault tolerance of DNS info. This ensures DNS will always be available to clients.

· Command Prompt Utility - dnscmd.exe can be used to perform most of the GUI DNS tasks.

· Full zone transfer and incremental zone transfer - A Full zone transfer sends all of the zone data information to receiving servers. An incremental zone transfer sends only zone data that has changed - helps reduce traffic.

3 Main components that need to be configured for NWLink:

· Frame Type - The format in which the packets are sent. Computer communicating must have the same frame type. Frame types available with NWLink are Ethernet 802.2, Ethernet 802.3, Ethernet II, and Ethernet SNAP.

· Network Number - This component is the number associated with the network that is broadcasting the data. It is similar to the subnet portion of an IP subnet; it dictates where the traffic is segmented. All computers that need to communicate must have the same network number.

· Internal Network Number - A unique 8 digit hex id that distinguishes a NetWare Server. 

Installing NWLink will add NWLink NetBIOS and NWLink IPX/SPX/NetBIOS Compatible Transport Protocol to the list of components. NWLink NetBIOS cannot be configured.

Microsoft provides 2 services that assist in accessing NetWare servers. These help with file and printer access to NetWare servers. As follows:

Client Services for NetWare (CSNW) - This service allows MS clients to connect and authenticate to file and print resources of a NetWare server. Recommended if you need frequent access to a NetWare server.

Gateway Services for NetWare (GSNW) - Acts as a gateway for MS clients and servers to access and authenticate to a NetWare file and print server. Recommended if you need infrequent access to a NetWare server

When GSNW is installed, CSNW and NWLink are automatically installed. It is recommended to install NWLink before GSNW to avoid the automatic install. 

A gateway account must be configured on both MS and NetWare servers.

Practice installing GSNW.

To check a modem install - hit the diagnostics tab and click query modem.

Troubleshooting problems communicating through NWLink:

· Verify Frame type is the same as the NetWare server

· Verify the network number is the same as your NetWare server

Troubleshooting problems communicating through GSNW:

Map a network drive, view the server through windows explorer or browse to the browse through My network places.

If these fail:

At a command prompt, type net view /network:nw (This lists all NetWare servers on your network)

Check the gateway account in through the GSNW icon in the control panel. This verifies that your gateway account is configured correctly and also enables you to assign shared resources and set permissions.

Check the Windows 2000 server gateway account and the NetWare gateway account for configuration errors or a locked out account. 

Checking both gateway accounts rules out the possibility that one of the accounts is locked out or was set up incorrectly.

If an NT workstation cannot access an IP address it registers a 0.0.0.0 address and communication does not occur.

Active Directory Users and Computers:

Container or OU:

ForeignSecurityPrincipals (Container) - Contains security identifiers (SIDs) associated with objects from external, trusted domains.

LostAndFound - Contains Orphaned Objects

System - (Container) - Contains system settings for policies, IP security Dfs configuration, RAS, and other system items.

You can only view lost and found and system by showing the advanced features by right-clicking the domain name, select view and click advanced features.

To export information in Active directory, right-click the container and click export list. This allows you to save the comma or tab delimited information to a file.

Default users;

Administrator

Guest

krbtgt - The account used for the Key Distribution Center Service

TsInternetUser - The account used by Terminal Services

To move a profile click system in the control panel, click user profiles, select the profile and then click 'copy to'.

2 Different types of Groups:

1. System - Used for security purposes. The members of a security group are listed in the Discretionary Access Control List (DACL). This is a list of permissions that allows or denies users access to resources. Security groups can also be used as email distribution lists.

2. Distribution - Used only for email distribution. Their groups are not associated with security or permissions.

Each of these 2 groups has 3 scopes. A group scope defines who can be in the group and where the group is implemented in a forest. The 3 group scopes are domain local, global, and universal.

· Domain local group scope - Can have users from any domain in the forest, but the users can only access resource in the local domain.

· Global Group Scope - Can only have users from the local domain, but they can access resources in any domain in the forest.

· Universal Group Scope - Can have users from any domain in the forest, and they can access resources in any domain in the forest.

The group scope membership is defined by the forest's mode. If the forest is in mixed mode, the group membership is more refined. Remember that in mixed mode the universal group cannot be accessed. In native mode the universal group can be implemented and groups can be nested.

Learn the built in local security groups - table 6.6 Pg. 122 - READ.

Win 2000 also defines default domain local groups, global groups, and universal groups in table 6.7 pg. 124 - READ

These are located in Active Directory Users and Computers in the Users container. To add a group, right-click user and select 'add to group'.

'Contact' objects are used for information and email purposes only. Right-click container, new, and click contact.

An OU is the lowest level container that you can assign group policies and the delegation of control. Containers and OU's are similar - difference is containers cannot have group policies applied to them, but delegation of control can still be assigned. 

Group Policies replace the system policy editor in NT 4.0. GPO's are replicated to all DC's in the domain.

How to apply GPO's at different levels - read table 6.8 pg. 127

By default GPO's are inherited throughout the forest. You can select the 'No override' option, so that the child GPO does not override a parent GPO (Right-click the policy and select no override).

You can stop child OU's from inheriting the GPO by checking 'Block Policy Inheritance'.

GPO's are implemented on startup, logon, or upon request (by typing: secedit /refreshpolicy machine_policy) or when a policy interval has been reached.

Dynamic storage can be FAT or NTFS. Only NTFS can extend volumes on dynamic storage. 1MB must be unallocated to upgrade to dynamic.

Mirrored sets and striped sets from NT 4.0 function normally in Win 2000 Server, they will be defined as Basic.

Raid 0 - Disk Striping (2 - 32 drives)

Raid 1 - Disk Mirroring - 50% disk overhead, one disk to hold the original, another to hold the copy.

Raid 5 - Disk striping with Parity - fault tolerance. Parity is a calculation that can be used to reconstruct the data in case of a failure. Requires at least 3 drives. If 3 drives are used, there is 1/3 disk overhead for the parity information.

You cannot extend a system or boot volume.

Volumes - Simple, spanned, striped, mirrored, or RAID 5.

If a disk shows an error, right-click, and select reactivate.

If one of a mirrored volume fails the mirror must be broken. Right-click the disk and select remove mirror. Then add a replacement disk and mirror it. 

A striped volume cannot be extended or mirrored.

RAID 5 - If more than one disk breaks, all data is lost.

2 ways to recover a RAID 5:

1. If offline, missing, or online (errors), right-click disk, select re-activate. Failing this:

2. Right-click disk, select repair volume. In the repair box, select new disk.

The only way to restore a damaged partition is to restore the data from a backup. 

Recovering a Mirrored set on basic disks

When one part of a mirrored set fails, it displays the status of failed redundancy. When you have 3 disks, there must be another disk available with the required free space. Right-click the one you want to repair, select repair volume and go through the wizard. Failing this, right-click and select resynchronize mirror.

Recovering RAID 5 on basic disks:

Right-click - repair volume, failing this: right-click, select regenerate parity.

A partition or striped set cannot be repaired.

NTFS volumes cannot be mounted. To create a mount, right-click on unallocated space, create volume, etc.

Upgrading to dynamic makes a disk unreadable makes it unreadable to OS's other than Win 2000.

Rescan - looks at all the drives and updates the information.

Refresh - Updates the type of disks, drive letters and file systems.

Win 2000 automatically detects disks used in other systems. If it can read it, it will display a foreign status. Right-click and select 'import foreign disk'.

2 Errors received when importing a disk from another system:

1. Failed: Incomplete volume. Appears if imported from a spanned, striped, or RAID 5 volume. Occurs when the whole volume is not imported. Rest of volume must be imported before use.

2. Failed Redundancy: Appears if disks are part of a mirrored volume or RAID 5 with one part missing. In this case data cannot be accessed, but there is no redundancy.

To run error-checking tool, right-click, properties, tools tab, check now. If exclusive access cannot be obtained, it attempts to schedule the task next time the system is rebooted.

*********************************************************************************

Remainder of Chapter 9

Web Access Permissions and Functions

Permissions
Function

Access Permissions


Read
Read a web page

Write
Read and make changes

Script Source Access
Used to get access to the script code

Directory Browsing
Used to view a hypertext listing of files in the directory

Application Permissions


None
Prevents programs and scripts from running

Scripts
Allows scripts to be run

Execute (includes scripts)
Enables scripts, dlls, and exe programs to run

IIS has 4 levels of authentication. When implementing authentication, the user must have a username and password. The 4 levels are found on the directory security tab under the anonymous Access and Control Edit button.

1. Anonymous authentication provides access to public areas of your web site. It uses the IUSR_ computername account.

2. Basic authentication transmits passwords in clear text. It is supported by most browsers but is not secure. Secure Sockets Layer (SSL) must also be used to secure basic authentication.

3. Digest Authentication uses a process called hashing to authenticate. Hashing converts the password into a numeric value that corresponds with a servers hashing table. Digest authentication has 2 drawbacks. Only IE 5.0 supports it, and only Win 2000 DC's can make this option available.

4. Integrated Windows Authentication uses the logon username and password so that passwords are not sent over the network. There are 3 drawbacks to Integrated Windows Authentication. First, only IE 2.0 and above support it. Second, it does not work over HTTP proxy connections. Finally, the user must be authenticated by a domain logon.

IP Security - you can restrict access by IP, computer or domain. - Look at directions, bottom of page 208.

Secure Communications - using a Server Certificate Authority - Look at directions, bottom of page 208.

Monitoring Web Resources

You can use Site Server to monitor and map a web site. It uses a site crawler to explore a web site and report broken links. It displays the web site in an easy to use format and can be queried for certain criteria.

IIS tracks events using log files for the FTP and Web services. The logs are located in the systemroot\system32\logfiles folder. They can be imported into the Usage Import program. Report writer is then used to import the Usage Importer data. Report Writer gives statistical information for analyzing Wen and FTP resources.

Review Troubleshooting Web Sharing Resource Pg. 209. Remainder of Chapter 9

*************************************************************************************

Chapter 12 - Backup and Recovery

Restoring System State to a non-DC is like restoring anything else. Restoring to a DC is more difficult. There are 2 ways to do this:

1. Authoritative Restore of active directory. 
This assigns new USN's (Updated Sequence Numbers) to the restored system state so old ones are not used, and the active directory can then be replicated to all other DC's. If OU's or objects are accidentally deleted, an authoritative restore must be performed to restore them.

To perform an authoritative restore:

Reboot, F8 - Directory services Restore Mode, Log on as Administrator, Restore the system state (as normal), type 'ntdsutil.exe' at a command prompt. Then type 'authoritative restore'. At this prompt type 'restore' and the name of the object to restore. E.g. 'restore subtree OU=secret, DC=computer1, DC=com." Exit ntdsutil and reboot. This restores the OU secret.

2. Performing a non-authoritative restore of Active Directory:

Same as previous, except reboot the server instead of running ntdsutil. This restores the system state data to its original USN, but the restored information is not replicated throughout the domain because the USN is outdated.

F8 screen - Enable Boot Logging - creates a file called ntbtlog.txt in systemroot. This creates a list of the drivers and services that start on bootup.

Debugging Mode - Uses a cable to send debugging information to a remote computer.

To recover using an ERD choose Fast repair. You can use a single boot disk to boot a computer that has a corrupt boot sector, ntldr file, or ntdetect, or failed mirror. To create a boot disk, copy ntldr, noot.ini and ntdetect.com to a floppy.

The Advanced RISC computing (ARC) naming path is specified in the BOOT.INI file. The path informs the server where the system and boot files are for the OS.

Multi - used for SCSI, IDE and EIDE controllers.

scsi - used for scsi controllers without the scsi BIOS enabled.

Partition ( ) starts with 1, others with 0.

E.g. multi (0) disk (0) rdisk (0) partition (1)

multi (0) - refers to the first controller.

disk (0) - refers to the first disk on the controller without the scsi bios enabled.

rdisk (0) signifies the 1st disk on the controller.

Partition (1) - first partition

scsi ( ) and disk ( ) function together and rdisk ( ) is not used.

multi ( ) and rdisk ( ) function together and disk ( ) is not used.

You can edit the ARC path to a mirror if one has failed.

Use the F6 key to install a manufacturers HAL

Use a boot disk to boot a server with a corrupt MBR or missing NTDETECT.com, ntldr, failed mirror or bad boot sector.

If you update the HAL after setup, and a conflict exists, do the following to fix:

1. Boot to the CD and 'R' to repair, manual, 'F' to run all repair options, Reboot, F8, Last Known Good.

2. Boot to the CD and 'R' to repair, 'C' for the recovery console, copy and rename HAL files to winnt\system32 directory.

CSNW and GSNW troubleshooting 

· Verify password and account info.

· Verify the correct frame type, network number, and internal network number are being used by the NWLink protocol.

· Check the default tree and context settings. They should be the same as the available NetWare servers.

· Use net view /network:nw to view available NetWare servers.

DHCP troubleshooting

· If the DHCP traffic is crossing a router, verify that the router supports DHCP/BOOTP. If DHCP/BOOTP is not supported, you must configure a DHCP Relay Agent.

DNS troubleshooting

· When using non-Windows 2000 DNS, verify that the Service Resource Records (SRV's) are supported.

· Verify that full and incremental zone transfers are replicating information to designated DNS servers.

· Check the configuration of the Primary Zone, Secondary Zones, and Active Directory Zones.

· Ensure that the DNS service is always available by using Active Directory Integrated Zones.

Command Line Utilities

Arp
Monitors and changes the address translation tables

At
Schedules programs

Diskperf
Starts disk counters for the system monitor

Nbtstat
Viewing of NetBIOS over TCP/IP stats

Net start
Starts Windows 2000 services

Net use
Maps or unmaps network drives

Start
Runs a specified program. Can be used with /low and /high to set process priority

Xcopy
Copies files, directories and subdirectories

Windows Installer

You use the Windows Installer to manage the installation of software on remote computers. The package that is created uses a file with a .msi extension, which replaces the setup.exe program that is normally used for installing software. The software installation and maintenance program only operates with Windows 2000 clients.

If a program is assigned to a user it appears on the desktop regardless of which computer they log onto. The app is not installed until the user double-clicks on the icon.

If a program is published to a user it appears only in add/remove programs.

If a program is assigned to a computer, it is available on that system regardless of who logs on - loaded automatically when the computer boots.

Advanced published or assigned - Upgrades, modifies, or uninstalls packages that have already been published or assigned.

An app cannot be published to a computer.

Distributed File System (Dfs)

A logical hierarchical file system for users. Made up of shared folders from different locations on the network. The first shared resource in the Dfs is the Dfs root. All additional resources added to the Dfs root are called Dfs links.

Dfs makes it easy for an administrator to change the location of a shared folder without affecting how the user accesses resources. You can use Dfs on FAT or NTFS.

2 Types of Dfs:

1. Standalone Dfs - Displays the file system from one single computer. It is not part of Active Directory. The drawback is that there is no fault-tolerance built-in.

2. Domain Dfs - Displays the file system from many computers and is part of Active Directory. Provides fault tolerance.

Practice steps listed on pg. 225.

The domain Dfs is published in Active Directory and thus provides fault tolerance. It will replicate it's information to other DC's. If the shared resources become unavailable from one location they can be accessed from another DC.

Dfs client client software 4.x or 5.0 must be loaded before the client can access a Dfs. Windows 98, Windows NT 4.0 and Windows 2000 include Dfs client software. It must be downloaded and installed for Windows 95. It is not supported in DOS, Win 3.x or non-Windows OS's.

Terminal Services

Remote desktop Protocol (RDP) is the protocol that uses TCP/IP to interface between the server and the client.

Application Server Mode: Desktop and Windows apps. Can be implemented on non-Windows computers.

Remote Administrator Mode: Enables you to administrate the server remotely from anywhere on the network. A secure method of administering.

It is recommended to install terminal services on a member server, because of the system overhead.

2 Administrative tools are used to manage Terminal Services:

1. Terminal Services Configuration - used to add different network connections and to change server settings.

2. Terminal Services Manager - used to monitor the server, users, disconnect users and send messages to users.

Each client connecting to a Terminal Services server in Application mode needs to have a client access license. Terminal Services Licensing helps manage Client Access Licenses (CAL).

· Terminal Services Client Access Licenses must be purchased for anyone that is not a Windows 2000 client that plans on connecting to the Terminal Services.

· Built in Licenses are automatically available for Win2000 clients connecting to Terminal Services.

· Terminal Services Internet Connector Licenses must be purchased for users who connect anonymously to the Terminal Services over the Internet.

To create setup disks, go to Terminal Service client creator.

To install over a network, ensure that systemroot\system32\clients\tsclient folder is shared. Run setup.exe in this folder.

Ending a Terminal Service connection:

1. Disconnecting - Ends the session but leaves the apps running on the server.

2. Logging off - Ends session and closes app on the server.

Users can authenticate on the server and access Local Network Resources using Remote Access Services (RRAS).

Routing and Remote Access options

Option
Function

Internet Connection Server
Grants computers access to the internet

Remote Access Server
Provides dial-in access to the network

VPN Server
Provides a connection to the network over a secure internet connection

Network Router
Facilitates communication between different networks

Manually Configured Server
Configures the server with default settings
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