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ABSTRACT

The goal of thiswork is to separately control individual seaure
sesgons between urimited pairs of multicast recevers and
senders whil e preserving the scdability of recever initi ated
Internet multi cast for the data transfer itself. Unlike other seaure
multi cast solutions, there ae @solutely no side-effeds on aher
recavers when asingle receéver joins or leavzes asesson. Each
individual recever can aso reliably prove whether any fragment
of the data hasn't been delivered or wasn't delivered ontime (e.g.
late video frames). Further, ead recever's data can be subjed to
an individual, watermarked audit trail. The @st per recever-
sesgonistypicdly just one set-up message exchange with akey
manager. Key managers can be replicaed withou limit because
they are only loosely coupled to the senders who can remain
oblivious to members being added or removed. The solution
requires atamper-resistant procesor such as a smartcard at eath
recaver. However, generic cads supdied by atrusted third perty
are used rather than cards edfic to ead information rovider.
The technique can be gplied to ather bulk data distribution
channelsinstead of multi cast, such asDVD.
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1. INTRODUCTION

This paper explores techniques to maintain an individua seaurity
relationship between multicast senders and eat recaver withou
compromising the dficiency and scdability of 1P multicast's data
distribution. We focus on issues that are foremost if the multi cast
information is being sold commercially. Of prime @ncern is how
to individually restrict eat recaver to extrad only the data for
which it has paid. Secondy, commercia information ddlivery
systems shoud preferably include the caability for individua
proof of delivery. Where both nonrepudation and transport
reliability aren't intrinsic to the delivery system, the st of
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providing customer suppat to handle billi ng complaints is likely
to overshadow al other costs. However, where streamed
informationis concerned, simple proof of receptionis not enough.
Timely reception must aso be provable. Thirdly, of particular
concern with multicast information products is prevention a at
least detedion o wunlicensed re-distribution o receved
information.

We aopt an approach where the key used to encrypt sent data is
systematicaly changed for ead new unit of applicaion data. The
keys are taken from a pseudorandam sequence seeded with a
valueinitially known orly to the senders. When a recever wishes
to join, it requires a trusted third party smartcard. At the end o
ead recever's ®t-up phese, its card is running a key generator
sealed with the same value & that of the senders and it contains a
policy defining which keys the recever is entitted to. The
smartcard does no ceayption; it merely hands out a key whenever
a request conforms to the policy. The smartcard can record a
summary of which keysit has given ou that can be used asa non
repudable 'delivery note' in the cae of delivery disputes.

Thus, whenever areceéver isadded or removed, thereis zero side-
effed on aher recevers. A speda groupkey change doesn't have
to be initiated becaise systematic changes occur dl the time
anyway. No keys neal sending over the multicast, therefore
reliable multicast isn't required. If key managers are delegated to
hande requests to set-up recéver sesgons, the senders can be
completely oblivious of any recever addition a removal. Thus,
there is absolutely no couging bad to the senders. For stateless
key manager scenarios (e.g. pre-payment with no credit) any
amourt of key manager replicaion can be introduced. The key
managers just give out sesson seals and pdiciesin return for pre-
payments. Thus performance is linea with key manager
replicaion and system resili ence is independent of key manager
resili ence

Thus we focus on a pragmatic scenario where evictions from the
multicast group are typicdly planned at sesson set-up, but till
might occur at arbitrary times. Nonetheless we do caer for the
occasiona unpanned eviction, athough the scheme doesn't scde
if the level of its use becomes high. Our thesis is that there ae
many applicaions that only rarely require premature eviction, e.g.
pay-TV or pay-per-view. Consequently, our scheme typicdly
requires just one set-up message per recaever sesson. All further
seaurity messaging proceals between the recever and its
smartcard, which ads as a proxy of the key manager. If the
recaver wishes to dspute delivery of certain parts of the stream,
another messageisrequired at the end d the sesson to present the
'delivery note'.



In sedion 2 we discuss requirements and describe related work
on multicast key management, nonrepudable recepting and
detedion d re-multicast. In sedion 3 we describe the underlying
composition d the systems we have implemented to mee al our
requirements. Then, in sedion 4 we describe the design of
spedali sations we have implemented to achieve eab requirement.
Sedion 5 describes how seaure sessons are set up, torn dovn or
modified (eg. for an unganned eviction). Sedion 6 briefly
describes our implementation. Finaly limitations of the gproach
are discussed foll owed by conclusions.

2. BACKGROUND AND REQUIREMENTS
When using Internet multi cast, senders end to a multicast group
address while recévers ‘join' the multicast group through a
message to their locd router. For scdability, the designers of IP
multicast deliberately ensured that any one router in a multicast
treewould hide dl downstream join and leare adivity from all
upstrean routers and senders [11]. Thus a multicast sender is
oblivious to the identities of its recevers. Clealy any seaurity
relationship with individual receversisimpaossbleif they can't be
uniquely distinguished. Conversely, if recevers have to be
distinguished from eat ather, the scaability benefits gart to be
eroded.

2.1 Multicast key management

If amulticast sender wishes to restrict its datato a set of recavers,
it will typicdly encrypt the data & the gplicaion level. End-to-
end accessisthen controlled by limiting the drculation d the key.
A new recever coud have been storing away the encrypted
stream before it joined the seaure sesson. Therefore, every time a
recaver is adlowed in, the key neals to be dcanged (termed
badkward seaurity [19]). Similarly, after a recever is thrown ou
or requests to leave, it will still be ale to deaypt the stream
unless the key is changed again (forward seaurity). Most
approaches work on the basis that when the key needs to be
changed, every recéver will have to be given a new key.
Continually changing keys clealy has messaging side-effeds on
other recévers than the one joining or leaving.

We define a'seaure multicast sesson’ as the set of data that a
recever could understand, having passed ore accss control test.
If one key is used for many related multi cast groups, they al form
one seaure sesson. If a particular recever leaves a multicast
group then re-joins but she muld have deaypted the information
she missd, the whole transmissonis dill asingle seaure sesson.
We eawisage very large recever communities, e.g. ten million
viewers for a popdar Internet pay-TV channel. Even if just 10%
of the audiencetuned in or out within a fifteen minute period, this
would pdentialy cause thousands of seaure joins or leaves per
seaond

We use the term 'applicaion data unit' (ADU) as a more genera
term for the minimum useful atom of data from a seaurity or
commercia point of view (one seand in the @ove example).
ADU size is application dependent. It may be an initidisation
frame and its st of asociated 'P-frames' in a video sequenceor it
may be ten minutes of access to a network game. For
performance, an ADU may be only partially encrypted with the
remainder in the dea [18]. ADU size ca vary throughou the
duration o a stream dependent on the mntent. ADU size is a
primary determinant of system scdability. If a milli on recévers

were to join within fifteen minutes, but the ADU size was aso
fifteen minutes, thiswould orly require one re-key event.

However, reduction in re-keying requirements isn't the only
scdability isase. In the ébove example, a system that can handle a
milli on requests in fifteen minutes dill hasto be provided, even if
its output is just one re-key reguest to the senders. With just such
scdability problems in mind, many multicast key management
architedures introduce akey manager role & a separate @wncen
from the senders. This deds with pdicy concerns over
membership and isolates the senders from much of the messaging
traffic needed for accessrequests.

We now describe the most scdable of the group key management
proposals. Ballardie suggested exploiting the same scdability
technique used for the underlying multicest treg by delegating
key distribution aong the dain of routers in a mre based
multicest routing tree [4]. However, this suffers from a ladk of
end-to-end seaurity, requiring edge austomersto entrust their keys
to many intermediate network providers. The lolus g/stem [20]
sets up asimilar distribution hHerarchy, but only involving trusted
end-systems. However, gateway nodes in the hierarchy deaypt
and re-encrypt the stream to isolate sub-group members from key-
changes in ather sub-groups. This increases latency and set-up
complexity and reduces resili ence.

An aternative dass of approaches involves a single key for the
multi cast data, but a hierarchy of keys under which to send ou a
new key over the same multicast channel as the data. These
approaches involve a degree of redundant re-keying traffic
arriving at every recever in order for the occasional message to
arrive that is dedpherable by that recever. The logicd key
hierarchy (LKH) [25] gives ead recéver its own key then credes
the same number of extra keys, one for ead nock of abinary tree
of keys with eath member's key at the leaves. The roat of the tree
is the group key under which data is encrypted. When a member
joinsor leaves, al the keys on their branch to the root are replacel
in ore long message multicest to the whale tree Perlman has
suggested an improvement, termed LKH+, where a one way
function could be used to compute the next key from the eisting
one [22]. Only the new key would be reveded to the joining
member. The one-way function tree (OFT) technique is in the
same dassof approaches [19]. Like LKH, al members have their
own key, and a binary treeof keys is built over them with the root
also being the group key. Because the keys a ead intermediate
noce ae a ombination d the hashes of the two keys below,
rather than being fredy generated, Perlman's suggestion canna be
applied. LKH+ is therefore more dficient than OFT in most
scenarios. The standardised approach to pay-TV key management
aso falsinto this class[17]. A set of secondary keys is creded
and ead recever hads a sub-set of these in tamper-resistant
storage. The group key is aso urknown ouside the tamper-
resistant part of the recaver. In case the group key becmmes
compromised, a new one is regularly generated and troadcest
multiple times under different secondary keys to ensure the
appropriate recevers can re-key. All the key hierarchy approaches
send rew keys over the multicast itself. As 'reliable multicast' is
till to some extent a ntradiction in terms, either efficiency is
reduced through adding redundant messaging or complexity is
increased to cope with losses.

Dillon [12] fdls into the same dass of approaches to key
management as the arrent work. Each broadcast document is



encrypted using a different key rather than the key only being
changed in synchrony with the aldtion a removal of recever
interest. In the interests of full disclosure, we note that the present
work isthe subjed of a European patent filing [6].

2.2 Multicast non-repudiation

The ned for proof of delivery isrecgnised in two taxonamies of
multicast seaurity requirements [3, 8], but solutions are rarely
discussd in the acaemic literature. Proof of delivery is a very
different problem to adknowledgement of delivery. It has to be
possble to prove the recever did indeel receve data when they
might deny recetion. Pay-TV and pay-per-view systems
invariably use the tamper-resistant procesing and storage
cepabiliti es of the locd receéver to record which products or
programmes have been requested in order to form a bill at a later
time (e.g. [17, 11] as drealy cited).

The novel asped of the present work is the aility to prove that
individual fragments of an isochronows gream (e.g. video) not
only arrived, but arrived in time to be played ou, giving suitable
percaved quelity for a red-time gplicaion. Our approach is for
the receaving system to orly request a key to deaypt the stream if
there is aifficient time remaining to deaypt it and still achieve
smooth play-out. This is passble becaise the link between the
recaving computer and the smartcard has predictable latency and
minima risk of padet drop urike the Internet conredion
between sender and recaver.

2.3 Multicast audit trail

Re-multicast of receved data requires very low resources on the
part of any recéver. Even if the value of the information receved
is relatively low there is always a profit to be made by re-
multi casting data and uncbreutting the original price as proved in
Herzog et al [15].

In general, prevention d information copying is considered
infeasible; instead most attention focuses on the more tradable
problem of copy detedion. It is possble to 'watermark' different
copies of a cpyrighted dgital work. If a watermarked copy is
later discovered, it can be traced bad to its ource, thus deterring
the holders of original copies from passng on further, illi cit
copies. Watermarks are typicdly applied to the least significant
bits of a medium to avoid significantly degrading the quality.
Such hits are in dfferent locaions with dfferent regularity in
different media, therefore there is never likely to be ageneric
approach [23]. The most generic scheme discused to date is
Chameleon [2]. In Chameleon a stream is ciphered by combining
aregular stream cipher with alarge block of bits. Each recaver is
given along-term copy of the block to dedpher the stream. In the
concrete example given, four 64b words in the 512kB block are
chosen by indexing the block with the output of the regular stream
cipher. Then all four are XORed together with ead 64bword of
the stream. The block given to ead recever is watermarked in a
way spedfic to the medium. For instance, the least significant bit
of every 16b word of an audio stream might be the only place
where awatermark can be stored withou degrading the content
significantly. Because the block is only used for the XOR
operation, the position d any watermarked hits is preserved in the
output.

Naor et al [21] formali ses a pragmatic goproad to 'traitor tradng'
by propasing a parameter that represents the minimum number of
group members that need to collude to eliminate awatermark. The

eimination criteria ae that nore of the nspirators are
identifiable, and it is assumed that the mpyright owner will want
to avoid acaising innccent members. For instance, changing at
least the square roct of the total number of bits that could hdd a
watermark in the Chameleon scheme would proted against
conspirades of four or lessmembers.

Watercasting [8] is anovel, if rather convoluted way to embed an
individual watermark in ead recever's copy of multicast data
Multi cast forwarding is modified by including adive networking
elements at dstrategic branch pdnts. These dements drop
reduncint data inserted into the original stream in order to
produce adifferent drop pettern on ead forwarded branch. A
chain of trusted network providers is required for watercasting,
ead of which has to be willi ng to reved their authenticated tree
topdogy to eat sender.

In this paper, for completeness we report how it is possble to add
an audit trail bad to the cpier of multicast information wsing
watermarking. Our approad is not novel in this resped, simply
re-using Chameleon. However, we include it to demonstrate our
moduar approach to the aldition d mecdhanisms.

2.4 Other requirements

Beyond the three requirements we have focussed on o far, the
taxonamies we have dready cited include many other possble
combinations of seaurity requirements for multicest. We have
placed sender authentication ouside the scope of this paper, but
its importance merits a brief survey of the literature. A sender may
merely need to prove it is one of the group d valid recavers in
which case use of the group encryption key suffices. If encryption
isn't required, a MAC based onthe group key can be atadhed to
ead padet. If recévers require eab sender to authenticate their
messages individually, public key signing leals to an urscdable
solution kecause of the sheg volume of heary asymmetric key
operations required. Canetti et al [9] provides an up to date
review of more dficient approaches to this problem and a group
MAC proposal.

So far we have focused on the scenario where the data is an
ordered stream and accessis given between some start and some
later end pant. A more randan access gpproach might be
required for nonsequential applicaion rame spaces [13].
However, often we caina generate anumber at position nin the
sequence if we have generated the number at position m where m
> n, unlesswe store dl numbers in the sequence up to the mth
term or regenerate the sequence Storing numbers in the sequence
or regenerating the sequenceis usualy impradicd for devices that
are & limited as snartcards. For randam accessto any point in a
sequence, in the longer version d this paper [7] we present a fast
algorithm to generate avy key from a seead as an dternative to
keyed hash algorithms.

2.5 Implementations

Many of the schemes discuseed above ae theoreticd works.
Known exceptions are lolus and Chameleon. A report on
implementation experience with LKH is provided by Boxall [5]
and Shoup et al report on their implementation o sesson key
distribution wsing smart cards[24].



3. BASIC SCHEME

In explaining the basic scheme we will firstly give a oncrete
example of how it would be used and then give adescription o
the re of the scheme uponwhich ather feaures can be built.

3.1 A Concrete Example
Our example is of a mntent provider who wishes to multicast
streamed video and charge viewers for watching it.

The ontent provider first divides the video stream into urits that
potential viewers can use to seled what they want to see The
obvious unit hereisa'TV channdl' or may-be a'TV programme'.
Eadh of these unitsis given an ID termed the sesson ID. Next the
content-provider sets up a video server which has access to the
video in a streamable form. As part of the set-up processa sedl is
generated and a formula chosen. This is used to generate
symmetric encryption keys based onthis el for encrypting and
deaypting the data. The mntent provider also sets up ancther key
management server to hand ou these seeds in return for payment.
The sender passes on the programme information, including the
seal and formula, to that server. The cntent provider then
advertises the programmes on the channel, perhaps using a web
site or email, with the sesson ID and the key management server
being used to uniquely identify the channel to the system. When
the broadcast time arives the video server starts dreaming. Each
frame of video is given it's own ID within the dannel and a
correspondng key is generated from this ID, the seed key and the
formula. This new key is used to encrypt eat frame before it is
sent.

Now we onsider the recaver's sde. The user has a cmputer that
is conreded to the network and a smartcard reader. They aso
have asmartcard which contains it's own pulic/private key pair
and hes been cetified by atrusted third perty. The private key is
unavail able to the user. The user finds a programme they want to
watch on a web site and clicks on the "set-up" link for that
programme. The link URL downloads a file mntaining the
information that is needed to join the sesson and the browser
passes this on to the user's video player software (which has been
configured as a browser helper applicaion). The video player
passs this information onto a socket fadory, the internals of
which are outside the scope of this paper - seeFlexinet [14]. The
esential point isthat a ommunicaions gad is built containing a
deaypter. When the deaypter is st up it in turn sets up a key
generator in the smart card, which in turn needs a seed and a
policy. The deaypter requests these from a key server in return
for a payment. They arrive encrypted with the smartcard's public
key and are passed to the key generator.

The socket fadory then passes a socket reference bad to the
video applicaion which need na be avare that deayption is
taking place benegh it. The video applicaion simply uses this
socket to join the multicast. When the TV programme starts, the
socket waits urtil it receves al the data for ead frame, then asks
the smartcard for the key for that particular frame, deaypts the
frame and passes the frame on to the video player application for
decompresson and dsplay. The smartcard can record the number
of keys that were generated per programme and a summary of
which keys were passed ou.

After the programme finishes, there is no reed to do anything
further unlessreception was poa or incomplete. The recaéver cen
ask the smartcard to produce a'delivery note' for the partially

recaved programme which the smartcard signs with it's private
key. This can be forwarded onto the payment server to prove the
right to arefund

3.2 Core Set-up

The wre scheme involves a sender sending data via some
distribution mechanism to zero or more receévers. The sender
divides the data stream into a number of application data units
(ADUs). Each ADU sent in a sesson has an ADU ID associated
with it. These IDs are typicdly numeric. For the sesgon there
exists a mapping of 1Ds to keys and, before it is ent, the data in
an ADU is encrypted using the key associated with the ADU's ID.
Any recéver recaving data in the sesson must know the ID to
key mapping used for that sesson and wses it to find the key for
any ADUsit receves and wishesto deaypt.
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The processof sending datais as foll ows:

1. Sending applicaion pesses an urencrypted ADU on to the
communicaions g/stem.

2. The ommunicaions g/stem requests the next ID from the ID
generator...

3. whichreturnsanew ID.

4. The mmmunicaions s/stems requests the key for that ID
from the key generator...

5. which returnsthe key.

6. The communicaion system passes the ADU and the key on
to the encrypter...

7. which returns an encrypted ADU.

8. The communicdions g/stem passes the encrypted ADU and
the ID onto the send pant for distribution.

Note that the scheme is independent of the distribution
medhanism. We use Internet multicast, but it could be DVD or
other media.

The processfor receving data is as follows (note that smartcard

seaurity is only added when we discussthe variations | ater):

1. Thereceve point passs on an encrypted ADU and ID it has
recaved from the distribution medianism to the
communicaions g/stem.

2. The ommunicaions gstem requests the key for that 1D
from the key generator...



3. which returnsthe key.

4. The ommunicdions g/stem passes the encrypted ADU and
the key onto the deaypter...

which returns an urencrypted ADU...

which is pased on to the ADU to the gplicaion for
processng.
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Figure 2 - Sending Stage - Receiver

4. VARIATIONS
4.1 Multicast Key Management

The scenario here is the situation where we have an orgoing
multi cast sesgon and where recévers joining the sesgon are only
allowed to recaéve aportion d the data. An example of this might
be where the multi cest was a video broadcest and where arecéver
might pay to recaéve an hou or adays worth of video.
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Figure 3 - Multicast Key M anagement

In this case we ald akey limiter that limits the production o keys,
i.e. to a cetain number or perhaps to a particular range of IDs.

The key limiter and the key generator are placed within the
tamper-proof procesr. In Figure 3, akey is returned by the key
generator only if the ADU ID passs the key limiter's test. The
limiter will usually also be required to restrict its output to ore
resporse per key. This proteds against the same cad being shared
around multiple receévers as a relatively convenient way to
deaypt the same data multiple times rather than passng al the
keys around This would reguire internal recepting ceapabiliti es
simil ar to thase described in the next sedion.

4.2 Non-repudiation

In this <enario we ae cncerned with being able to confirm how
much data an application recdved. Sending adknowledgements
for eadh ADU isimpradicd, espedaly as the number of receévers
grow large. Also, this does nat prevent the recéver trying to fool
the sender by not sending adknowledgements for ADUs it has
recaved. What we do in this caseisto produce a'delivery note' of
all the data recéved in a sesson. If, a the end o a sesson, we
nee to confirm how much data was recéved by an applicdionin
a particular sesson, we ca query its saure processng
environment and get the 'delivery note' for that sesson.
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Figure4 - Non-repudiation

In this case we can crede recepts for every ADU deaypted by
intercepting every return of akey and recording the ADU ID in a
file. For ordered streams, the recepting storage format only needs
to be asimple index to the last key given ou, plus a list of any
exceptions. If randam accessto any ADU is envisaged, a block of
bits, one for ead ADU, would be required to record which keys
had already been given ou. More dficient treebased variants are
posshle to reduce storage requirements in most redistic
scenarios.

If different types of ADUs in a stream require different treament
with resped to seaurity it is Smplest to crede aseparate seaure
sesson for them. For instance high quality transmisson costs for
adverts might be refunded orly if a delivery note is returned to
prove they were & least deaypted if not watched (e.g. a hash of
the deaypted frames might be required). These would form a sub-
sessonwith adifferent palicy in the smartcard.



4.3 Audit Trails

The problem this variation helps to addressis that of arecéver in
the sesgon colluding with ather recevers that are not part of the
sesson by sending them keys or deaypted data. There ae two
variants. on-card and df-card watermarking, the latter depicted in
Figure 5. In the first variant only the plaintext data is watermarked
therefore eat ADU key is never reveded ouside the smart card.
In the send variant, the keys themselves are watermarked so
both the keys and the data can be reveded ouside the cad. If the
watermarked keys or data ae then sent on to other machines and
deteded later, it is possble to establish the identity of the source
of the "le&" from the watermark. This variation asaumes that the
datais watermarkable, e.g. images.
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Figure 5 Off-card Watermarking

On-cad watermarking is only feasible with a fairly highly

powered tamper-resistant cryptographic co-processor. It is

impradicd with smartcards due to processng and memory

limitations. Off-card watermarking needs only light cad

resources. An approach such as Chameleon [2] as described

ealier is preferred as long as there is aufficient memory on the

recéver to hdd the whaoe watermarked key block (abou 512kB

in the oncrete example). The following steps for off-card

watermarking asame the sender encrypter unit produces its

strean cipher by combining a standard cipher with an

unwatermarked version d the long-term key-block, as in

Chameleon.

1. The recave point passs the encrypted ADU and ADU ID
into the mmunicaions g/stem.

2. The ommmunicaions g/stem passes @) the ID into the key
generator and b) the encrypted ADU into the deaypter.

3. Thegenerator pases the intermediate key for that 1D into the

deaypter.

The deaypter passes the intermediate key to the watermarker

The watermarker uses the intermediate key as an index into a

long term watermarked key block to return the key to the

deaypter

6. The deaypter uses the key to deaypt the ADU and pesss it
to the ommunicaions g/stem...

7. which passesthe watermarked ADU onto the gplicaion.

o A~

4.4 Multiple Sender Systems

This variation addresses the isaue of having many senders within a
sesdon. For simplicity’s sske we might want to use the same key
generator for information sent from all senders, athough this
would require that the key generator would be &le to generate
keys for any order of IDs (which would be true in the general cese
of senders not being synchronised). If we wished to have key
generators that required I1Ds in order or we wished to produce
individual delivery notes for ead sender (see Non-repudation)
then we need to maintain a number of key generators, one for eat
sender. To identify ead sender we would have to generate a
unique ID for ead org, i.e. for information sent aaoss the
Internet we oould use the IP address and pat number which is
sent as part of the padket. To sead the sequences we can then use a
common seal for al senders within a sesgon which is then
combined with the unique ID in some way, i.e. XORed with the
common seed, which is then used as the seed for that sender. The
recaving stadk now uses a switch to retrieve the mrreda key for
the data unit. Of course, the sending stack need orly maintain a
single key generator for al datait sendsto a sesgon.
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5. SESSION CONTROL

For any of the @ove schemes can be used it is necessary to have
some auxili ary functions implemented.

In the foll ow sedions this notation is used:

1. sign(k,d) - d signed with key Kk (i.e. d and the signature of d
with K)

2. ency(k,d) - d encrypted asymmetricadly with key k

3.  encyk,d) - d encrypted symmetricdly with key k

5.1 Tamper-proof Processor Confirmation

The objed here is to confirm that the tamper-proof processor is
one that the sender can trust. We a&saume that every seaure
processng environment leaves the fadory with a seaurely stored
private key and a pubdic key that has been signed by a trusted
third perty (TTP) trusted by the sender.

1. Sender generatesarandom string r (anorce)

2. Sender sendsr to recaver

3. Receéver sendsr to seaure space



Seaure spacesigns r with private key sto producesign(s,r)

Seaure spacereturns sign(s,r) and public key p signed with

the TTP's private key t (producing sign(t,p)) to receéver

6. Recaver returns[sign(s,r), sign(t,p)] to sender

7. Sender cheks TTPisonreit trusts

8. Sender chedks sign(t,p) with TTP (either by invoking TTP
server or using caded TTP puldic key)

9. Sender chedks sign(s,r) with p.

5.2 Session Set-up

The sender neeads to set-up the keying system so that it can
generate a sequence of numbers for demding eat padet. This
sequencewill be some dhaotic/pseudo-random sequence

1. Sender generates aseel valuev.

2. Sender generates asesgon key k.

3. Sender encrypts v using seaure spaces pubic key p
producing enc,(p,v).

Sender sends [k,enc,(p,v)] to recever.

Recever sends[k,ency(p,v)] to seaure space

Keying system sets packet courter to zero.

Keying system dedphers enc,(p,v) using seaet key s.

Keying system initiali ses sequence generator with v.

For multicast key management the sender will also send some

information to limit the produwction d keys, such as alimit on the
maximum number of keys.

o A~
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This describes a simple scenario where a single sequence
generator can crede an urlimited sequence of numbers and creae
a single delivery note type. More redisticdly the sesson
information would include:

Sent in plain:
e SessonKey

Sent encrypted:

e Sedlvalue

e  Sequencegenerator type

e Delivery nate type (for nonrepudation)

e Maximum number of keys to generate (for multicest key
management)

In this senario there ae alimited number of sequence generators
and delivery note types that can be used as it isidentifiers that are
being sent over as part of the sesson information. Alternatively a
seaure dassloader could be implemented that would allow new
sequence generators and celivery note types to be uploaded into
the encryption system. Thiswould offer the most future-proofing.

Ancther asped of sesson set-up is sson amendment. The user
may pay to receve a cetain amourt of data and then later on pay
for some more. This would idedly be handed by updating the
sesson information (probably just increasing the maximum
number of keysto be generated) whil e the sessonis adive.

5.3 Session Tear-down

Sessons smply end when the sender stops $nding data or the

key generator stops generating keys. In the cae of non

repudation though there is a nedl to retrieve the delivery note

from the seaure environment. The foll owing steps all ow this.

1. Recever requests delivery note for sesson key k from keying
system.

2. Keying system generates delivery note for sessonkey k, ¢.

3. Keying system signs ¢, with private key s giving sign(s,cy).

4. Keying system returns sign(s, c¢,) to recaver.

5. Recever sendssign(s, ¢,) to sender.

6. Sender chedks sign(s, ¢) against pubdic key p of keying
system known to be used by the recever (database lookup).

7. Sender refuncsif necessary.

5.4 Access Revocation - Poison Pill

It may be desirable for a sesson controller to be &le to modify or
revoke arecever's membership of asesson. The solution cetail ed
below asaimes that eady member of the sesson hes an ID (or
severa 1Ds) within the sesson, although this ID does not have to
be unique to the member (if it is nat unique then the ID obvioudly
represents agroup). It also reguires that the smartcard will not co-
operate if the required control data is not passed to it with ead
key request.

This is a probabili stic goproach. Every time an ADU is @nt it
contains an encrypted control message and seaure spacelD which
must be passed into the seaure space dong with the key ID to
obtain the key. If the seawre space ID(s) contained in the
encrypted block refer to this particular spacethen it cheds the
flags. If the stop flag is st then the cad 'commits siicide' - no
more keys are passd ou. If the cmntad sender flag is <t then the
seaure spacedoes a remote procedure cdl to the sender (or the
sender's representative) and will not give out more keys urtil it
has a new key generation pdicy. Alternatively more genera
control messages might take the placeof these two flags.

If several users need to be thrown ou of the sesson then their
seaure spacelDswill berotated through different padkets.

ADU format:

1. Signature of Hash (2)

Hash of 3,4,5,6

ADU ID

Stop flag (y/n) (encrypted)

Contad sender flag (y/n) (encrypted)
seaure spacel Ds (encrypted)

ADU data (encrypted)

The stak pases 1, 2, 3, 4, 5 and 6into the seaure spaceto recéve
the key for 7.

NookwN

If the length of the control message and number of seaure space
IDs is variable then there needs to be an urencrypted field before
the flags gating the total length of the control message and seaure
spacelDs.

6. Implementation

An implementation o this g/stem was creaed for demonstration
purposes. It was written in Java 1.1 and wsed the Cryptix 3.0.3
[10] library for cryptography. Aspeds of the system can easily be
changed: the formula used to generate keys (one based on the
logistic mapping [16] has been implemented); the policy for
limiting keys (pdlicies for producing fixed numbers of keys and
keys for a range of IDs have been implemented); the
cryptographic system (DES was implemented); the recept type
(one simple recept was implemented). The prototype did na use
any smartcards but those apeds of the design are dealy
separated from the rest of the system. Simple graphicd
applicaions were written to demonstrate the sender and recever
roles.



7. Limitationsand further work

Our approach relies on the tamper-resistance of smartcards.
Produwcts are antinually being produced with improved tamper-
resistance feaures, but there will always be &trition between the
designers of tampering techniques [1] and the designers of
resistance to them. The ned to regularly replacethe smartcard is
therefore an inherent wed&ness in ou scheme. Indedd, the fad
that a smartcard is needed at dl, isin itself a major impediment to
take up o the scheme. We have tried to mitigate this barrier by
designing for a generic trusted third party card (e.g. a Java cad),
rather than ore tail ored to a spedfic serviceprovider.

The nonrepudation asped of this work is only useful in a
commercial model where there is an incentive for the recever to
voluntee the delivery note to the information provider. Such
scenarios are eay to imagine, but this means the caability is not
universally useful. For instance it would na be passble to give
away the stream of information then ask ead recever to voluntee
their delivery note to cdculate how much they shoud pay. The
beneficial corollary is that it is difficult to get the smartcard to
give out thousands of keys off-linein order to brek the seed. The
smart card won't give out any keys if it doesn't have akey limiter
policy and if it does have apdlicy, it will only give out keys the
user has paid for.

This paper contains no formal seaurity analysis of the strength of
the schemes employed. A number of questions are left
unanswered, such as whether the seed of a pseudorandam
sequence beames easier to predict, the more values from the
sequence aereveded.

We must also admit to the standard limitations that apply to most
other work on copyright protedion. A watermark-based audit trail
isonly prodf against small numbersin collusion and it only helps
detedion nd prevention. Also, traitor tradng relies on finding the
watermarked data in the first place a problem that this paper and
others onthe subjed invariably lease unresolved.

Regarding further work, we daimed in the éstrad that this
approach could be gplied to ather means of bulk data distribution
than multicast, such as DVD (digital video/versatile disk). We
envisage ascenario where data on the DVD would be encrypted
with a stream cipher such that it would be indistinguishable from
a multi cast stream once it was read from the disk. As long as the
initial set up with the smartcard had occurred ortline, the rest of
the DVD could be played dff-line, only requiring interadion with
the smartcard, not the network. Any final 'delivery note' of exadly
what had been accessed would then be avail able to present to the
provider of the DVD. In asimilar vein, policies and seeds to load
into the smart card could be supgied onvarious media other than
over the Internet. All these scenarios and more ae introduced in
[7], but we have dore no spedfic design or implementation work
onthem.

8. Conclusion

We have presented a number of moduar mechanisms to enable
seaure sessons tail ored to ead individual multi cast recaver while
a the same time not compromising the inherent scdability of
Internet multicast, achieved through loose muping between
senders and recavers. Unlike other schemes, we typicdly require
absolutely no couging at al from recaévers badk to senders but
gtill creae aseaurity relationship between ead recever and a key
manager replica The key managers caen be highly replicaed as

they require no couping badk to the sender. Aslong as a stateless
commercial model is required (e.g. pre-payment rather than
credit), key manager replicaion is limitless Further, as members
join and leave, there ae @solutely no side-effeds on daher
recavers, unlike traditional multi cast key management schemes.

All this loase muging is made possble by a simple technique
where multicast senders gstematicdly change the group
encryption key rather than orly changing it whenever there is a
change to the group membership. Thisinnovation is driven by the
insight that there will always be aminimum applicaion data unit
(ADU) granularity, within which there is no commercia
advantage to changing the group key. The traditional approach
has been to group together membership change events within the
timespan of an ADU and then drive key changes dependent on
whether nore or some events have occurred within ead timeslot.
Instead, by systematicdly changing group keys whether or not it
is necessary, the whole system can rely on the key changes and
not require tight couping badk to the senders. A further advantage
of this approad is that there is no reed to send control messages
over the multicast channel itself. Thus no reliable muilticast
mechanism is assuumed o required and nocomplexity is involved
when messages are dropped. The only exception is the rare need
to send a'poison pgll’, which merely requires datistica delivery.

In order to dstribute the load of key management further, we
require eab recever to operate a smartcad, into which the
information provider can install a key generator capable of
mirroring the systematic key generation o the senders. We prefer
generic smartcards certified by trusted third parties, so that any
key generator can be installed at sesson set-up. This mitigates the
barrier creaed by the need for eat recaver to oltain a cad, as it
can be re-used for multiple services. A pdlicy isinstaled into the
smart card at sesson set up to control which keys it will give out
to its recaver. The details depend onthe spedfics of the wider
applicion.

Further, we have shown by implementation that it is even posshble
to prove timely reception o red-time data units using this
arrangement. The smart card records which keys it has been asked
for and if a padket arrives late, the recaver simply refrains from
asking for the key. Thus, the smartcard generates a delivery note
that can later be used by the recéver to prove that only a cetain
number of data units were usefully deaypted.

We have dso described how it would be possble to combine the
above gproach with a key watermarking scheme such as
'‘Chameleon’. This provides a small but significant deterrent
against a recever giving away or re-selling either the keys or the
deaypted data, because both are watermarked in such away as to
tracethat recever.

We believe these mechanisms (combined with sender
authentication approaches described elsewhere) provide asoundy
engineaed hasis for a number of very large scde commercia
applicaions built over Internet multicast. We have dso briefly
described how the same techniques could usefully be gplied to
other bulk data distribution medhanisms, such as DVDs. The
techniques also have gplicaion where protedion d information
seaurity rather than valueis required.
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