Code Red

You are sitting at your desk in your home, doing some Internet surfing. Your running Windows 2000 and all of a sudden your computer goes haywire!  You enter a web site that you’ve gone to many times before.  You tried to enter the University of Maryland’s homepage. You type in the IP address but you get a message that says, www.worm.com! Hacked by Chinese! Your looking confused as to what just happened. After doing some research, you find out that you have a worm.  Because you have no knowledge of what’s a worm. And what it can do, you do some further research. You find out that a worm is a program or code that propagates itself and moves to different Operating Systems by means of networking. The average worm will do 3 basic functions to a system; it will search for a home (a system), establish some type of interface with that system, and finally it will begin to transfer its program or code to it’s new home. After discovering this you realize something. You remember a word called “Code red”. You heard people talking about it and knew it was a worm but had no clue as to what Code Red was or what it did for that matter. You thought it would never happen to you.  But just like this individual and many more people, that were unaware of this worm it took them by surprise. And if they knew about Code Red,  they did nothing to implement proper security measures anyway.  Code Red’s a worm that took computers by storm in the year 2001.  And then after the initial Code Red was created Code RedII was created. What is it? What are the effects of Code Red in the computer world? Where did it come from? Why was it invented? What security measures should have been taking? And, who would invent something so destructive and hanice; what were their motives? These questions, along with many others will be asked and answered in this paper. 

     What is Code Red (II)? And how did it affect the computer world? It is a worm that travels from one computer to another not as a file, but as a running process. Interesting, is how the name came to existence. It was named after a popular, highly caffeinated soft drink that was consumed by many programmers. The Code Red Worm started becoming a threat on the Internet in early July 2001. Its payload was undetermined and misleading. Code Red’s wild “The measurement of the number of independent sites infected, the number of computers infected, the geographic distribution of infection, the ability of current technology to combat the threat, and the complexity of the virus” (http://www.symantec.com/avcenter/blended_threat) unsurpassed anything ever seen before. This worm would send a code as an HTTP request. The HTTP request would open a buffer-overflow vulnerability.  By doing this, the worm can run on your computer. The program would be so malicious that it would save not as a file, but it would be inserted into your computer and then ran directly from memory.  If the worm affected your computer, you had major problems.  It would check for a file called C:\Notworm and lay dormant causing it to go into a periodical calm state.  If you did not have the C:\Notworm some new threads were created and the worm would start to propagate. If that wasn’t enough, Code RedII was generated. This code was said to be even more dangerous than the first Code Red. Its features surpassed that of Code Red but use the same basic criteria for traveling to its host.

Code RedII was a totally different worm in terms of the damage that it would do to the computer world. But it ran and generated just like the first Code Red. Here is a brief description of Code RedII and why it’s even more deadly than the first Code Red:

“Code Red II Worm Analysis Update

=================================

The new worm that was first noticed yesterday has been analyzed. Here

Is a summary of the facts based on the excellent analyses referenced?

at the bottom of this page.

EXPLOITED VULNERABILITY

------------------------

This worm uses the same mechanism as the original Code Red worm to

infect vulnerable servers. That is, the worm looks for IIS servers

that have not patched the unchecked buffer vulnerability in idq.dll

or removed the ISAPI script mappings. See the Code Red Patch FAQ

at http://www.incidents.org/react/code_red.php for information on

patching systems to remove the vulnerability.

Except for using the buffer overflow mechanism in order to get the

worm code executed on a vulnerable IIS server, this new worm is

entirely different from the original Code Red CRv1 and CRv2 variants.

Note: According to eEye, the worm code will be successfully executed
only on a Win2000 system running a vulnerable IIS server, WinNT-based

IIS servers will simply crash when attempting to execute the worm

code. Our experiments and reports received from users confirm this

finding.

BACKDOOR

--------

The most damaging property of this new worm is that the worm creates

a back door on an infected server, leaving the system wide open to any

attacker.

The worm copies %windir%\CMD.EXE to the following locations:

  c:\inetpub\scripts\root.exe

  c:\progra~1\common~1\system\MSADC\root.exe

  d:\inetpub\scripts\root.exe

  d:\progra~1\common~1\system\MSADC\root.exe
This provides a means for a remote attacker to execute arbitrary

commands on the compromised server.

In addition, the worm creates a trojan copy of explorer.exe as

described below. Due to the actions of the trojan explorer.exe,

IIS will make the C: and D: root directories accessible to a remote

attacker even if the root.exe command shell program is removed from

the scripts and msadc directories.

TROJAN EXPLORER.EXE

--------------------

The worm carries its own copy of explorer.exe. The worm places its

own copy of explorer.exe at c:\explorer.exe and d:\explorer.exe. By

placing the trojan file in these locations, Windows will find and

run the trojan rather than the real explorer.exe because of the way

Windows seaches for executables by default.
PROPAGATION

-----------

How aggressively the worm attempts to propagate itself depends on whether or not Chinese is the language installed on the system. If Chinese, the worm creates 600 threads and attempts to spread for 48 hours. If non-Chinese, the worm creates 300 threads and attempts to spread for 24 hours. After the infection-spreading interval, the system is forcibly rebooted. The reboot flushes the memory resident worm, and leaves the backdoors and the explorer.exe Trojan in place”. (http://grc.com/codered/coderedii.htm) 

These worms not only destructed computers but also they were precise and calculating in giving birth to their rein of terror.  Code Red picked and chose the time when it would infect it’s prey. Certain days of the month triggered events that were un-measurable to the computer world. The first 19 days of any giving month would trigger the replication stage of this worm. It would clear whole web sites. It would lay in a calm stage for about a couple of hours and then wake up to clear these web sites. Halting you from linking to any sites. During the 20th until the 28th, this worm would try to wreak havoc on our nation’s capitol, via the White House and Pentagon computer systems.  Not directly but with the help of the infected computers known as it’s soldiers.  This worm was so lethal that experts say that it was modifiable.  It could be modified to take over whole Web Servers.  It could extract files and release strategic information about companies over the Internet.   Not only would it release important information but also the worm could delete files and actually do away with Web Servers.  A note that should be mentioned is the fact that not every computer system was a target. The only systems that it affected would have to be running windows 2000 or NT with the Microsoft IIS.  These systems were vulnerable to the Code Red(II) attacks.  By attacking these systems, the worm would drastically slow down they’re entire operations and start spaming multiple threads and utilizing a high range of bandwidth. Because of these attacks, the United States Government panicked. Not only from an individual stand point but also, looking at the whole picture, one could draw the conclusion that this worm had the potential for exterminating the World Wild Web. Not to mention the destruction of business’s all over the world.

 “Code Red infected nearly 300,000 computers, anti-virus experts estimated. The outbreak forced the White House to change its numerical Web address to keep its site online and forced the Pentagon to halt briefly public access to its Web sites to disinfect and protect them”. (  CNN Justice Producer Terry Frieden, CNN Science and Technology Producer Marsha Walton, CNN.com Sci-Tech Editor Daniel Sieberg and CNN.com writer Matt Smith contributed to this report.)

Where did Code Red (II) come from? And who invented it? These are questions thousands of individuals have asked.  Code Red (II) has not been attached with a parent. Security experts and novelist all have their intuition but there is no definitive answer to these questions.  It would be impossible to track down the known individual(s) or group(s) that caused the computer world to panic.  There’s one thing for certain. Code Red caused a major scare in every community and business across the world.  The common personal PC, as well as, the business server would be its avenue of destruction. Once finished with that, it’s target was to deny the United States White House and the Pentagon service to connect to the outside world. Many seem to think that the Chinese invented Code Red. In their efforts to gain superiority over the business world.  The only link to them is the phrase that is put out on the web page that it infects “www.worm.com! Hatched by Chinese! But there are many opinions are out there that believe that would be sure boldness on China’s part to do something like that and suggest individual(s) are the parent to this hideous program.  The bottom line is, just as with any milieus program the author is a hard catch. There were speculations of a Baltimore Train crash that compromised a lot of Internet capabilities just as the Code Red worm took the computer world by storm. “The disruption of the net initially blamed on the worm was actually caused by a Baltimore tunnel fire, which melted key net cables and left many web companies struggling to swap data”. (http://news.bbc.co.uk/hi/english/sci/tech/newsid_1470000/1470246.stm)  Although, code Red is hard to pin point down, in terms of its inventor, one thing is for certain.  A proper security system program is a must for the survival of a major company or even just a personal PC.  Proper software, hardware, and Security Policies are needed for a minimal worm free world. The security program is not designed to stop infiltrators but to deter or minimize the loss of Resources that a company could potentially loose if no proper Security Program was established.  The first thing to do is assess the situation. Know what you need to have to secure a worm. In this case it would be the Code Red worm. There are a lot of patch’s out there that will quarantine your system from the Code Red worm. Here is one patch that has been initiated.

 “Any company protecting their web servers with a Sidewinder could filter out the Code Red worm if:

1)
They are using the http proxy (as opposed to Squid)

2)
Their web pages don't require URLs any longer than 330 bytes.

The URL length filter can prevent a number of attacks, including one that

have not even been invented yet, by filtering out URLs with unreasonable

lengths.  If your web site uses long queries or forms that could produce

huge URLs, you won't be able to filter out much, but if you are just dishing

up pages with path names, you could stop a lot of different attacks”.

(http://news.bbc.co.uk/hi/english/sci/tech/newsid_1470000/1470246.stm)

As stated earlier in this paper a good comprehensive Security Program can go a long way. It might not prevent a worm from attaching to your computer system but it will minimize your attacks in a timely manor and prevent resources from escaping.  A quick response time can be the difference between loosing everything and saving everything.                   

“Symantec Security Response encourages all users and administrators to adhere to the following basic security "best practices":

Turn off and remove unneeded services. By default, many operating systems install auxiliary services that are not critical, such as an FTP client, telnet, and a Web server. These services are avenues of attack. If they are removed, blended threats have less avenues of attack and you have fewer services to maintain through patch updates. 

If a blended threat exploits one or more network services, disable, or block access to, those services until a patch is applied. 

Always keep your patch levels up-to-date, especially on computers that host public services and are accessible through the firewall, such as HTTP, FTP, mail, and DNS services. 

Enforce a password policy. Complex passwords make it difficult to crack password files on compromised computers. This helps to prevent or limit damage when a computer is compromised. 

Configure your email server to block or remove email that contains file attachments that are commonly used to spread viruses, such as .vbs, .bat, .exe, .pif and .scr files. Isolate infected computers quickly to prevent further compromising your organization. Perform a forensic analysis and restore the computers using trusted media”. (http://www.symantec.com/avcenter/blended_threat)

So, what does Code Red (II) mean to you and me? A systematic and well-calculated program that is self-regenerating. This is one of the most destructive worms to be born in my opinion. What is Code Red (II)? As mentioned earlier, it is a worm that propagates and wipes out web pages, with a message of www.worm.com! Hacked by Chinese! But it takes certain days and times to accomplish these goals. After that, it act’s like a denial server and try’s to deny service to whoever needs it. And if you thought you were getting a break then your were wrong. Code Red (II) arrived and put Code Red to shame. This worm was a spin off of the original Code Red. This program would do the same thing but it would install back doors so that vital information could be obtained from anyone. A clear violation of security.  What, security measures should have been taking? A proper Security Program should be implemented. This will elevate or at least minimize your system from acquiring Code Red (II).  Who would invent something so destructive and hanise? What were their motives? These questions are all valid questions that should be addressed. The bottom line is, if you don’t have proper security then you will eventually fall prey to a worm such as Code Red.  That’s not to say that it want happen to you if you do have a good Security Plan in order but it will minimize the situation. But you don’t want to secure something that’s not important. Code Red (II) attack’s a system’s capability to enter-act with the outside world. Take that away and a business or a personal PC will cease to exist in the computer world.  

