Key characteristics of Code Red:   

· www.worm.com! Hacked by Chinese! will appear on your screen.
· A worm is a program or code that propagates itself and moves to different Operating Systems by means of networking. Code Red(II)Targed window systems, 2000, NT, servers running IIS.
· The average worm will do 3 basic functions to a system; it will search for a home (a system), establish some type of interface with that system, and finally it will begin to transfer its program or code to it’s new home
· Code Red’s a worm that took computers by storm in the year 2001. And then after the initial Code Red was created Code RedII was created
· It is a worm that travels from one computer to another not as a file, but as a running process. Code Red tried to deny the United States White House and the Pentagon service to connect to the outside world.
· wild “The measurement of the number of independent sites infected, the number of computers infected, the geographic distribution of infection, the ability of current technology to combat the threat, and the complexity of the virus” (http://www.symantec.com/avcenter/blended_threat)
· Code Red would send a code as an HTTP request. The HTTP request would open a buffer-overflow vulnerability.  By doing this, the worm can run on your computer. It would save not as a file, but it would be inserted into your computer and then ran directly from memory.
· Code RedII was said to be even more dangerous than the first Code Red.
· “The Code RedII worm code will be successfully executed

           only on a Win2000 system running a vulnerable IIS server, 

           WinNT-  based IIS servers will simply crash when attempting to

            execute the worm code”.

· The most damaging property of this new worm is that the worm creates a back door on an infected server, leaving the system wide open to any attacker.

· How aggressively the worm attempts to propagate itself depends on whether or not Chinese is the language installed on the system. If Chinese, the worm creates 600 threads and attempts to spread for 48 hours. If non-Chinese, the worm creates 300 threads and attempts to spread for 24 hours.  (http://grc.com/codered/coderedii.htm) 

