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I mportant Note
Please Read Carefully

This product will provide you questions and answers along with detailed explanations carefully compiled and
written by our experts. Try to understand the concepts behind the questions instead of just cramming the
guestions. Go through the entire document at least twice so that you make sure that you are not missing
anything.

We are constantly adding and updating our products with new questions and making the previous versions
better so email us once before your exam and we will send you the latest version of the product.

Each pdf file contains a unique serial number associated with your particular name and contact information for
security purposes. So if we find out that particular pdf file being distributed by you. Testking will reserve the
right to take legal action against you according to the International Copyright Law. So don’t distribute this PDF
file.
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Q.1
You are configuring a Windows 2000 DNS Server on your company network. The network consists of
one Windows NT domain.

070 - 217

You already have DNS installed on a Windows NT Server on the Windows NT domain. You want to use
dynamic updates on a DNS database, but company management will not allow an upgrade or
decommission the Windows NT DNS server. All DNS information must be synchronized between the two
DNS servers.

What do you do to accomplish these goals? (Choose three)

A. Create a standard primary zone on a Windows 2000 DNS Server and import the existing zone file.

B. Create a standard secondary zone on a Windows 2000 DNS Server.

C. Delete and re-create the primary zone on an NT DNS Server.

D. Delete the existing zone and create a new secondary zone on the NT DNS Server.

E. Configure the primary zone on the NT DNS Server as the master zone for
the secondary zone on the Windows 2000 DNS Server.

F. Configure the secondary zone on the NT DNS Server to use the Windows 2000 Standard primary
zone as its master zone.

Answer: A, D, F.

Explanation:

A. Dynamic updates are a new feature of Windows 2000 DNS. They are not supported by NT DNS. To
enable dynamic updates we need to create a primary DNS zone on the Windows 2000 server. A
secondary zone will not do because only the primary DNS zone is updateable. We can import the zone
datafrom the NT server to avoid having to create a new zonefile.

D. We need to delete the primary zone on the NT server and create a secondary zone. The NT server must
have a secondary zone to enable the server to transfer zone files from the now primary Windows 2000
server.

F. We can now set the secondary zone on the NT server to use the primary zone on the Windows 2000

server. The Windows 2000 DNS zone will be dynamically updated. The new information will then be
replicated to the Windows NT Server.

Incorrect Answers:

B.

The Windows 2000 server must have a primary zone to support dynamic updates, as only a primary
zone is updateable. Furthermore, the primary zone must reside on the Windows 2000 computer because
Windows NT Server does not support dynamic updates.

The primary zone must reside on the Windows 2000 computer because Windows NT Server does not
support dynamic updates. We thus cannot delete and recreate the primary zone on the Windows NT
Server.

The primary zone must reside on the Windows 2000 computer because Windows NT Server does not
support dynamic updates. Furthermore, the Windows NT Server requires a secondary zone to pull DNS
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information from the Windows 2000 server. A primary zone cannot pull zone data from a secondary
zone.

Q.2
You arethe administrator of your company’s network. The network consists of one Windows 2000
domain that spans multiple subnets. You are configuring DNS for hostname resolution throughout the

network.

Y ou want the following goals:

DNS zonetransfer traffic will be minimized on the network.
Administrative overhead for maintaining DNS zone files will be minimized.
Unauthorized host computerswill not have records created in the zone.

All zone updates will come only from authorized DNS servers.

All zonetransfer information will be secured asit crossesthe network.

You takethe following actions:

Create an Active Directory integrated zone.

In the Zone Propertiesdialog box, set the Allow Dynamic Updates option to Yes

On the Name Serverstab of the Zone Properties dialog box, enter the names and addresses of all DNS
serverson the network.

On the zonetransferstab of the zone properties dialog box, select the Allow Zone transfersonly to the
serverslisted on the Name serverstab option

Which result or results do these actions produce? (Choose all that apply)

DNS zone transfer traffic is minimized on the network.
Administrative overhead for maintaining DNS zone files is minimized.
Unauthorized host computers do not have records created in the zone.
All zone updates come only from authorized DNS servers

All zone transfer information is secured as it crosses the network.

moow»

Answer: A, B, D, E.
Explanation:

A.

Active Directory integrated zones use IXFR, which are incremental transfers. This means that only the
records that have changed since the last replication are replicated. This makes the replication of Active
Directory integrated zones more efficient because the whole zone file is replicated during standard
primary zone replication.
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B. Dynamic updates is the process of a client computer updating it is own record in the DNS zonefile. This
will prevent the need to manually enter records in the DNS zone.
D. Selecting the Allow Zone transfers only to the servers listed on the Name servers tab option prevents

unauthorized servers from updating the zone. Dynamic updates have been enabled.
E. Active Directory DNS zones replicate their data as part of Active Directory replication. Active
Directory replication uses a secure RPC channel to replicate data.

Incorrect Answers:

C. The “Only Secure Updates' must be selected to be sure of no unauthorized DNS records in the zone.
Secure updates specify that only users, groups or computers that have been granted the right to write to
the zone or record have the ability to update the record.

Q.3

You arethe administrator of a Windows 2000 network for Miller Textiles. The network configuration is
shown in the exhibit. .
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O Segment A )

Client Serverd
Computers DHCF relay

O Segment B )

Server1 Server2 Client Server 3
Domain Controller DHCP Server Com DNS Server
puters
DNS Server

The millertextiles.com domain is hosted on Server1 asan Active Directory integrated zone, and on
Server 3 as a secondary zone.

All the client computers on Segment B are Windows 2000 Professional computers. All the client
computerson Segment A are down-level client computers. All the client computersuse DHCP.

Y ou share some networ k resour ces on sever al of the client computerson Segment A. Several days later
you attempt to connect to those shared resour ces from client computersrunning on segment B, but you
areunableto resolve the host names of client computerson Segment A.

How should you correct this problem?

A. On the DHCP server, set the DNS Domain Name scope option to millertextiles.com.

B. On Serverl for the millertextiles.com zone, change the value of Allow Dynamic Updates from the
default settingsto Yes.

C. Configure the millertextiles.com domain to allow zone transfers to all the computers on the network.
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D. On server2, enable updates for DNS clients that do not support dynamic
updates.

Answer: D.

Explanation: When a client on Segment B wants to access a shared resource on a computer on Segment A, it
must first resolve the host name of the computer on Segment A to an IP address. This type of hame resolution is
performed by DNS. In this scenario, however, the clients are unable to resolve the host names to IP addresses
because there are no entries in the DNS for the clients on Segment A. The clients on Segment A are down-level
clients and are therefore unable to update DNS with information about the resources and services running on the
machines. This problem can be overcome by manually entering the appropriate records in the DNS zone, or by
configuring the DHCP server to update the records for the down-level clients. Enabling Server2, which is the
DHCP, to update DNS for the clients will enable the clients on Segment B to resolve their host names.

Incorrect Answers:

A. The millertextiles.com domain is hosted on Serverl as an Active Directory integrated zone, and on
Server3 as a secondary zone. Therefore, the DNS Domain Name scope option is set to millertextiles.com
the on the DHCP server. This will therefore not update the DNS zones for the down-level clients. We
should instead configure the DHCP server to update the records for the down-level clients.

B. Serverl has an Active Directory integrated zone, which would require that the value of Allow Dynamic
Updates be set to Yes. As an Active Directory integrated zone, this option is already set. This will
therefore not update the DNS zones for the down-level clients. We should instead configure the DHCP
server to update the records for the down-level clients.

C. Configuring the millertextiles.com domain to allow zone transfers to all the computers on the network
will not affect the down-level clients ability to update DNS. To enable the down-level clients to update
DNS we should configure the DHCP server to update the records for the down-level clients.

Q.4

You arethe administrator of a Windows 2000 network. Your network consists of five sitesin one domain.
The Chicago, Los Angeles, and New York sites will have DNS running on their Domain Controllers.
Miami and Seattle will have DNS running on dedicated member servers.

You want to allow client computersin the Chicago, Los Angeles, and New York sites to perform secure
dynamic updates to the DNS server. You want to configure your DNS servers so that each site has a
replicated copy of the DNS zone.

What should you do?

To Answer, click the Select and Place button, and then drag the appropriate zone type to each site. (Note:
Zonetypes can be used mor e than once)
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Select And Place

Zone Types
Place Zone Type
Here
Select from these items
Los Angeles
Active Directory
Integrated
Place Zone Type
Here
Miami Primary
Place Zone Type
Here
- Place Zone Type
Chicago Here Secondary
New York
Cache Only

Place Zone Type
Here

Seattle

Answer:

Chicago: Active Directory integrated zone. Only Active Directory integrated zones support secure updates.
Primary, secondary zones do not support secure updates. Cache only zones only keep records that have been
resolved by passing the DNS query to a primary, secondary or Active Directory integrated zone.

Los Angeles: Active Directory integrated zone. Only Active Directory integrated zones support secure
updates. Primary, secondary zones do not support secure updates. Cache only zones only keep records that
have been resolved by passing the DNS query to a primary, secondary or Active Directory integrated zone.

New York: Active Directory integrated zone. Only Active Directory integrated zones support secure

updates. Primary, secondary zones do not support secure updates. Cache only zones only keep records that
have been resolved by passing the DNS query to a primary, secondary or Active Directory integrated zone.
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Miami: Secondary zone. A secondary zone is required for full zone replication. The question states a
requirement for each location to have a full copy of the zone files. Only a secondary zone can receive a full
copy of azonefile from aprimary or Active Directory integrated zone.

Seattle: Secondary zone. A secondary zone is required for full zone replication. The question states a
requirement for each location to have a full copy of the zone files. Only a secondary zone can receive a full
copy of azonefile from aprimary or Active Directory integrated zone.

Q.5
You are the network administrator for Arbor Shoes. Part of your multisite Windows 2000 network
configuration isshown in the exhibit. .

Domain Controller
Server 1

S Server

Chicago

Server 5
DNS Server
Server 3

S Server D0main Contraller Servér 6

Los Angeles Atlanta

Serverl is configured with the primary zone for arborshoes.com. Server3 and Server5 are configured
with secondary zonesfor arbor shoes.com.

You discover an error in several host records that is preventing client computers in Atlanta from
accessing some shared resour ces. You make the necessary correctionson Serverl.

Y ou want these changes to be propagated to Atlanta immediately. What should you do?

A. On the Action menu for the arborshoes.com zone, click Update server data files.
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B. At server5, perform the Transfer from master action for the arborshoes.com zone.
C. At serverl, stop and start the DNS server service.
D. At serverb, select Allow zone transfer s on the arborshoes.com zone.

Answer: B.

Explanation: In this scenario we need to pull the new zone information from the primary server with
immediate effect. This can be done through full zone replication by performing the transfer from master action
for the arborshoes.com zone. This process is accomplished by the following actions:

1. Click Start, point to Programs, click Administrative Tools, and then double-click DNS to open the DNS
Management Console.

2. Inthe navigation pane, expand the DNS server.

3. Expand the Forward Lookup Zones folder, and then find the secondary zone that you want to change.

4. Right-click the zone, and then click "Transfer from master”.

Incorrect Answers:

A. The Action menu is not used to initiate zone replication. For standard primary zones, this procedure
causes the DNS server to immediately write its in-memory changes out to disk for storage with the zone
file. Normally these changes are only written at predefined update intervals and when the DNS server is
shut down.

C. In this scenario we need to pull the new zone information from the primary server with immediate
effect. This can be done through full zone replication by performing the transfer from master action for
the arborshoes.com zone. Stopping and restarting the DNS service will not force replication.

D. The Allow zone transfers on the arborshoes.com zone option is aready set. This option also does not
force replication.

Q.6

Your company's network consists of two domains: contoso.com and sales.contoso.com. The contoso.com
domain contains three Domain Controllers and one member server. The sales.contoso.com domain is a
new domain that contains one Domain Controller and one member server. You are a member of the
Domain Admins group in sales.contoso.com.

Y ou want sales.contoso.com to contain two Domain Controllers. Which two actions can you take? (Each
correct answer presentsa complete solution. Choose two)

A. Manually install a new server in sales.contoso.com. During the installation process, install the server
asaDomain Controller.
B. Manually install a new member server in sales.contoso.com. After it isinstalled, promote the server

to aDomain Controller.

Leading theway in I T testing and certification tools, www.testking.com

-10-



070 - 217

C. Move the domain membership of the member server in contoso.com to sales.contoso.com by using
System Propertiesin Control Panel.

D. Move the domain membership of the Domain Controller in contoso.com to sales.contoso.com by
using System Propertiesin Control Panel.

E. Run DCPromo.exe on the member server in sales.contoso.com and provide credentials of a user in
the Domain Admins group in sales.contoso.com

F. Run DCPromo.exe on the member server in contoso.com and provide credentials of a user in the
Domain Admins group in contoso.com

Answer: B, E.

Explanation:

B. To instal a new Domain Controller we must first install a computer as a member server and then
promote it to a Domain Controller. To promote a member server to a Domain Controller, we need to
run the Active Directory instalation wizard. We can do this by clicking Start, Run and typing
DCPROMO and following the instructions in the wizard to install Active Directory.

E. We can also promote an existing member server to a Domain Controller at any time by running the

Active Directory installation wizard.

Incorrect Answers:

A.

Q.7

Manually installing a new server as a Domain Controller during the server installation process was used
on Windows NT 4.0 Server to install a Domain Controller. This process has changed in Windows 2000.
We thus cannot install Windows 2000 as a Domain Controller during the installation process Instead we
must first install a computer as a member server and then promote to a Domain Controller.

We cannot change the domain membership of a Domain Controller by using the control panel. We can
use the System control panel on a Windows 2000 client to change its domain membership but not to
create a Domain Controller.

We cannot change the domain membership of a Domain Controller by using the control panel. To
change the domain membership of a Domain Controller, we would have to demote it to a member server
first and then re-promote it to aDomain Controller in the new domain.

To run DCPromo.exe on a member server, you need to be an administrator of that domain, not the
parent domain.

You are the administrator of your company's Windows 2000 network. Their network consists of four
domains and five Active Directory sites. The network is configured as shown in the exhibit. .
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Delaware Site

MNewyork.contoso.com Arizona contoso.com | A J
Markeating contoso.com
Alabama Site

Each domain contains 500 Windows 2000 Professional computers. Each domain contains Human
Resources administrators who must perform file maintenance on HR member servers located in
Alabama.

In each domain, you create a global security group for all the HR administrators in that domain. In
mar keting.contoso.com you create a domain local security group named HRadmins. Then, you add the
global security groups from each domain to HRadmins.

You want to ensure that only the designated global groups from each domain are members of the
HRadmins group. What should you do?

A. Create a Group Policy Object for marketing.contoso.com that restricts group access to the HRadmins

group.
B. Create an OU name HRservers that contains only the HR member servers, and then create a Group
Policy Object that restricts group access to the HRadmins group.
C. In each domain except marketing.contoso.com, create a Group Policy Object that restricts group
access to the HRadmins group.
D. In each domain, create a Group Policy Object that restricts group access to the global security group
in that domain.
Answer: A.

Explanation: We can use the restricted groups option in group policy to restrict membership of a group. The
restricted groups option controls two group settings. These are Members and Members of.  If someone else
tries to join arestricted group, they will be removed by group policy. Likewise, if someone’'s name is missing
from the group, the name will be re-entered by the group policy. The restricted groups policy also restricts
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which groups the restricted group can be a member of. For example, if arestricted global group is a member of
adomain local group, the restricted groups policy will enforce that group membership.

Incorrect Answers:

B. Placing the HR serversinto an OU will not restrict access to the group.

C. In this scenario the restricted group policy must be placed in the marketing.contoso.com and not the
other domains since HRAdminsis adomain local group of the marketing.contoso.com domain.

D. In this scenario we must restrict access to the domain local group in the marketing.contoso.com domain

since, not the global groups.

Q.8

Your company's network consists of a single Windows 2000 domain named contoso.com. You are a
member of the Domain Admins group. Employees in the Northeast region often modify their display
settings, which is against company policy.

You link a Group Policy Object named NoDisplay to an OU named NorthEast. The NoDisplay Group
Policy Object removes the settings tab from display in control panel. However, when you attempt to use
Display in control panel to changethe Display settings on your own computer, the Settingstab is gone.

You want only members of the Domain Admins group to be able to use the settings tab in Display in
control panel. Which two cour ses of action can you take?
(Each correct answer presents a complete solution. Choose two)

A. Create a security group named NorthEast, and add all nonadministrative users accountsin the
Northeast OU to the northeast group.
Grant only the northeast group the apply group policy permissions and the read permission for the
NoDisplay GPO.

B. Create a security group named NorthEast, and add al nonadministrative computer accountsin the

Northeast OU to the northeast group.

Grant only the northeast group the apply group policy permissions and the read permission for the

NoDisplay GPO.

Remove the Domain Admins group from the security list in the NoDisplay GPO.

Remove the Creator Owner group from the security list in the NoDisplay GPO.

Grant the Domain Admins group the full control: Allow permission for the NoDisplay GPO.

Grant the Domain Admins group the apply policy:Deny permission for the Nodisplay GPO.

mmoo

Answer: A, F.

Explanation:

A. We want only members of the Domain Admins group to be able to use the settings tab in display in
control panel therefore the Group Policy Object named NoDisplay must not be applied to the admins
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group. Oneway isto place al the northeast usersin one group and filter the policy to that group
through the use of permissions. To be affected by a group policy, a user or group needs to have the
Read and Apply Group Policy permissions. By giving these permissions to everyone in the northeast
OU except the admins, we can ensure the policy does not affect the admins group.

F. To be affected by a group policy, a user or group needs to have the Read and Apply Group Policy
permissions Granting the admins group the deny permission for the group policy object will stop the
policy applying to them. The deny permission overrides all other permissions on the group policy that
the members of the admin group might have in other security contexts.

Incorrect Answers:

B. Adding all nonadministrative computer accounts to the security group named NorthEast, and granting
only the northeast group the apply group policy permissions and the read permission for the NoDisplay
Group Policy Object will apply the policy on a computer basis and not a user basis. In other words, the
policy will affect the computers. Members of the admin group will not see the tab on computers that
have been affected by the policy while all users will be able to access the tab on should they log on to
computers that have not been affected by the policy.

C. The default for a GPO is to apply to the authenticated users group. The admins group is a member
group of this group. Therefore the policy would apply to them as well, as, a user or group needs to have
the Read and Apply Group Policy permissions to be affected by a group policy.

D. Removing the Creator Owner group from the security list in the NoDisplay Group Policy Object will not
prevent the policy from being applied to the admins group.

E. A user or group needs to have the Read and Apply Group Policy permissions to be affected by a group
policy therefore we need to deny the admins apply permission to the GPO, not allow it.
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You ar®the administrator of your company's Windows 2000 network. The company has two offices that
are connected by a WAN link. Each office is configured as an Active Directory site. Both company offices
share an Active Directory application. During business hours, the application generates lar ge amounts of
changesin Active Directory.

You need to reduce the amount of WAN bandwidth used by these changes during business hours. What
should you do?

A. Configure the intrasite replication topology generation to occur less frequently during business
hours.

B. Enable slow link detection in the Default Domain Group Policy Object

C. Enable slow link detection in the Default Domain Controllers Group Policy Object

D Configure intersite replication to occur less frequently during business hours.

Answer: D.
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Explanation: A site is comprised of one or more Internet Protocol (IP) subnets that are tied together by high-
speed and reliable connections. We can configure the replication schedule over site links. Replication between
sitesis called intersite replication. Furthermore, by reducing the replication frequency during business, we will
reduce the competition for resources and network bandwidth.

Incorrect Answers:

A. Intrasite refers to replication within a site. This type of replication does not make use of the WAN
connection. Configuring replication within a site to occur less frequently will thus not reduce network
traffic across the WAN and so will not affect WAN bandwidth. Instead, we should configure intersite
replication to reduce the bandwidth being used by the WAN link.

B. Slow link detection is a mechanism used by Active Directory to determine the application of group
policy. This mechanism is not used to reduce the network traffic by reducing the frequency of
replication.

C. Slow link detection is a mechanism used by Active Directory to determine the application of group
policy. This mechanism is not used to reduce the network traffic by reducing the frequency of
replication.

Q.10
You are a member of Enterprise Admins group in your company's network. The company office in
Dublin hasits own organizational unit (OU) named Dublin.

You hire Sophieasa LAN administrator for the Dublin office. Sophie needsto create user accountsin the
Dublin OU. You do not want Sophie to have per missionsto make any other changesto Active Directory.

In the Active Directory Users and Computer s snap-in, you need to assign appropriate per missions entries
for the Dublin OU. You need to decide wher e these per missions should be applied.

Which option should you choose?

A. The Child objects only option.

B. The Thisobject and all child objects option.

C. The User objectsoption.

D. The Organizational Unit objects option.
Answer: B.

Explanation: Sophie needs to be able to create user accounts in the Dublin OU only. She must not have
permissions to make any other changes to Active Directory. We therefore need to restrict her permissions in the
Dublin OU and any child OUs that may be added in the future. We can accomplish this by applying the
appropriate permissions to the object and to its child objects.
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Incorrect Answers:

A. Applying the appropriate permissions to the child objects only will prevent Sophie from creating objects
in any child OUs; however, this restriction will be applied at the level of the child objects only. Sophie
will therefore still not be able to create objects in the Dublin OU.

C. Thisisabit of atrick question. Sophie needs to be able to create user accounts so that it is easy to think
the permissions must be applied to the User objects. The question is asking where the permissions
should be applied, not what they should be applied on. We need to restrict her access in the Dublin OU.

D. Sophie needs the appropriate permissions only in the Dublin OU. We must thus restrict her access to the
Dublin OU only, and not all OUs.

Q.11

You are the administrator of your company's Windows 2000 network. The network contains a UNIX
server that isrunning BIND DNS and three Windows 2000 Domain Controllers. The Domain Controllers
have DNS installed and are configured with Active Directory integrated zones. On the Windows 2000
DNS Domain Controllers, zonetransfersarerestricted to name serversfor the domain.

You need to add the UNIX server as a backup DNS server and configure replication so that the data on
the server isupdated automatically.

What should you do?

A. On the UNIX server, create a secondary zone for the domain, and then change the SOA (Start of
authority) record for the domain to the UNIX server.

B. On the UNIX server, create a secondary zone for the domain, and then add the UNIX server to the
list of name servers.

C. On the UNIX server, create a standard primary zone.

On aWindows 2000 Domain Controller, add the UNIX server to the list of name servers, and then
configure notifications to point to the UNIX server.

D. On the UNIX server, create a standard primary zone.
On aWindows 2000 Domain Controller, convert the Active Directory integrated zone to a secondary
zone and direct it to the UNIX server to zone transfers.

Answer: B.
Explanation: To ensure automatic zone replication, the UNIX server must have a secondary zone for the
domain. It must also be added to the authorized list on the Windows 2000 servers.

Incorrect Answers:
A. The start of authority (SOA) record will not alow the server to pull zone data from the Windows 2000
servers. The SOA record should not be placed on a secondary DNS server.
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C. The UNIX server needs a secondary zone, not a primary, as the UNIX servers are required as backup
DNS servers.

D. The UNIX server needs a secondary zone, not a primary, as the UNIX servers are required as backup
DNS servers

Q.12

You are the administrator of your company's Windows 2000 network. The network consists of three
domains, and each domain contains computer accounts. The network is configured as shown in the
exhibit. .

Litware.com

us.litware.com eur litware.com

Members of the Domain Admins group and the Help Desk group need to add client computers to each
domain. Y ou need to give these employees exclusive per missions to accomplish thistask.

Which two actions should you take? (Each correct answer presents part of the solution. Choose two)

A. In the Add workstations to domain policy for litware.com, replace the Authenticated Users group
with the Help Desk group.

B. In the Add workstations to domain policy for each domain, replace the Authenticated Users group
with the Help Desk group.

C. For each domain, remove permissions for the Authenticated Users group from the Computers

container, and grant the Help Desk group the Full Control permission for the Computers container.
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D. For litware.com, remove permissions for the Authenticated Users group from the Computers
container, and grant the Help Desk group the Full Control permission for the Computers container.
E. In the Bypass traver se checking policy for litware.com, replace the Authenticated Users group with
Help Desk group.
F. In the Bypass traverse checking policy for each domain, replace the Authenticated Users group
with Help Desk group.
Answer: B, C.

Explanation: As members of the Domain Admins group and the Help Desk group need to add client computers
to each domain they will require the Add workstations to domain right for each domain and the permissions to
create objects in the computers container.

Incorrect Answers:

A. In this scenario the policy must be applied in all domains, not just the root domain. Therefore, replacing
the Authenticated Users group with the Help Desk group will not meet the requirements of this scenario.

D. In this scenario the permissions must be applied in all domains, not just the root domain. Therefore,
replacing the Authenticated Users group with the Help Desk group will not meet the requirements of this
scenario.

E. The bypass traverse checking right is afolder browsing issue and is thus not relevant to this scenario.

F. The bypass traverse checking right is afolder browsing issue and is thus not relevant to this scenario.

Q.13

You are the network administrator for the Lucerne Real Estate Company. The network consists of one
Windows 2000 domain named lucernerealestate.local. The network is not currently connected to the
I nter net.

You are installing a new domain named lucernerealestatel.local. During the promotion process, you
receive thefollowing error message: “ The domain name specified isalready in use on the network” .

What isthe most likely cause of the problem?

A. The default-generated DNS domain name is already in use.
B. Y ou are required to use the domain name lucernereal estatel.local.
C. The default-generated NetBIOS domain nameis already in use.
D. Y ou are required to use the domain name lucernereal estate01.com.
E.

Answer: C.
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Explanation: The default NetBIOS name would be the first 15 characters of the DNS name. This would be the
same as the one aready used by the first domain. Both lucernerealestate.local and lucernerealestatel will be
truncated to the same NetBl1OS name. This name would be lucernereal esta.

Incorrect Answers:

A. The DNS domain isanew domain. Therefore it isnot yet in use.

B. We can very well use the domain name lucer ner ealestatel.local. We are not required to use the domain
lucernereal estatel.local.

D. We can very well use the domain name lucer ner ealestatel.local. We are not required to use the domain
lucernereal estate01.com.

Q.14
You are the enterprise administrator of a Windows 2000 domain. The domain has three Domain
Controllersnamed DC1, DC2, and DC3.

Because of changed hardware requirements, you want to replace the Domain Controller named DC1
with a newer computer named DC4. You want DC4 to be a Domain Controller in the domain. You no
longer want DC1 to function asa Domain Controller.

What should you do?

A. Install DC4 as a stand-alone server in a workgroup named WG. Restore a System State data backup
of DC1 on DC4. On DC1, Use the Active Directory Installation wizard to remove Active Directory
from DC1.

B. Install DC4 as a stand-alone server in a workgroup named WG. Disconnect DC1 from the network.
Rename DC4 to DC1. On DC2, force replication of Active Directory to al its replication partners.

C. Install DC4 as a member server in the domain. On DC4, use the Active Directory installation wizard

to install Active Directory on DC4. On DCL1 use the Active Directory Installation wizard to remove
Active Directory from DCL.

D. Install DC4 as amember server in the domain. On DC1 use the Ntdsutil to copy the Active Directory
filesto DC4. Use the Active Directory Installation wizard to remove Active Directory from DC1.

Answer: C.
Explanation: To install a Domain Controller, we must first install the computer as member server. There after
we can run the Active Directory installation wizard to promote the server to a Domain Controller.

By running the Active Directory installation wizard on a Domain Controller we would be able to demote the
computer back to amember server.

Incorrect Answers:
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The machine must be installed as a member server, not a stand-alone server, and then promoted to a
Domain Controller.

The machine must be installed as a member server, not a standalone server, and then promoted to a
Domain Controller.

Y ou cannot promote DC4 to a Domain Controller by using Ntdsutil and copying the Active Directory
files to DC4. The Ntdsutil is used to physicaly move the DNS database. We must run the Active
Directory installation wizard on DC4 to

Rpromote it to a Domain Controller.

You are the administrator of a domain named fabrikam.com. The domain contains an OU named
Finance that has 20 users. In the Active Directory Users and Computers console on a Domain Controller
named DC1, you inadvertently delete the Finance OU. You want to reinstate the Finance OU.

What should you do?

A. Move the tombstoned Finance OU from the LostAndFound container to the original location.
B. Copy the sales OU from another Domain Controller in the contoso.com domain to DCL.
C. Perform an authoritative restore of the Finance OU from the last backup.
D. In the Active Directory Sites and Services console. Force replication from another Domain controller
in the fabrikam.com domain.
Answer: C.

Explanation: We need to perform an authoritative restore of the Sales OU so that the restored OU does not get
deleted again when Active Directory next replicates.

Incorrect Answers:

A.

Q.16

The LostAndFound container is used by the Movetree utility. Movetree is used to move objects between
domains. When some objects and information are not moved, these are classified as orphaned objects
and are placed in an "orphan” container in the LostAndFound container in the source domain. However,
the Sales OU was deleted therefore it will not be in the LostAndFound container.

The deletion of the Sales OU will be replicated to the other Domain Controllers. The other Domain
Controllers will therefore aso not have a copy of the Sales OU.

The deletion of the Sales OU will be replicated to the other Domain Controllers; it would most probably
beto late to restore the OU by initiating areplication.
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You are the administrator of your company’'s WAN. Your company has four locations connected by
dedicated 256-K bps leased lines. You install and configure a Windows 2000 Domain Controller at each
location. For network performance reasons, you want to control the bandwidth usage and replication
schedule of directory information to each Domain Controller in each location.

What should you do? (Choose two.)

A. Create a site for each location.

B. Create asite that spans al the locations.
C. Create server objects for each Domain Controller in every site.
D. Create server objects for each Domain Controller in its own site.
E. Copy all server objects from Default-First-Site-Name to each site.
F. Move each server object from Default-First-Site-Name to the appropriate site.
Answer: A, F.
Explanation:
A. To control replication we must create a site so that we can schedule replication between the sites. In so
doing we can reduce network traffic.
F. By default, all computers are in the Default-first-site-name.  This is because they must be associated

with asite. When we create a new site, we must associate the servers with the new site.
Incorrect Answers:

B. We must create a Site at each location so that we can schedule replication between them, and in this
reduce intersite communication.

C. We aready have the server objects. We need to move the server objects to their respective sites. There
should also only be one server object for each physical server.

D. We aready have the server objects. We need to move the server objects to their respective sites. There
should also only be one server object for each physical server.

E. The servers must be moved from the Default-First-Name-Site to the new site. They should not be
copied, as they would then be associated with two sites. Furthermore, there should be only one server
object for each physical server.

Q.17

You are the administrator of your company’s network. Your company has its main office in North
America and has branch officesin Asia and Europe. The locations are connected by dedicated 256-K bps
lines. The network consists of one Windows 2000 domain. To minimize logon authentication traffic acr oss
the slow links, you create a site for each office and configure the site links between the sites.
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Usersin the branch officesreport that it takes along timeto log on to the domain. Y ou monitor the
network and discover that all authentication traffic isstill being sent to the Domain Controllersin the
North America site.

What should you do to correct this problem?

A. Schedule replication to occur more frequently between the sites.

B. Schedule replication to occur less frequently between the sites.

C. Create a subnet for each physical location, associate the subnets with the North America site, and
move server objects to the North America site.

D. Create a subnet for each physical location, associate each subnet with its respective site, and move

each server object to its respective site.

Answer: D.

Explanation: Sites define sets of Domain Controllers that are well connected in terms of speed and cost. A site
is the equivalent of a set of one or more IP subnets. Subnets and servers need to be associated with sites
otherwise the sites do not mean anything. The sites are used by the Active Directory service to schedule its
replication of the Active Directory database. They are also used to keep clients to use local resources instead of
remote resources. By associating subnets with sites there will be less network traffic.

Incorrect Answers:
A. Inthis scenario we are required to stop authentication traffic crossing the site links. We should thus not
schedule replication across the site links.
B. In this scenario we are required to stop authentication traffic crossing the site links. We should thus not
schedule replication across the site links.
C. The subnets and servers must be placed in their respective sites and should not be associated with the
North Americasite.

Q.18

You arethe network administrator for your company. Your company’s main office isin Seattle. Branch
officesarein New York, Rome, and Tokyo. The local administrators at each branch office need to be able
to control local resour ces.

You want to prevent the local administrators from controlling resourcesin the other branch offices. You
want only the administrator s from the main office to be allowed to create and manage user accounts. You
want to create an Active Directory structure to accomplish these goals.

What should you do?
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A. Create a domain tree that has a top-level domain for the main office and a child domain for each
branch office. Grant the local administrators membership in the Domain Admins group in their child
domains.

B. Create a domain tree that has a top-level domain for the main office and a child domain for each
branch office. Grant the local administrators membership in the Enterprise Admins group in the
domain tree.

C. Create a single domain. Create a group named Branch Admins. Grant the local administrators
membership in this group. Assign permissions to the local resources to this group.

D. Create a single domain. Create an organizational unit (OU) for each branch office and an additional
OU named CorpUsers. Delegate authority for resource administration to the local administrators for
their own OUs. Delegate authority to the CorpUsers OU only to the Domain Admins group.

Answer: D.

Explanation: With Active Directory, we can use Organizational Units as a basis for the delegation of authority.
In this scenario, we could create a single domain with an Organizational Unit for each branch office. We could
then delegate authority for resource administration, but not user administration, to the local administrators for
their own OUs. This will permit the local administrators of each branch office to manage resources in that
region but would not allow them to manage user accounts. By creating another OU and del egating authority to
that OU only to the Domain Admins group we will allow only the Domain Admins group to administrate user
and user accounts.

Incorrect Answers:

A. It is not necessary to create multiple domains. We could instead create a single domain with an
Organizational Unit for each branch office. We could then delegate authority for resource
administration, but not user administration, to the local administrators for their own OUSs. In addition,
we could create another OU and delegate authority to that OU only to the Domain Admins group. This
will allow the Domain Admins group to administrate user and user accounts. Furthermore, the creation
of multiple domains would increase administrative requirements.

B. By granting the local administrators membership in the Enterprise Admins group in a domain tree that
has a top-level domain for the main office and a child domain for each branch office, we allow the local
administrators to manage resources and user accounts in the forest.

C. Create a single domain. Create a group named Branch Admins. Grant the local administrators
membership in this group. We must use Organizational Units as a basis for the delegation of authority
for resources.

Q.19

You are the administrator of a Windows 2000 domain. The domain has two Domain Controllers named
Serverl and Server2. The volume that contains the Active Directory database file on Serverlisrunning
out of disk space. You decide to move the database file to an empty volume on a different disk on Server 1.
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What should you do?

A. Restart Serverl in directory services restore mode. Use the Ntdsutil utility to move the database file
to the empty volume.

B. Use Windows Backup to create a backup of the System State data of Serverl. Restart Serverl in
directory services restore mode. Restore the system State data to the empty volume.

C. Use the Logical disk Manager console to mount the empty volume in the folder that contains the
Active Directory database file.

D. Stop the Net logon service on Serverl. Use Windows Explorer to move Ntds.dit to the empty
volume. Start the Net Logon service again. Force replication from server2.

Answer: A.

Explanation: The Ntdsutil command-line utility in Directory Services Restore mode is used to move the Active
Directory database. This utility automatically updates the registry keys so that Active Directory will start from
the location it was moved to. We can enter the Directory Services Restore Mode by pressing F8 to display the
Windows 2000 Advanced options menu. We must logon using the Administrators account and type NTDSUTIL
at the command prompt, specify files, then type ‘MOVE DATABASE TO [drive letter:\directory name]’.
Finally, we must reboot the Domain Controller for the changes to take effect.

Incorrect Answers:

B.

Q.20

Although it is possible to restore the System State data to a new location, Active directory will still use
the original database, as this was not removed. Should we delete the original database, we would need to
ater the registry keys manually so that Active Directory can start from the new location. This is a
daunting task that could render the computer unbootable if the registry isincorrectly altered. Thisis thus
not recommended procedure. We should therefore use the Ntdsutil command-line utility instead.

We can only mount a volume to a folder that is empty. We would therefore have to move the database
first.

It is possible to copy the Ntds.dit file to another volume but we would aso have to alter the registry keys
manually so that Active Directory can start from the new location. This is a daunting task that could
render the computer unbootable if the registry is incorrectly altered. This is thus not recommended
procedure. We should therefore use the Ntdsutil command-line utility instead.

You are the administrator of your company’s network. Your company has two domains in six sites as
shown in the exhibit. .
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Each site has one or more Domain Controllers. For fault-tolerance and load-balancing purposes, one
Domain Controller in each siteis configured as a Global Catalog server. Usersreport that, several times
aday, network performance and data transfer for an application located in SiteA are extremely poor.

Y ou want to improve network performance. What should you do?

A. Configure at least two Domain Controllersin each site as Global Catalog servers.

B. Configure the Domain Controllersin only one site as Global Catalog servers.

C. Create site links between all sites and use the default replication schedulers.

D. Create site links between all sites and set the less frequent replication schedul es.

E. Create connection object between each Domain Controller. Use RPC as the transport protocol.

F. Create connection objects between each Domain Controller. Use SMTP as the transport protocol.
Answer: D.

Explanation: When we create sites, we must also create site links, as site links are used to facilitate and
configure replication between sites. We can set the replication schedule over site links and can reduce the
frequency of replication, which will improve network performance.

Incorrect Answers:

A. In this scenario, Active Directory replication is the cause of the network traffic. Adding more Global
Catalog servers will thus not reduce network traffic. Furthermore, there should be no need of more than
one Global Catalog servers at each site.

B. Configuring the Domain Controllersin only one site as Global Catalog servers would result in an
increase in network traffic, aslogon information would need to cross the site links.
C. In this scenario we need to configure the replication to be less frequent.
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The network protocols have a minor affect on bandwidth usage in comparison to the replication
frequency. We should thus configure the replication to be less frequent instead.
The network protocols have a minor affect on bandwidth usage in comparison to the replication
frequency. We should thus configure the replication to be less frequent instead.

You are the administrator of a Windows 2000 domain. The doman has a Windows 2000 Server
computer named Central.

Users in the domain frequently work on different Windows 2000 Professional desktop and portable
computers. They use the Windows 2000 Professional portable computersto dial in to the network when
they aretravelling. All Windows 2000 Professional computersarein the domain.

Y ou want to accomplish the following goals:

* All usersin the domain will be able to work on all Windows 2000 Professional desktop and portable
computersand havetheir own desktop settings available on all computers.

» All usersin the domain will be able to access their documentsin the My Documents folder from any
computer, including the portable computer swhen usersdial in to the network.

* When users dial in to the network, the logon and logoff times will not be delayed because of the
transfer of the contents of the My Documents folder

What should you do? (Choose two.)

A.

B.

Configure aroaming Profile for each user in the domain.

Use \\Central\Profiles\%Username% as the Profile path.

Configure ahome folder for each user in the domain.

Use \\Central\Home\%Username% as the home folder path.

Create anew Group Policy object (GPO) named Offdocs.

Assign the Offdocs GPO to the domain.

Configure the Offdocs GPO to prevent the use of the Offline Files folder.

Create anew Group Policy object (GPO) named Redocs.

Assign the Redocs GPO to the domain.

Configure the Redocs GPO to redirect the My Documents folder to the \\Central\Docs\%Username%
location.

Create anew Group Policy object (GPO) named Async.

Assign the Async GPO to the domain.

Configure the Async GPO to apply Group Policy Object settings for users asynchronously when
they log on.
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Answer: A, D.

Explanation:

A. We must create roaming profiles, as they are required by users who logon to the network from different
locations or computers but who require the same desktop setting regardless of where they logon.

D. We must then redirect the logon to the My Documents folder so that the files in the My Documents do
not get downloaded as part of the roaming profile logon process. By redirecting the My Documents
folder, the roaming profile will access the folder on the network location rather than down loading it
onto the logon computer. Thiswill reduce network traffic.

Reference:
Configuration of the My Documents Folder (Q221837)
Windows 2000 Server documentation, Folder Redirection

Incorrect Answers:

B. Home folders are not appropriate to this scenario. We need to redirect My Documents.

C. Offline files are not appropriate to this scenario. We need to redirect My Documents.

E. The GPO will not redirect the My Documents folder and so will not affect the logon speed.

Q.22
You are the administrator for your company. You are deploying Windows 2000 Professional on your
network by RIS. Your company has several departments.

To expedite the deployment of Windows 2000 and other third party application, you have created a
group named Department Managers. You want to allow members of the Department Managers group
access to create custom images and post them to the RIS serversfor deployment. In addition, you want to
allow members of the group to install client computersfrom the RIS server.

What should you do?

A. Grant the department managers group Read and Write permissions to the Remoteinstall folder.

B. Grant the department managers group Read and Write permissions to the OSChooser folder.

C. Grant the department managers group Full Control permissions to the RIPrep.exe.

D. Grant the department managers group Full Control permissions to the SysPrep utility.

E. Grant the department managers group Read and Write permissions to the Admin folder.
Answer: A.

Explanation: To write images to the RIS folder, the members of the Department Managers group require write
permissions to the Remoteinstall folder. To install the RIS image on the computers, the members of the
Department Managers group require read permissions to the Remoteinstall folder.
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Incorrect Answers:

B

C.

D.

The members of the Department Managers group do not require full control access to the RIPrep.exe utility.
They only require read permissions to the utility to be able to execute it in order to create the RIS images.
The sysprep utility is used to remove the unique security identification information from a computer. It is
not required for the installation of Windows 2000 Professional using RIS images.

The members of the Department Managers group require the appropriate permissions on the Remoteinstall
folder and not the admin folder.

Q.23

You are the administrator of a Windows 2000 domain. The domain has an Organizational Unit (OU)
named staff. Usersin the Staff OU frequently work on different Windows 2000 Professional computers.
All Windows 2000 Professional computers are in the domain. The domain also has a Windows 2000
Server computer named ServerA.

Y ou want to accomplish the following goals:

Users in the Staff OU will receive their user profile settings at every Windows 2000 Professional
computer in thedomain

Each user in the Staff OU will be able to gain access to the documents in the user’s My Documents
folder from any Windows 2000 Professional computer in the domain

To reduce network traffic, documents in users My Documents folders will not be automatically
copied to or from the server when userslogo on to or log off of the domain

What should you do? (Choose all that apply)

A. Configure aroaming profile for each user in the Staff OU.
Use \\ServerA\Profiles\%Username% as the profile path.
B. Create a new Group Policy Object named Profile.
Assign the profile GPO to the staff OU.
Configure the profile GPO to redirect the Desktop folder to \\ServerA\Profiles\%Username%o
C. Create anew Group Policy Object named Redirect.
Assign the Redirect GPO to the staff OU.
Configure the Redirect GPO to redirect the My Documents folder to
\\ServerA\Profiles\%Username%
D. On the Windows 2000 professional computers, share the My Documents folder.
Configure the My Documents share to prevent filesin the shared folder from being cached.

Answer: A, C.
Explanation:

A.

We must create roaming profiles, as users who logon to the network from different locations or
computers but who require the same desktop setting regardless of where they logon require them.
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C. We also need to redirect the My Documents folder to the profile folder so that the users can access their
fileswherever they logon from. This is accomplished by creating a new GPO, configure the GPO to
redirect My Documents folders to a specific network share for each individual user, and assigned the
GPO to the appropriate OU.

Note:
The redirection of my Documents folder will:
|. forcethe contents of My Documents folder to be moved to the network share.
This move will only occur once.
Il. change of the My Documents shortcut. Instead of a shortcut to afolder on the local hard drive the My
Documents shortcut will use a network share.

The user will transparently be redirected to the files and folders in the network share when he uses the My
Documents folder. Notice that the filesin the My Documents folder in the network share will not be copied
during login and logoff. No extra network traffic will occur. Only the shortcut path of the My Documents folder
need to be configured.

Reference;
Configuration of the My Documents Folder (Q221837)
Windows 2000 Server documentation, Folder Redirection

Incorrect Answers:

B. The desktop folder is already part of the roaming profile therefore we do not have to redirect the desktop
folder.

D. It is not necessary to share the My Documents folders because they can be redirected to the server.

Q.24
Your company is deploying Windows 2000 Professional on a networ k of 300 computers. The network has
two Windows 2000 server computers. You have only enough Windows 2000 Professional licenses for 250
users.

You need to restrict the department so that Windows 2000 Professional can be installed on only the
licensed computers. You will need to minimize user intervention during the deployment and centralize
theinstallation files.
What should you do?

A. Create a shared folder on one of the servers. Copy the source files from the Windows 2000

Professional CD-ROM to the shared folder. Allow usersto perform attended install ations from the
shared folder on only the licensed computers.
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B. Install RIS on one of the servers. Create user accounts for al the licensed users. Configure the RIS
sever to accept the connections from only known computers. Perform unattended installations for all
connecting computers.

C. Create a shared folder on one of the servers. Restrict access to the share so that only 250 users can
connect. Copy the source files from the Windows 2000 Professional CD-ROM to the shared folder.
Allow users to perform unattended installation from the shared folder.

D. Install RIS on one of the servers. Create computer accounts in the domain for only the licensed
computers. Configure the RIS server to accept connections from only known computers. Perform
unattended installations from the shared computers.

Answer: D.
Explanation: By creating computer accounts in the domain for only the licensed computers, i.e. using
prestaged computer accounts, we can restrict which computers Windows 2000 Professional will be installed on.

Incorrect Answers:

A. Asall userswill have access to the shared folder to which the files from the Windows 2000 Professional
CD-ROM have been copied, they will be able to install Windows 2000 Professional on any of the
computers, not just those for which licences exist.

B. Only computer accounts can be used when making use of prestaged accounts. We must therefore create
computer accounts and not user accounts.

C. Asall userswill have access to the shared folder to which the files from the Windows 2000 Professional
CD-ROM have been copied, they will be able to install Windows 2000 Professional on any of the
computers, not just those for which licences exist. By restricting the number of simultaneous
connections to the folder to 250 we would restrict access to 250 users at any one time. However, as soon
as a user disconnects from the folder another user can connect to it and will be able use the RIS image to
install Windows 2000 Professional on any computer.

Q.25

You are the administrator of Windows 2000 Domain. The domain has an Organizational Unit named
support. Usersin the support OU frequently use their portable computerswhen they are not connected to
the network. The portable computers are Windows 2000 Professional computers in the support
Organizational Unit. The domain also has a Windows 2000 Server computer named data3. The
\\data3\Supfiles share containsfiles that are needed by usersin the support Organizational Unit.

Y ou want to accomplish the following goals:
* Usersin the support Organizational Unit will be able to access files at \\data3\supfiles when they
usetheir portable computerswhilethey are not connected to the network.

* The total disk space used on portable computers to automatically store system files form the
\\data3\supfiles share and other server locations will not exceed 5% of the hard disk space.
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What should you do? (Choose all that apply)
A. Configure the SupFiles share on the data3 server to cache documents automatically.

B. Create anew Group Policy Object (GPO) named EXfolder.
Assign the EXfolder to the Support OU.
Configure the EXfolder GPO to exclude the \\data3\Supfiles from the roaming Professional.

C. Create a new Group Policy Object named M axdisk.
Assign the Maxdisk GPO to the Support OU.
Configure the Maxdisk Group Policy Object to automatically cache off line files to 5% of the hard
disk space.

D. Create anew Group Policy Object named Maxsize.
Assign Maxsize GPO to the Support OU.
Configure the Maxsize GPO to limit the size of each user Profile to 5% of the hard disk space.

Answer: A, C.

Explanation:

A. By configuring the SupFiles share on the data3 server to cache documents automatically, we would
make the files in the SupFiles share available for offline use.

C. We can then limit the hard drive space that the offline files occupy by creating a Group Policy Object,
assigning it to the OU and configuring the Group Policy Object to automatically cache off line files to

5% of the hard disk space.

Incorrect Answers:

B. The filesin the \\data3\supfiles will not be part of the profiles. It will therefore not be necessary to create
a GPO that will be configured to exclude those files.

D. In this scenario we must limit the size of the offline files, and not the size of the profiles. We must

therefore create a Group Policy Object, assign it to the OU and configure the Group Policy Object to
automatically cached off line files to 5% of the hard disk space.

Q. 26

Your company Windows 2000 Domain Controller contains an Organization Unit named Shipping. The
domain isin native mode. You want to delegate the control of the group policy setting for the shipping
OU to aglobal group named help desk.

Members of the Help Desk group need to able to create and edit new GPOs and assign these GPOsto the
shipping OU. You do not want these membersto assign GPOsto other OUs.
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What should you do? (Choose two)

A. Add the Help Desk group to the Group policy Creator Owners security group.

B. Create a new security group name group policy administrator in the shipping OU. Add the Help
Desk group to this new group.

On the existing GPO, assign read and write permission to the Help Desk group.

On the shipping OU, assign the apply group policy permission in the Help Desk group.

On the shipping OU, delegate the predefined task name Manage group policy links to the Help Desk
group.

On all the OUs in the domain accept the shipping OU, deny write permissions to the Help Desk
group.

mooO

m

Answer: C, E.

Explanation: Active Directory supports security settings on individual properties. Thus, a hon-administrator
can be given Read and Write access to specific properties. If non-administrators have Read and Write access to
the gPLink and gPOptions properties, they can manage the list of Group Policy objects linked to that site,
domain, or organizational unit. To give a user Read and Write access to these properties, use the Delegation of
Control Wizard and select the Manage Group Policy links predefined task. In this scenario we must give non-
administrators, the helpdesk group, rights and permissions on a specific OU. The helpdesk group needs to be
able to create new GPOs; edit existing GPOs linked to the OU; and link new GPOs to the OU. By default, the
Everyone group, to which all users and user groups are automatically added, can create GPOs therefore the
helpdesk group is already able to create new GPOs. To access the GPOs that are linked to the OU, the hel pdesk
group must have the required permission to the GPOs. They can be granted these permissions by assigning the
predefined task “Manage Group Policy links’ to the Helpdesk group on this OU. But they also need read and
write permission to the existing GPO to be able to open and edit it.

Incorrect Answers:

A. The Group policy Creator Owners security group is a system group. We cannot add users to system
group therefore we cannot add users to the Group policy Creator Owners security group.

B. The help desk employees have aready been placed in a group. Permissions and rights can be assigned to
this group. It istherefore not necessary to create another group to place the Helpdesk group in.

D. All authenticated users have the apply group policy permission by default. Therefore it is not necessary
to assign the apply group policy permission in the help desk group.

F. Assigning the deny write permissions to the help desk group on all the OUs in the domain accept the
shipping OU, would be a daunting administrative task, and would have to be done every time new a OU
is created in the domain.

Q.27
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You are the administrator of Windows 2000 Domain. You want to deploy a new application named
finance that will be used all users in the domain. The vendors of the Finance application supplied a
Microsoft Windowsinstaller package for the application.

You decide to deploy the Finance application in two phases. During phase 1, only members of a security
group named Finance Pilot will use the finance application. During phase 2, all usersin the domain will
be ableto install the Finance application.

Y ou want to accomplish the following goals:

* During phase 1, the Finance application will not be installed automatically when userslogon.

* During phase 1, users who are members of Finance group will be able to install the finance
application by using a Start menu short cut.

* During phase 1, users who are not members of the Finance pilot group will not be able to install
the finance application by using a Start menu short cut.

* The Finance application will be installed automatically the first time any user in the domain logs
on after phase 2 has begun.

You takethe following actions:

* Create a new Group Policy Object named Deploy Finance and link the Deploy Finance GPO to the
domain.

» Configurethe Deploy Finance GPO to assign the finance application to users.

* For phase 1, create a software category named Finance Pilot. Assign the Finance application to the
Finance Pilot softwar e category.

» For phase 2, remove the finance application from the finance Pilot softwar e category.

Which result or results do these actions produce? (Choose all that apply)

A. During phase 1, the Finance application will not be installed automatically when users logon.

B. During phase 1, users who are members of Finance Pilot group can install the finance application by
using a start menu short cut.

C. During phase 1, users who are not members of the Finance Pilot group cannot install the finance
application by using a start menu short cut.

D. The finance application will be installed automatically the first time any user in the domain logons after
phase 2 has begun.

Answer: A, B.

Explanation:

A: Only application assigned to computers will be automatically installed and during phase 1 we only assign the
application to users.

B: The application is assigned to users. So al users would be able to install the application, in particular the
usersin the Finance Pilot group.
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Note 1: In this scenario the finance application was assigned and not published to users. The application will
therefore not be automatically installed when users log on but will be advertised to the user the next time the
user logs on to the network regardless of which computer the user actually uses to log on. The application is
installed the first time the user activates the application on the computer, either by selecting the short cut to
application on the start menu or by activating a document associated with the application.

Note 2: In Windows 2000 we can manage the installation of software on a client computer centrally by
assigning applications to users or computers or by publishing applications for users. When we assign an
application to a user, the application is advertised to the user the next time the user logs on to the network
regardless of which computer the user actually uses to log on. The application is installed the first time the user
activates the application on the computer, either by selecting the short cut to application on the start menu or by
activating a document associated with the application. When we assign an application to a computer, the
application is advertised and is installed when there are no other applications running on the computer. This
usually occurs when the computer next starts up. When we publish an application to a user, the application does
not appear installed on the users' computers and no shortcut to it is visible on the desktop or the start menu.
Instead, the application is available for the user to install using Add/Remove Programs in Control Panel or by
clicking afile associated with the application. We cannot publish an application to a computer.

Incorrect Answers:
C. The GPO was applied to the domain therefore everyone will be able to install the application.
D. For the finance application to be installed automatically the first time any user in the domain logons, the
GPO would have to be assigned to computers.

Q.28

You arethe administrator of a Windows 2000 domain. Y ou want to deploy an application named Travel
that will be used by all usersin the domain. The vendor of the application did not provide a Microsoft
Windows installer package for the application. When the application isinstalled, it usesthe .tvl file name
extension. You want to use group policy to deploy the application.

Y ou want to accomplish the following goals:
* Userswill beabletoinstall the application by using add remove Programs.
* Userswill beabletoinstall the application by using a Start menu shortcut.

» Userswill beabletoinstall the application by using document invocation.
* Theapplication will be automatically reinstalled if key application files are missing.

You take the following actions:

» Create a zero administration package (.zap) text file that specifies how to install the travel
application.

Leading theway in I T testing and certification tools, www.testking.com




070 - 217

* Copy the.zap fileto a shared folder on the network.

* Createanew Group Policy Object named Install Travel and assign theinstall travel Group Policy
Object to the domain.

» Configuretheinstall travel Group Policy Object to publish the travel application to users by using
the .zap file.

Which result or results do these actions produce? (Choose all that apply)

A. Users can install the application by using Add/Remove programs.

B. Users can install the application by using a Start menu shortcut.

C. Users can install the application by using document invocation.

D. The application is automatically reinstalled if key application files are missing.
Answer: A, C.

Explanation:

A: Theapplication is published so you are able to install it through the Add/Remove programs control applet.
C: Published applications can be installed by document invocation.

Note: In Windows 2000 we can manage the installation of software on a client computer centrally by assigning
applications to users or computers or by publishing applications for users. When we assign an application to a
user, the application is advertised to the user the next time the user logs on to the network regardless of which
computer the user actually uses to log on. The application is installed the first time the user activates the
application on the computer, either by selecting the short cut to application on the start menu or by activating a
document associated with the application. The latter means of installation is called document invocation. When
we assign an application to a computer, the application is advertised and is installed when there are no other
applications running on the computer. This usually occurs when the computer next starts up. When we publish
an application to a user, the application does not appear installed on the users' computers and no shortcut to it is
visible on the desktop or the start menu. Instead, the application is available for the user to install using
Add/Remove Programs in Control Panel or by document invocation. We cannot publish an application to a
computer. In this scenario the application was publish to the user. It will thus appear in Add/remove programs.
Furthermore, when an application is assigned or published, it can be installed by document invocation.

Incorrect Answers:

B. In this scenario we published the application to the users. When we publish an application to a user, the
application does not appear installed on the users computers and no shortcut to it is visible on the
desktop or the start menu. Instead, the application is available for the user to install using Add/Remove
Programs in Control Panel or by document invocation. A start menu shortcut would only appear if we
assigned the application to the user.

D. Only applications that have been installed with a Microsoft Installer package, i.e. applications that have
been installed by using the .msi file, can be automatically reinstalled if key application files are missing.
In this scenario a .zap file was used to install the application. The application therefore cannot be
automatically repaired.
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Q.29

You are administrator of a Windows 2000 network. You are configuring RIS to deploy Windows 2000
Professional on new client computers. New users report that when they attempt to install their
computers, they areunableto get an | P address.

What should you do?

A. Authorize the DHCP server in DHCP console.

B. Configure each computer to boot from a remote installation boot disk.

C. Create areservation in DHCP for each client.

D. Start the Boot Information Negotiation Layer (BINL) service on the RIS server.
Answer: A.

Explanation: When aclient is unable to acquire an IP address during startup the problem usually concerns the
DHCP server or connectivity to the DHCP server. An unauthorized DHCP server might cause this problem.
Y ou authorize a DHCP Server in the Active Directory through the DHCP console.

Note: Remote boot load sequence:
1. Client receives IP address

Problems in this step might include: unavailable DHCP server, unauthorized DHCP server, incorrectly
configure DHCP server.

2. Client contacts remote installation service.
3. Client receivesthe first imagefile files.

Problems in this step might include a stopped BINL service.
4. Client installation Wizard starts.
Reference: Windows 2000 Documentation, Troubleshooting Remote Installation Services

Incorrect Answers:
A. Asadl of the clients have PXE compliant network adapters, it is not necessary to create boot disks for
them.
B. TheRISserver does not require the creation of areservation in DHCP for each client.
C. A stopped BINL service could cause this problem, but it lesslikely and it would result in amore specific

error message.
Note: The BINL service is added during the RIS installation process and provides overall management
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of the RIS environment. The BINL serviceis responsible for Answering client computer network
service requests, querying Active Directory on behalf of the client computer, and ensuring that the
correct policy and configuration settings are applied to the client computer during the OS installation.
The BINL service makes sure the client is passed the correct files and, in the case of a prestaged client,
makes sure it is serviced by the correct RIS server. If the client computer has not been prestaged, BINL
creates the client computer account object within Active Directory.

Q.30

You are the administrator for your company’s network. You are deploying Windows 2000 on your
network of 10,500 users. There are 15 departments in your company. Each department needs to use
specific features of Windows 2000 and custom third-party applications.

You want to minimize the administrative time required to set up the client computers. You also want to
provide customized softwar e installationsto the users.

What should you do?

A. Install and configure a RIS Server on your network.
Use RIPrep.exe to create multiple images for each department.
Connect the client computers to the RIS Server and deploy the custom images.

B. Install and configure a RIS Server on your network.
Create different installation script files for each department.
Deploy the computers by using RIS.

C. Create a shared folder on one of the servers.
Copy the source files from Windows 2000 Professional CD-ROM to the shared folder.
Perform unattended installations from shared folder by using script files, and then install the third-party
applications.

D. Create a shared folder on one of the servers.
Copy the source files from Windows 2000 Professional CD-ROM to the shared folder.
Perform attended installations from shared folder, and then select only the components you need for
each department.

Answer: A.

Explanation: The quickest way is to create an image of each configuration in this scenario would be to install
and configure a RIS Server on our network and use the RIPrep.exe utility to create multiple images for each
department. We can then connect the client computers to the RIS Server and deploy the custom images.
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When creating the RIS image we must;

1.

2.
3.

Use Remote Installation Services to remotely install the base Windows 2000 Professional operating
system.

Install client computer applications that do not adhere to the Windows Installer technology.

Configure the source computer to conform to any company desktop standards required. For example,
you might want to define specific screen colors, set the background bitmap to a company-based logo,
remove any games installed by the base operating system, and configure Internet Explorer proxy
Settings.

Close al applications and run the Remote Installation Preparation (RIPrep) wizard.

The wizard configures the source computer to a generic state, removing anything that is unique to the
client installation, such as the computer's unique security ID (SID), computer name, and any registry
settings unigue to the client source computer.

The wizard prompts us for the installation information required by the image conversion process. This
information includes the location where the client installation image should be replicated, the name of
the directory it should be copied to on the server, and a friendly description and associated Help text
describing the installation image to users running the Client Installation wizard.

After the replication is complete, the installation image is automatically added to the list of available
operating system installation options and is available to client computers that use the remote boot
technology.

Incorrect Answers:

B.

C.

Q.31

Windows 2000 does not make provision for the use of scripts when performing RIS installations.

Copy the source files from Windows 2000 Professional CD-ROM to the shared folder.

Performing unattended installations from a shared folder by using script files, and then installing the
third-party applications on each computer would not be a fully unattended installation. It would also
require extensive administrative effort.

Copy the source files from Windows 2000 Professional CD-ROM to the shared folder.

Performing attended installations from a shared folder, and then selecting only the components required
for each department would not be a fully unattended installation. It would also require extensive
administrative effort.

You are the administrator of a Windows 2000 domain. The domain has an organizational unit named
Help Desk. A Group Policy Object (GPO) named disable Regedit is assigned to help desktop OU. The
only policy defined in the disabled Regedit GPO is the policy setting that disables the use of registry
editing tools.

For performance reasons, your company wants to minimize the number of GPOs that are processed as
logon. The company also decides that the restriction on the use of the registry editing tools must no
longer apply tothe usersin the help desk OU.
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What should you do to accomplish these goals?

A Remove the disable Regedit Group Policy Object from the help desk OU.

B. Assign anew Group Policy Object to the help desk OU that enables the use of registry editing tools.

C. On the computers used by user in help desk OU, edit the registry to alow the use of registry editing
tools.

D On the computers used by user in help desk OU, configure the local Group Policy Object to allow the
use of registry editing tools.

E. On the computers used by user in help desk OU, delete the Registry.pol file from the
systemroot/system32/GroupPolicy folder.

Answer: A.

Explanation: When a Group Policy Object is no longer required it can simply be removed. This will improve
the logon process, as the GPO will no longer have to be processed when a user logs on to the network.

Incorrect Answers:

A.

Q.32

Adds a GPO, which would change the settings in the existing GPO, is unnecessary as we can simply
remove the existing GPO. Furthermore, the order in which these two GPOs are processed would be
crucial as to which GPO setting are set. Should the disable Regedit Group Policy Object be processed
after the new GPO, the setting prescribed by the disable Regedit Group Policy Object would be in effect.
In this scenario it would not be possible to use the registry tools, as the disable Regedit Group Policy
Object has disables the Regedit utility.

Configuring the local Group Policy Object to allow the use of registry editing tools would not solve the
problem in this scenario as the disable Regedit Group Policy Object would override the local
configuration.

The Administrative Templates extension of Group Policy saves information in Registry.pol files. These
files cannot be used to remove the restrictions put in place by the disable Regedit Group Policy Object.

You are the administrator for Coho Vineyard. You are using RIS to deploy Windows 2000 on your
network. You want to direct your client computers to specific RIS servers for deployment. You cannot
find the GUIDs on several of the client computers. You need the GUIDs to finish your deployment
pr ocess.

What should you do?

A.

Use Network Monitor to capture the DHCPDiscover frames from the client computers. Search the data

fields for the GUIDs in the hexadecimal format.

Leading theway in I T testing and certification tools, www.testking.com

-39-



070 - 217

B. Use Network Monitor to capture the DNS frames from the client computers. Search the data fields from
the GUIDs in hexadecimal format.

C. Use Network Monitor to capture the DHCPRequest frames from the client computers. Search the data
fields for the GUIDs in the hexadecimal format.

D. Use network monitor to capture the DHCPOffer frames from the client computers. Search the data fields
for the GUIDs in hexadecimal format.

Answer: A.

Explanation: When a client requires an IP address, it broadcasts a DHCPDISCOVER packet, which includes
the Global Unique Identifier (GUID), to find a DHCP server. The DHCP server then responds by sending a
DHCPOFFER packet to which the client answers: with a DHCPREQUEST packet. Finally the DHCP server
acknowledges the lease with DHCPACK packet.

Incorrect Answers:
A. TheGlobal Unique Identifier (GUID) isincluded in the DHCPDISCOVER packet and not in the DNS

frames.
B. TheGlobal Unique Identifier (GUID) isincluded in the DHCPDISCOVER packet and not in the
DHCPRequest frames.
C. TheGloba Unique Identifier (GUID) isincluded in the DHCPDISCOVER packet and not in the
DHCPOffer frames.
Q.33

You are the administrator of a Windows 2000 Domain. You want to deploy a new application named
Finance that will be used all users in the domain. The vendors of the finance application supplied a
Microsoft Windows installer package for the application.

You decide to deploy the Finance application in two phases. During phase 1, only members of a security
group named finance pilot will use the Finance application. During phase 2, all usersin the domain will
be ableto install the finance application.

Y ou want to accomplish the following goals:

* During phase 1, the Finance application will not be installed automatically when userslogon.

* During phase 1, users who are members of Finance group will be able to install the finance
application by using a Start menu short cut.

* During phase 1, users who are not members of the Finance pilot group will not be able to install
the Finance application by using a start menu short cut.

* The Finance application will be installed automatically the first time any user in the domain logs
on after phase 2 has begun.
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You takethe following actions:

* Create a new Group Policy Object (GPO) named Finance App and link the Finance AppGPO to
the domain.

» Configurethe Finance AppGPO to publish the finance application to users.

 For phase 1, configure the Finance AppGPO permissions. Remove the apply group policy
permission for the Authenticated users group. Grant the apply group policy permission for the
Finance pilot group.

* For phase 2, configure the Finance AppGPO permissions. Grant the apply group policy
permissions for Authenticated users group. Remove the apply group policy permissions for the
Finance pilot group.

Which result or resultsdo these actions produce? (Choose all that apply)

A. During phase 1, the finance application will not be installed automatically when users logon.

B. During phase 1, users who are members of finance pilot group can install the finance application by
using a start menu short cut.

C. During phase 1, users who are not members of the finance pilot group cannot install the finance
application by using a start menu short cut.

D. The finance application will be installed automatically the first time any user in the domain logons after
phase 2 has begun.

Answer: A, C.

Explanation:

A: Only applications assigned to computers (here it is published to users) will be installed automatically the
next time the computer restarts.

C: The computer is only published to the Finance Pilot group during phase 1 (not assigned to authenticated
users) so no one can install the application using a start menu short-cut.

Note: In Windows 2000 we can manage the installation of software on a client computer centrally by assigning
applications to users or computers or by publishing applications for users. When we assign an application to a
user, the application is advertised to the user the next time the user logs on to the network regardless of which
computer the user actually uses to log on. The application is installed the first time the user activates the
application on the computer, either by selecting the short cut to application on the start menu or by activating a
document associated with the application. When we assign an application to a computer, the application is
advertised and is installed when there are no other applications running on the computer. This usually occurs
when the computer next starts up. When we publish an application to a user, the application does not appear
installed on the users' computers and no shortcut to it is visible on the desktop or the start menu. Instead, the
application is available for the user to install using Add/Remove Programs in Control Panel or by clicking afile
associated with the application. We cannot publish an application to a computer. In this scenario the application
was published viaa GPO that was assigned to the finance group users therefore it will not install when userslog
in.
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Incorrect Answers:

B. When we assign an application to a user, the application is advertised to the user the next time the user
logs on to the network regardless of which computer the user actually uses to log on. The application is
installed the first time the user activates the application on the computer, either by selecting the short cut
to application on the start menu or by activating a document associated with the application.

D. When we assign an application to a computer, the application is advertised and is installed when there
are no other applications running on the computer. This usually occurs when the computer next starts up.

Q.34
You are the administrator of a Windows 2000 network. You create global groups and domain local
groupsfor the accounts payable and accountsreceivable departments.

The domain local group named AP has Change permission for the Accounts Payable folder. The
Accounts Payable folder is a subfolder of the Accounting folder. The Accounts Payable global group isa
member of the AP Domain Local group. Fred’suser account isa member of the Accounts Payable global

group.

Fred moves from the Accounts payable department. Fred now needs to access only accounts receivable
information. You remove Fred’'s user account from the Accounts Payable global group, but Fred is still
able to access documentsin the Accounts Payable folder.

What ar e two possible causes of this problem? (Choose Two)

A. Fred’ s user account has explicit permissions on the Accountings folder.

B. Fred’s user account belongs to another group that gave him permission on the Accounts Payable folder.
C. The Accounting folder is not published in Active Directory.

D.  TheAccounts Payable folder ison a FAT32 partition

E. The AP Domain Local group is not amember of the Accounts Payable global group
Answer: A, B.

Explanation:

A.  Fred would till be able to access documents in the Accounts Payable folder if his user account has
explicit permissions to access the folder.
B.  Orif he belongsto another group that has explicit permissions to access the folder.

Incorrect Answers:
C.  Whether the Accounting folder is published in Active Directory or not does not affect Fred’s accessto it,
as permissions to access a folder are granted to user accounts and user groups and are set on the folder
and not in Active Directory.
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D. To assign permissions to files and folders, the files and folders must be located on an NTFS partition.
We cannot apply permissionsto files and folders that are located on FAT32 partitions.

E.  Whether the AP Domain Local group is a member of the Accounts Payable global group or not would
not affect Fred' s ability to access the Accounting folder.

Q.35
You are the administrator of a Windows 2000 network named contoso.com. Your network is configured
as shown in the Exhibit.

Tulsa Denver
= =
= =)
DC1 1 DC3
I
Hub Router Hub
o
= =]
= _ [ (]
DC2 DC4
10.1.1.0/24 10.1.2.0/24

Your company plans to open a new office in Dallas. Members of your IT staff will be on-site in Dallas
next week to install the new 10.1.3.0/24 network. You want to prepare the network in advance so that
when the It staff install a new Domain Controller, it will automatically join the appropriate site.

What should you do?
A. Delete the Default-First-Site-Name object in Active Directory Sites and Services.

B. Create a new subnet for the Dallas network. Create a new site and associate the new subnet with the new
site.
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C. In the Domain Controllers OU, create a computer account that has the name of the new Domain
Controller.

D. Use RIS to prestage the new Domain Controller.

E. Copy the installation source files to the new Domain Controller. Create an unattended install file with an
automated DCPromo bat file.

Answer: B.
Explanation: By associating a subnet with a new site, any computer configured with an IP address in that
subnet will be associated with that site.

Incorrect Answers:

A. Deleting the Default-First-Site-Name object in Active Directory Sites and Services would not
automatically result in the computers being associated with a site. We would need to add the subnet to a
new site.

C. This will not associate the Domain Controller with a site. We should instead add the subnet that the
Domain Controller isinstalled on to anew site.

D. RIS cannot be used to install a Domain Controller. Furthermore, installing a Domain Controller will not
result in the association of the computer with a site. We should instead add the subnet that the Domain
Controller isinstalled on to anew site.

E. DCPromo is a command-line utility that can be used to install Active Directory. There is however, no
PCPromo.bat file in Windows 2000.

Q.36
You are the administrator of the Arbor Shoes company network. There is one domain containing three
sitesnamed Geneva, Milwaukee and Portland.

Each site has two Domain Controllers from the arbroshoes.com domain. Geneva and Portland each have
1,000 users. Milwaukee has 500 users. There are two IP site links: Geneva Portland and
Milwaukee Portland. You want to add another Domain Controller in each site to handle all replication
from each site.

What should you do?

A. Configure each new Domain Controller to be the IP preferred bridgehead Server for its site.

B. Create a connection object from each Domain Controller in each site to the new Domain Controller in
each site.

C. Create anew site link that has alower cost than the existing site links.

D Delete the existing connection objects in each site and manualy start the Knowledge Consistency
Checker (KCC).
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Answer: A.

Explanation: Site links direct information arbitrarily to any Domain Controller in a site. Establishing a
bridgehead server provides some ranking or criteria for choosing which Domain Controller should be preferred
as the recipient for inter-site replication. This bridgehead server then subsequently distributes the directory
information via intra-site replication. Therefore, when a preferred bridgehead server has been defined at a site,
al site replication from and to this site will pass through the preferred bridgehead server.

Incorrect Answers:
B. We want replication occur between one server at each site.

C. Creating anew site link that has alower cost than the existing site links will not cause replication to use
the new site link. We should define a preferred bridgehead instead.

D. Deleting the existing connection objects in each site and manually starting the Knowledge Consistency
Checker (KCC) will not cause replication to use the new site link. We should define a preferred
bridgehead instead.

Q. 37

You arethe administrator of a Windows 2000 network. Your Windows 2000 Domain Controller has been
in operation for one year. During that year, you have deleted numerous objects. However, the Ntds.dit
fileisthe same sizeit was before you deleted any objects.

Y ou want to reduce the size of the Ntds.dit file. What should you do? (Choose two)

A. Delete dl thelog files from the NTDS folder and restart the server.
B. Use the Ntdsutil utility to perform an authoritive restore.

C. Run the Esentutl utility by using the /d switch.

D. Restart the server in directory services restore mode.

E. Use the Ntdsutil utility to compress the database to another drive.
Answer: D, E.

Explanation: The Ntdsutil command-line utility in Directory Services Restore mode can be used to compress
the Active Directory database. We can enter this Directory Services Restore mode by pressing F8 to display the
Windows 2000 Advanced options menu. We must the logon using the Administrators account and type
NTDSUTIL at the command prompt, specify files, then type ‘COMPACT TO C\TEMP . We must then move
the compressed NTDS.DIT file from the C:\temp folder to the location of the original NTDS.DIT file and allow
the new file to overwrite the existing file. The existing NTDS.DIT file is usudly located in the
C:\WINNT\system32 folder.

Reference: Appendix C - Active Directory Diagnostic Tool (Ntdsutil.exe)
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Incorrect Answers:

A. Thelog files are not part of the Active Directory database therefore deleting the log files from the NTDS
folder will not compress the Active Directory database.

B. Using the Ntdsutil utility to perform an authoritative restore would result in the restoration of the deleted
objects.

C. We cannot run the Esentutl independently. We must use the Ntdsutil command-line utility to run the
Esentut! utility.

Q.38

You are the administrator of a Windows 2000 domain. All the domain resources are defined in two top-
level OUs. The OUs are named West and East. William is the administrator of the resourcesin only the
West OU. Evert istheadministrator of resourcesonly in the East OU.

You move Printer1 from the West OU to the East OU. After you move the printer, Evert can administer
it. However, William reports that he can still remove print jobs from Printer1. You want Evert to be the
only onethat can administer Printer1.

What should you do?

A. Use the delegation of control wizard on the east OU to assign printerl permission to Evert.

B. Configure the security properties for printerl to disallow inheritable permissions to propagate to
Printerl.

C. Remove the permissions for William from Printerl.

D Configure the printer permissions on the west OU to apply to only the West OU.

Answer: C.
Explanation: When objects are moved between OUs, they retain the permissions associated with them. We
must remove the permissions associated with objects manually.

Incorrect Answers:

A. Evert can administer Printerl therefore Evert does have the required permissions to administer the
printer. It is thus not necessary to assign printerl permission to Evert. We must however, prevent
William from administering Printerl.

B. The permission must have been explicitly set so that they are not inherited.

D. We cannot set printer permissions on OUSs.

Q.39
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You arethe administrator of a Windows 2000 network. The network’s domain structure is shown in the
exhibit.

Litware.com Treyresearch.com

us. litware.com eur litware.com

The uslitware.com and the eur.litwarecom domains are in mixed mode. The litwarecom and the
treyresearch.com domains are in native mode. The us.litware.com domain has two Windows NT 4.0
BDCsthat supply legacy applications.

When usersfrom the us.litware.com domain attempt to access a shared folder in the litware.com domain,
they receive an error message stating that access is denied. There is a universal group that has Read
permission to the Sales folder. Sales is assigned Read permission for the shared folder. When you logon
asamember of the Sales group from the litware.com domain, you ar e able to access the shared folder.

What should you do to correct this problem?

A. Switch the us.litware.com domain to native mode.
B. Add a Global Catalog Server to the us.litware.com domain.
C. Create aglobal group in the us.litware.com domain.

Add the user accounts that need access to the shared folder to the global group.

Add the global group to the universal group.
D. Create auniversal group in the us.litware.com domain.

Add the user accounts that need access to the shared folder to the universal group.

Grant Read permissions to the universal group for the shared folder in the litware.com domain.
E. Create aglobal group in the us.litware.com domain.

Add the user accounts from the us.litware.com domain to the global group.

Grant Read permissions to the global group for the shared folder.

Answer: C.
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Explanation: In this scenario, some users in the mixed-mode domain us.litware.com want to have read access
to afolder in the native mode domain litware.com. We can accomplish this by creating a new Global Group, to
which all appropriate users in the us.litware.com domain are added, in the us.litware.com domain and add this
Global group to the universal group in the litware.com domain that has read access to the folder. Even though
the mixed-mode domain does not allow universal groups, a global group from a mixed-mode domain can be
added to auniversal group in another domain.

Incorrect Answers:

A: We cannot switch the us.litware.com domain to native mode because we have Windows NT 4.0 BDCs
in the domain. When a domain has both Windows NT 4.0 and Windows 2000 servers, it must run in
mixed mode.

B: The us.litware.com domain already contains a Global Catalog server. Therefore we need not add another

Global Catalog server to the domain, as a domain does not require more than one Global Catalog server.

D: A mixed mode domain does not allow usto create a universal group.

E: Global groups are restricted to permissions and rights to resources within the domain. We cannot assign
permissions to resources in other domains to globa groups. In other words, a global group in the
us.litware.com domain cannot be assigned read permissions on a shared folder in the litware.com
domain.

Q.40
You are the network administrator for Arbor Shoes. The network’s domain structure is shown in the
exhibit.

arborshoes.com contoso.com

na.arborshoes.com sa.arborshoes.com eur.contosos.com

The development team isworking on a project that involves Arbor Shoes and Contoso, Ltd., a European
subsidiary of Arbor Shoes. The development team is located in North America. All the user accounts for
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the team arein the na.arborshoes.com domain. Most of the resour ces the development team accesses are
in na.ar bor shoes.com.

Members of the development team report that it is taking longer than normal to access resources in
eur.contoso.com. Network utilization isat 5 percent. You want to improve networ k perfor mance.

What should you do?

A. Move the development team user accounts from na.arborshoes.com to eur.contoso.com.
B. Create a shortcut trust between na.arborshoes.com and eur.contoso.com.

C. Install a Domain Controller for eur.contoso.com in the same site as na.arborshoes.com.
D. Create a new domain under eur.contoso.com named dev.eur.contoso.com.

Answer: B.

Explanation: We can explicitly create shortcut trusts between Windows 2000 domains in the same forest. A
shortcut trust is a performance optimization that shortens the trust path for Windows 2000 security to take for
authentication purposes. The most effective use of shortcut trusts is between two domain treesin aforest. Thus,
by creating a shortcut trust between the two domains, authentication would travel along the shortcut trust as
opposed to travelling up and down the domain trees.

Incorrect Answers:

A. Moving the development team user accounts from na.arborshoes.com to eur.contoso.com would
increase network activity as the development team work in na.arborshoes.com.

C. Installing a Domain Controller for eur.contoso.com in the same site as
na.arborshoes.com would cause excessive replication traffic.

D. A new Domain Controller will not reduce network traffic regardless of its name.

Q.41

You arethe administrator of your company’s network. The network consists of one Windows 2000
domain that spans multiple subnets. You are configuring DNS for hostname resolution throughout the
network.

Y ou want the following goals:

* DNSzonetransfer traffic will be minimized on the network.

* Administrative overhead for maintaining DNS zone files will be minimized.
* Unauthorized host computerswill not have records created in the zone.

* All zone updates will come only from authorized DNS servers.

* All zonetransfer information will be secured asit crosses the network.
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You takethe following actions:

Create an Active Directory integrated zone.

In the Zone Propertiesdialog box, set the Allow Dynamic Updates option to Only Secure Updates.

On the Name Serverstab of the Zone Properties dialog box, enter the names and addresses of all DNS
serverson the network.

On the Zone Transfers tab of the Zone Properties dialog box, select the Allow zone transfers only to
the serverslisted on the Name Serverstab option

Which result or results do these actions produce? (Choose all that apply)

DNS zone transfer traffic is minimized on the network.
Administrative overhead for maintaining DNS zone files is minimized.
Unauthorized host computers do not have records created in the zone.
All zone updates come only from authorized DNS servers

All zone transfer information is secured as it crosses the network.

moowx

Answer: A, B,C,D, E.
Explanation:

A.

Active Directory integrated zones use IXFR, which are incremental transfers. This means that only the
records that have changed since the last replication are replicated. This makes the replication of Active
Directory integrated zones more efficient because the whole zone file is replicated during standard
primary zone replication.

Dynamic updates is the process of a client computer updating it is own record in the DNS zonefile. This
will prevent the need to manually enter recordsin the DNS zone.

The “Only Secure Updates' must be selected to be sure of no unauthorized DNS records in the zone.
Secure updates specify that only users, groups or computers that have been granted the right to write to
the zone or record have the ability to update the record.

Selecting the Allow Zone transfers only to the servers listed on the Name servers tab option prevents
unauthorized servers from updating the zone. Dynamic updates have been enabled.

Active Directory DNS zones replicate their data as part of Active Directory replication. Active
Directory replication uses a secure RPC channel to replicate data.

Incorrect Answers:
All alternatives are correct.

Q.42

You are the administrator of a Windows 2000 domain. Your current Domain Controller's hard disk
driveisfailing. You install a new server asa Domain Controller to replacethefailing Domain Controller.
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You ran DCPromo.exe on the failing Domain Controller in your domain to remove Active Directory.
While you are running DCPromo.exe, the hard disk drive fails. The server will not reboot. However, the
objects for the failed server are still appearing in Active Directory. You are using the Ntdsutil utility to
remove the objects.

You want to remove the old server from Active Directory. What option should you use?

metadata cleanup.

semantic database anaysis.
security account management.
domain management.
authoritative restore.

moow»>

Answer: A.

Explanation: Ntdsutil is a command-line tool that provides directory service management. It maintains the
Active Directory store, manages and controls Flexible Single Master Operations masters, and purges metadata
left behind by abandoned Domain Controllers (which are removed from the network without being uninstalled).

Incorrect Answers:

B. Semantic database analysisis used to for diagnostic purposes, not to remove objectsin Active Directory.

C. Security account management is the process of managing user and group accounts. It is used to manage
Active Directory or to remove objectsin Active Directory.

D. Domain management forms part of the job functions of a network administrator. It is not an operating
system tool that can be used to remove objectsin Active Directory.

E. An authoritative restore refers to the restoration of Active Directory. It is used when the restored version
of Active Directory must be replicated to other servers despite its datestamp which would indicate that
the restored version of Active Directory is older than the current version of Active Directory that isin
use on the network.

Q.43

You are the administrator of a Windows 2000 network. Recently, your network security was
compromised and confidential data was lost. You are now implementing a stricter network security
policy. You want to require encrypted TCP/I P communication on your network.

What should you do?
A. Create a GPO for the domain, and configure it to assign the Secure Server IPSec Policy.
B. Create a GPO for the domain, and configure it to assign the Server 1PSec Policy and to enable Secure

channel: Require strong session key.
C. Implement TCP/IP packet filtering, and open only the ports required for your network services.
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D. Edit the local security policies on the servers and client computers, and enable Digitally sign client and
server communications.

Answer: A.
Explanation: 1PSec isan industry standard for encrypting TCP/IP traffic. By assigning the Secure Server |PSec
Policy we can ensure that the computers on the network will only accept encrypted TCP/IP traffic.

Incorrect Answers:
B: Windows 2000 does not support a Server 1PSec Policy. It only supports a Secure Server 1PSec Policy.

C: Implementing TCP/IP packet filtering and opening only the required ports would not encrypt the
network traffic. In this scenario encryption is a requirement.
D: Editing the local security policies on the servers and client computers, and enabling Digitally sign client

and server communicationsis a huge administrative task. It is therefore not a recommended solution.

Q.44

You are the administrator of your company’s network. The network consists of one Windows NT 4
domain. You create and implement a security policy that is applied to all Windows 2000 Professional
computersasthey are staged and added to the network.

You want this security policy to bein effect at all times on all client computers on the network. However,
you find out that administrators periodically change security settings on computers when they are
troubleshooting or doing maintenance.

You want to automate the security analysis and configuration of client computers on the network so that
you can track changesto security policy and reapply the original security policy when it is changed.

What should you do?

A. Use Windows NT System Policy to globally configure the security policy settings on the client
computers.

B. Use Windows 2000 Group Policy to globally configure the security policy settings on the client
computers.

C. Use the Security and Configuration Analysis tool on the client computers to analyze and configure the
security policy.

D. Schedule the Secedit command to run on the client computer to analyze and configure the security
policy.

Answer: D.
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Explanation: Secedit is a command line utility that is used to configure the security policy. We could write a
batch file containing the commands and schedul e the batch file.

Incorrect Answers:
A. System policies do not apply to Windows 2000 computers.
B. Configuring the security policy settings on the client computers will not prevent Administrators from
making changes to the security policy and will not enable usto track security changes.
C. In this scenario we want to automate the process of analyzing and configuring the security policy on
client computers. The solution provided by this option does to automate the process.

Q.45
You are the administrator for a Windows 2000 network. Your network conssts of one domain and two
Organizational Units (OUs). The OUs are named Cor porate and Accounting.

A user recently reported that she was not able to log on to the domain. You investigate and find out that
the user’s account has been deleted. You have been auditing all objects in active Directory since the
domain was created. But you cannot find arecord of the user account deletion. You want to find a record
that identifiesthe person who deleted the account.

What should you do?

A. Search the security event logs on each Domain Controller for account management events.

B. Search the security event logs on each Domain Controller for object access events.

C. Search the Active Directory Users and Computers console on each Domain Controller for the user’s
previous account name.

D. Search the Active Directory Users and Computers console on each Domain Controller for the user’s
computer account.

Answer: A.
Explanation: As the process of deleting or creating a user account is an account management event, we should
use security event logs on each Domain Controller for account management events.

Incorrect Answers:
B. Object access events log access to network recourses such as files and printers. It does not log account
management events.
C. Searching the Active Directory Users and Computers console on each Domain Controller for the user’s
previous account name would not indicate who deleted the user account.
D. Searching the Active Directory Users and Computers console on each Domain Controller for the user’s
computer account would not indicate who deleted the user account.
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Q. 46
You arethe administrator of a Windows 2000 network for Lucerne Real Estate. The network has 1,200
users. You are delegating part of the administration of the domain to three users.

Y ou delegate the authority to create and delete computer accountsto Carlos. You delegate the authority
to change user account information to Julia. You delegate the ability to add client computerstothe
domain to Peter. You want to track the changes made to the directory by thesethree users.

What should you do?

A- Create a Group Policy object (GPO) for the Domain Controllers.
Assign Read and Apply Group Policy permissions to only Carlos, Julia, and Peter.
Configure the GPO to audit directory services access and account management.

B. Create a Group Policy object (GPO) for the domain.
Assign Read and Apply Group Policy permissions to only Carlos, Julia, and Peter.
Configure the GPO to audit directory services access and audit object access.

C. Create a Group Policy object (GPO) for the Domain Controllers.
Assign Read and Apply Group Policy permissions to only Carlos, Julia, and Peter.
Configure the GPO to audit directory services access and audit object access.

D. Create a Group Policy object (GPO) for the domain.
Assign Read and Apply Group Policy permissions to only Carlos, Julia, and Peter.
Configure the GPO to audit object access and process tracking.

Answer: A.
Explanation: To track the changes made to the directory by these three users we must audit directory services
access for computer accounts and account management for user accounts.

Incorrect Answers:

B. Object access refers to the access to network recourses such as files and printers. Thus, auditing
object access we could discover who is access in which network resources. We must however track
changes made to the directory. We should therefore audit account management and directory
services access, not directory services access and audit object access.

C. Object access refers to the access to network recourses such as files and printers. Thus, auditing
object access we could discover who is access in which network resources. We must however track
changes made to the directory. We should therefore audit directory services access and account
management, not directory services access and audit object access.

D. Object access refers to the access to network recourses such as files and printers. Thus, auditing
object access we could discover who is access in which network resources. We must however track
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changes made to the directory. We should therefore audit account management and directory
services access, not object access and process tracking.

Q. 47

You arethe administrator of your company’s network. Your event log showsthat hackersareusing
brute force attacksto attempt to gain accessto your network. You do not want user accountsto be easily
accessible. You want to strengthen security to protect against brute for ce attacks.

What should you do? (Choose two.)

A. Enablethe Users must log on to change the password setting.
B. Enablethe Store password using reversible encryption for all usersin the domain setting.
C. Enable the Password must meet complexity requirements setting.
D. Increase minimum password length.
E. Increase minimum password age.
Answer: C, D.
Explanation:
C. By enabling the Password must meet complexity requirements setting we would ensure that users would

implement complex passwords with a mix of capital letters, lower case letters and numbers. Passwords
with amix of theses characters cannot easily be hacked by brute force attacks.

D. By increasing the minimum password length we would require users to specify longer passwords. This
would make it more difficult for a hacker to access the network by using a brute force attack.

Incorrect Answers:

A. By enabling the Users must log on to change the password setting we will increase the complexity
requirement of the passwords and thus would not make passwords more secure. We would however
require users to change their passwords if the hacker had managed to gain access to our network.

B. The Store password using reversible encryption for all usersin the domain setting is used for CHAP
authentication. It is not used to increase password complexity.
E. Increasing the minimum password age would enable users to keep the same passwords for longer. This

isgenerally not a good practice and is not recommended.

Q.48
You are the administrator of your company’s network. The network consists of one Windows 2000
domain that has organizational units (OUs) as shown in the exhibit.
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All Domain Controllersin thedomain arein OU1. Resourcesfor two separate office buildings arein OU2
and OU3. Nonadministrative users, groups, and computers are in OU4 and OU5. Administrative users,
computers, and resourcesarein OUG.

You are designing a domain-wide security policy.
Y ou want to accomplish the following goals:

» Thesame password and account lockout policieswill be applied to all users.

» Different security settingswill be applied to administrative and nonadministr ative computers.
o Strict audit policieswill be enforced for only Domain Controllersand servers.

*  Thenumber of Group Policy object (GPO) linkswill be minimized.

You take the following actions:

* Createasingle GPO.

» Createonesecurity templatethat hasall required settings.
* Import the security templateinto the GPO.

* Link the GPO tothedomain.

Which result or results do these actions produce? (Choose all that apply.)
. The same password and account lockout policies are applied to all users.
. Different security settings are applied to administrative and nonadministrative computers.

A
B
C. Strict audit policies are enforced for only Domain Controllers and servers.
D. The number of GPO linksis minimized
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Answer: A, D.

Explanation: Asthe GPO was applied to the domain, all users will be affected by it.

The minimum number of GPO linksis one. We cannot have less than one GPO. As we have only one GPO, the
number of GPO links is minimised.

Incorrect Answers:

B: Asthe GPO was applied to the domain, all userswill be affected by it and thus all users will receive the
same security settings.

C: Asthe GPO was applied to the domain, all userswill be affected by it and thus all users will receive the
same audit policies.

Q.49

You are the Windows 2000 network administrator for your company. You are implementing the
company’s networ k security model. You network has several serversthat contain sensitive or confidential
information. You want to configure security auditing on these servers to monitor access to specific
folders. You also want to prevent users from gaining access to these servers when the security logs
become full.

What should you do?

A. Create a GPO that appliesto the servers.
Configure the GPO to enable auditing for object access. Set up the individual objects to be audited in
Windows Explorer, and then customize the Event Viewer logs to limit the size of the security log to
1,024 KB.

B. Create a GPO that appliesto the servers.
Configure the GPO to enable auditing for directory services access. Set up the individual objectsto be
audited in Windows Explorer, and then customize the Event Viewer logs to limit the size of the security
log to 1,024 KB. Configure the security event log so that it does not overwrite events.

C. Create a GPO that appliesto the servers.
Configure the GPO to enable auditing for directory service access. Set up the individual objectsto be
audited in Windows Explorer. Configure the security event log so that it does not overwrite events. Then
configure the GPO to enable the Shut down the system immediately if enableto log security audits
setting.

D. Create a GPO that appliesto the servers.
Configure the GPO to enable auditing for object access. Setup the individual objects to be audited in
Windows Explorer. Configure the security event log so that it does not overwrite events. Then configure
the GPO to enable the Shut down the system immediately if enable to log security audits setting.
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Answer: D.

Explanation: The GPO enables auditing of object access on all servers. Configuring the sensitive folders to be
audited and configuring the computer to shut down when the logs are full, which would result in auditing being
stopped, will ensure that no unaudited access is possible to the sensitive folders.

Incorrect Answers:
A. Setting up the individual objects to be audited in Windows Explorer, and then customizing the
Event Viewer logs to limit the size of the security log to 1,024 KB will not prevent access to the
sensitive folders should auditing stop due to the event log becomes full.

B. Object access refers to the access to network resources such as files, folders and printers. As we
must audit folder access, we are required to audit object access and not directory services access.
C. Object access refers to the access to network resources such as files, folders and printers. As we

must audit folder access, we are required to audit object access and not directory services access.

Q.50

You aretheadministrator of a newly installed Windows 2000 network for a call centre. You need to
rename the Administrator account on all computerson your network. You do not want to manually edit
each account. Because of a recent security breach, you must implement this policy immediately.

What should you do? (Choose all that apply.)

A. Use Group Policy to rename the Administrator account at the Default Domain Group policy.
B. Use Group Policy to implement a user logon script.
C. Send a network message to all users to restart their computers.
D. Use Group Policy to force all usersto log off within 30 minutes.
Answer: A, C.

Explanation: We can automatically rename the Administrator account on all computers on our network by
using group policy at the Default Domain Group policy. We would then have to restart all the computers in the
network so that the new policy can be applied.

Incorrect Answers:

B. It is not necessary to implement a user logon script as the passwords can be changed by using a GPO.

D. It is not possible to create a Group Policy that forces users to log off within 30 minutes. Furthermore,
requiring users to log off within 30 minutes would not ensure that the policy is applied immediately.
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Q.51

Your company's network consists of two Windows 2000 domains, contoso.com and sales.contoso.com.
You are a member of the Domain Admin group in sales.contoso.com. The sales.contoso.com domain
contains an Organizational Unit (OU) named Travelling.

Usersin the Travelling OU use portable computers to connect to the network while at home, in hotels,
and in the office. You use Internet Explorer maintenancein Group Policy to apply Favourites settings for
member s of the Travelling OU.

Users in the Travelling OU report problems with their Favourites settings when connecting to the
company network. When users connect by means of dial-up connections, Favorites settings are not
updated. When users connect by means of broadband connections from home, Favorites settings are not
always updated. When users connect from the office, Favorites settings ar e always updated.

You need to ensurethat Favorites settings are always applied when userslog on to the network. How can
you configurethe Travelling OU? (Each correct answer presents a complete solution. Choose two)

A. Enable the Internet Explorer Maintenance policy processing policy to allow processing across a
slow network connection.

Enable the Enable Active Desktop policy.

Enable the Group Policy slow link detection policy to change the definition of a slow connection.
Set the Group Policy refresh interval for computers policy to O minutes.

Set the Group Policy refresh interval for userspolicy to O minutes.

Enable the Apply Group Policy for computers asynchronously during startup policy for the
computer policies.

Enable the Slow network connection timeout for user profiles policy.

mmooOw

@

Answer: A, C.

Explanation: In this scenario we are required to apply a GPO to the portable computers of the users in the
travelling OU. This GPO should be applied whenever the users connect to the network. In this scenario the
policy is correctly applied when the travelling users connect from the office. However, when they connect over
the broadband WAN connection the GPO is not applied at times, and is never applied when they dial into the
network.

A: By enabling the Internet Explorer Maintenance policy processing policy, and then to set it to alow
processing across a ow network connection, the GPO would be allowed to be transferred over the slow
dial-in connection.

C: In addition, by enabling the Group Policy slow link detection policy, and then change the definition of a
slow connection, the Domain Controller could get proper setting so that it can decide that all broadband
connections should be considered to be as slow connections. The default setting is 500kbps. This should be
lowered.
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Incorrect Answers:

B:
D:

Q.52

Active Desktop settings are used to configure the Desktop, not configure slow WAN connections.

By setting the Group Policy refresh interval for computers policy to O minutes, the computer tries to
update the Group Policy every 7 seconds. This would require a lot of bandwidth and is not a good
solution.

By setting the Group Policy refresh interval for users policy to O minutes, the computer tries to update
the Group Policy every 7 seconds. Thiswould require alot of bandwidth and is not a good solution

On Windows 2000 clients Group Policies are handled synchronously by default, all Group polices have
to be applied before the logon process ends. By enabling Apply Group Policy for computers
asynchronously during startup the users might access the desktop before al the group polices has
been applied. This makes the logon process faster. It would not help to solve the problems with the
WAN links.

Enabling and setting the Slow network connection timeout for user profiles policy would result in a
failure of the users to logon to the network once the timeout setting has expired. Users would then have
to attempt to logon to the domain again.

You are a member of the Enterprise Admins group in your company's Windows 2000 network. The
network contains two Active Directory sites. Cairo and London. Each site has its own domain that
operatesin native mode. The network is configured as shown in the exhibit.

Cairo London

)

- — —_ — ——) )

Client
Computers

Router WAN Router

Client
Computers

Occasionally, the WAN link between Cairo and London stops functioning, and users in London report
that they cannot log on to the network. However, usersin Cairo report no problems.

You want to ensure that problems with WAN connectivity do not prevent users from logging on to the
networ k. What should you do?

A.

B.
C.

Configure the network as a single Active Directory site, and then associate all subnets with that site.
Configure DC2 as a Global Catalog server.
Configure DC2 as a PDC emulator.

Leading theway in I T testing and certification tools, www.testking.com

-60 -



070 - 217

D. Create a new Group Policy Object in the London site to enable slow link detection on client
computers.

Answer: B.

Explanation: On domains that operate in native mode, i.e. domains in which there are only Windows 2000
computers, we require a Global Catalog server to log on. A Global Catalog server. Active Directory Search
gueries and must be present to alow clients to successfully logon. They also hold a copy of all objects of the
whole forest but hold only a subset of the Attributes.

Reference: Globa Catalog Server Requirement for User and Computer Logon (Q216970)

Incorrect Answers:

A. One site would not affect logging on if the WAN link were down.

C. Configuring DC2 as a PDC emulator would only be required for down-level clients.
In native mode a PDC emulator handles the password changes. Without a PDC emulator password
changes would be impossible, but clients would still be able to log on to the network.

D. Creating a GPO for slow link detection would not solve the problem posed in this scenario asthe link is
aready down.

Q.53
Your company's network consists of a single Windows 2000 domain named contoso.com. You are a
member of the Domain Admins group.

Contoso Ltd., wants to create a new division named Fabrikam Inc. The new division will consist of two
domains: fabrikam.com and sales.fabrikam.com. You need to cr eate these two new domains. You need to
configure all three domains so that they can share resources by using the least amount of administrative
effort.

What should you do?

A. In the contoso.com domain tree, create a new child domain named fabrikam.com. Create a new child
domain for fabrikam.com named sales.fabrikam.com

B. In the contoso.com domain tree, create a new child domain named sales.fabrikam.com. Create a new
parent domain for sales.fabrikam.com named fabrikam.com

C. In the existing forest, create a new domain tree for fabrikam.com. Create a new child domain for
fabrikam.com named sales.fabrikam.com

D. In a new forest, create a new domain tree for fabrikam.com. Create a new child domain for

fabrikam.com named sales.fabrikam.com
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Answer: C.
Explanation: In this scenario we require a new tree so that the top-level domain can be called fabrikam.com.
Then we can create a child domain for sales.fabrikam.com.

Incorrect Answers:

A. In this scenario we require a new tree so that the top-level domain can be called fabrikam.com. We do
not require a new child domain. Furthermore, the new child domain name must be appended to the top-
level domain. Therefore we cannot create a new child domain named fabrikam.com.

B. In this scenario we require a new tree so that the top-level domain can be called fabrikam.com. We
cannot create a parent domain. We can only create top-level domains.
D. In this scenario we require a new tree so that the top-level domain can be called fabrikam.com. This new

tree must be created in the same forest and not in a new forest.

Q.54
Your company's network consists of a sngle Windows 2000 domain named sports.contoso.com. You and
another employee named Maria are members of the Domain Admins group.

Maria creates a domain local security group named Teams. You create three global distribution groups:
Bowling, Tennis, and Volleyball. You add these three groups to the Teams group. You create a shared

folder named Schedule and grant the Teams group the Change permission for the Schedule shared
folder.

Users in the Bowling, Tennis, and Volleyball groups report they cannot access the Schedule shared
folder. You need to enable usersto access the shared folder.

What should you do?

A. Grant the Bowling, Tennis, and Volleyball groups the Change permission for the Schedule shared

folder.
B. Grant the Bowling, Tennis, and Volleyball groups the Full Control permission for the Schedule
shared fold
C. Convert the Teams group to a global distribution group.
D. Convert the Teams group to auniversal distribution group.
E. Convert the bowling, tennis, and volleyball groups to global security groups.
Answer: E.

Explanation: Windows 2000 uses only security groups, which we can use to assign permissions to gain access
to resources. Applications use distribution groups as lists for nonsecurity-related functions. We can use
distribution groups when the only function of the group is nonsecurity-related, such as sending e-mail messages
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to agroup of users at the same time. We cannot use distribution groups to assign permissions. The groups need
to be security groups to inherit the permissions from the domain local group.

Incorrect Answers:

A.

We can use distribution groups when the only function of the group is nonsecurity-related, such as
sending e-mail messages to a group of users at the same time. We cannot use distribution groups to
assign permissions.
We can use distribution groups when the only function of the group is nonsecurity-related, such as
sending e-mail messages to a group of users at the same time. We cannot use distribution groups to
assign permissions.
We can use distribution groups when the only function of the group is nonsecurity-related, such as
sending e-mail messages to a group of users at the same time. We cannot use distribution groups to
assign permissions.
We can use distribution groups when the only function of the group is nonsecurity-related, such as
sending e-mail messages to a group of users at the same time. We cannot use distribution groups to
assign permissions.
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Q.55

You are the enterprise administrator of a Windows 2000 network. The network has three domains
named contoso.com, west.contoso.com, and east.contoso.com. All three domains are in a site nhamed
Boston. All three domains contain OUs.

Y ou want to implement new desktop policiesfor all userson the network. The policies are configured in a
Group Policy Object named GPdesktop.

You also want to implement a logon script for users from the W2 OU. The logon script policy is
configured in a GPO named GPscript. The users from the W2 OU always log on to Windows 2000
Professional computersdefined in the W3 OU. You do not want to use Group Palicy filtering.

What should you do?

To answer Click the Select and Place button, and then drag the GPdesktop and GPscript GPOs to the correct
locations.

Boston Site

Select from these items
GP desktop

C1

GP script

Contoso.com

West.contoso.com East.contoso.com

W1 E1

w2 W3 E2 E3
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Answer :
M
GF daskiop | Boston Site
Sefpct from these derns
1 i
GP daskiop
!
S
"
b
; Canlesa, com .
West.conboso.com \East.contoso.com
Y
Wi E1
i /
h,
".__. ry
! *
#
| GP script | | | | \
T we W3 E2 RN
h _r'-

Select & Drag The GPdesktop To Boston site.
Drag GPscript To TheW2 OU.

Explanation: In this scenario we have a large site, which includes domains. Therefore two different Group
Policy Objects must be applied to this site.

The GPdesktop Group Policy

The GPdesktop group policy must be implemented for all users on the network. By applying it to the site level it
would be applied to the domain hierarchy including all OUs. This is the best solution with least administrative
effort.

The GPO could also be applied to al domains of the site. This would require more administrative effort and it is
not the best solution.

The GPscript Group Policy

The GPscript group policy, which includes logon scripts, should be applied to users of the OU named W2. All
users of the W2 OU always use computers in the W3 OU. It seems that there is a choice between the OU W2
and the OU W3.
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By linking the GPscript to the W2 OU only usersin the W2 OU would be affected.
By linking the GPscript to the W3 OU all users using computersin W3 OU would be affected.

Applying the GPscript to the W2 OU is more restrictive and is therefore the preferred solution.

Q.56
You are the administrator of a Windows 2000 domain. The domain has an OU named Help Desk. All
usersin the help desk OU use an application named Phonel D.

The Phonel D application is deployed by using a Group Policy Object named Phone App on the Help
Desk OU. The Phone App GPO is configured to publish the Phonel D application to users by using a
Microsoft Windows installer package for the application.

Currently, only the usersin the Help Desk OU can start the Phonel D application. You want all usersin
the domain to be ableto install the Phonel D application by using the Start menu shortcut.

What should you do?

A. Remove the Phone App GPO link to the Help Desk OU. Assign the Phone App GPO to the domain.
Change the configuration of the Phone App GPO to assign the Phonel D application to users.

B. Create a new GPO named Phone For All. Assign the Phone App GPO to the domain. Configure the
Phone For All GPO to assign the Phonel D application to computers.

C. Configure the Phone App GPO to assign the Phonel D application to users. Configure the
permissions on the Phone App GPO to assign Apply Group Policy permission to the Authenticated
Users group.

D. Configure the Phone App GPO to assign the Phonel D application to computers. Configure the
PhonelD Windows Installer package to upgrade the installed Phonel D application. Set the Windows
Installer policy to disable rollback.

Answer: A.
Explanation: In this scenario the GPO must be linked to the domain so that it affects al users and the
application must be assigned to users so tat it appears as a shortcut in the users start menus.

Note: In Windows 2000 we can manage the installation of software on a client computer centrally by assigning
applications to users or computers or by publishing applications for users. When we assign an application to a
user, the application is advertised to the user the next time the user logs on to the network regardless of which
computer the user actually uses to log on. The application is installed the first time the user activates the
application on the computer, either by selecting the short cut to application on the start menu or by activating a
document associated with the application. When we assign an application to a computer, the application is
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advertised and is installed when there are no other applications running on the computer. This usually occurs
when the computer next starts up. When we publish an application to a user, the application does not appear
installed on the users' computers and no shortcut to it is visible on the desktop or the start menu. Instead, the
application is available for the user to install using Add/Remove Programs in Control Panel or by clicking afile
associated with the application. We cannot publish an application to a computer.

Incorrect Answers:

B. If we assign the application to computers it will be automatically installed the next time the computer is
restarted, but we only want users to be able to install it when the use a shortcut in the Start menu.

C. We must link the policy to the domain to ensure that it affects all users. The application must be
assigned, not published to users.

D. The application should be assigned to users to not computers.

Q.57

You are the administrator of your company's Windows 2000 network. The network contains four
Windows 2000 Domain Controllers. Each Domain Controller containsone hard disk that is configured as
driveC.

You install an application that uses Active Directory frequently. After the installation, a Domain
Controller begins to respond slowly to network logon request. You discover excessive hard disk activity
on the Domain Controller.

Y ou want to maximize Active Directory performance. What should you do?

A. Add two new hard disks to the Domain Controller. Mirror the new hard disks and configure the
volume as drive D. Move the Sysvol shared folder to drive D. Enable the indexing service on both
hard disks.

B. Add two new hard disks to the Domain Controller. Format each new hard disk separately and
configure one volume as drive D and the other volume as drive E. Move the Ntds.dit file to drive D
and thelog filesto drive E

C. Add one new hard disk to the Domain Controller. Format the new hard disk and configure the
volume as drive D. Move the Netlogon shared folder to drive D. Enable the indexing service on both
hard disks.

D. Add one new hard disk to the Domain Controller. Format the new hard disk and configure the
volume as drive D. move the Sysvol and Netlogon shared foldersto drive D.

Answer: B.
Explanation: With Windows 2000 it is possible to place the ntds.dit file, which is the Active Directory
database, and the log files on separate drives this will improve system performance.
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Incorrect Answers:

A. Mirrored disks will not improve performance, as the changes to the system must be written to both hard
drives. Thiswill in fact reduce system performance. Mirrored disks are thus not used to improve system
performance. They are however used for fault tolerance.

C. Moving netlogon will not improve performance as it is neither a log file nor is it the Active Directory
database.
D. Moving netlogon and sysvol will not improve performance as they are neither alog file nor are they the

Active Directory database.

Q.58

You are a member of the Enterprise Admins group in your company's Windows 2000 network. The
network consists of two Active Directory sites: Chicago and Dallas. Site Link A connects the Chicago and
Dallas sites. Sitelink A hasa replication schedule of 4:00 am and 8:00 am.

Your company opens a new officein Miami. You create a new Active Directory site named Miami. You
also create a new sitelink named sitelink B. Site link B connects the Chicago and Miami sites. Sitelink B
has areplication frequency of 90 minutes and areplication schedule of 2:00am to 6:00 am.

Usersin Dallas and Miami report that changesin Active Directory sometimes take two days to replicate
acrossthe network. You want to ensurethat all directory changesreplicate in one day.

Which two actions can you take? (Each correct answer presentsa complete solution. Choose two)

A. Change the replication frequency of sitelink A to 60 minutes.

B. Change the replication frequency of sitelink B to 15 minutes.

C. Change the replication schedule of sitelink A to 4:00 am to 9:30 am.
D. Change the replication schedule of site link B to 1:30 am to 6:00 am.
E. Change the replication schedule of site link B to 2:00 am to 7:30 am.
Answer: A, E.

Explanation: In this scenario there are three sites connected by two site links. We are required to change the
configuration of the network so that all directory changes replicate within one day. Currently site link A has a
replication schedule of 4:00 am and 8:00 am. We assume the default replication frequency of 180 minutes.
While site link B has a replication frequency of 90 minutes and a replication schedule of 2:00am to 6:00 am.
The overlapping time is between 2:00 am and 4:00 am. We must increase the replication frequency on site link
A to 60 minutes. As site link B has areplication frequency of 90 minutes and would only have time to replicate
once during the overlapping time we must increasing the replication schedule of site link B to 2:00 am to 7:30
am to achieve an overlapping time of 3.5 hours. Two replications can be made on both site link A and site link
B during this period, and the goal of ensuring that all directory changes replicate within one day is met.
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Incorrect Answers:

B: Decreasing the replication frequency of site link B to 15 minutes could help, but it would cause a lot of
replication traffic on the network. Thisis therefore not the best solution.

C: Changing the replication schedule of site link A to 4:00 am to 9:30 am would not increase the
overlapping time between 2:00 am and 4:00 am.

D: Changing the replication schedule of site link B to 1:30 am to 6:00 am would not increase the
overlapping time between 2:00 am and 4:00 am.

Q.59

You are the administrator of your company’s network. The network consists of one Windows 2000
domain. The domain consists of a single top-level OU named Main and five child OUs. The child OUs are
named after the company’sfive departments. Finance, Marketing, Sales, HR, and IT.

Theaccountsfor all usersand computersin each department are defined in the OU for that department.
All usersand computersin the finance, Marketing, Salesand HR OUs require the same desktop settings.
Usersand computersin thel T OU requirelessrestrictive settings.

Y ou want to accomplish the following goals:

All the assigned Group Policy settings as defined by the administrator in the Main OU will be applied
to all usersand computersin the Finance, Marketing, Sales, and HR OUs.

Group Poalicy from the Main OU will not be applied tothel T OU.

Administratorsin thel T OU will be ableto change the Group Policy settings.

When new child OUs under the Main OU are added to the domain, the Group Policy will be applied
to them automatically.

Userswill not be ableto changetheir Group Policy settings.

You takethe following actions:

Createthe GPO, configurethe appropriate settings, and link the GPO to the Main OU.

In the Group Policy Optionsdialog box for the Main OU, select the No Override check box.
In the Group Policy dialog box for the I T OU, select the Block Policy inheritance check box.
Grant the Authenticated Users group Full Control permission to the GPO.

Which result or results do these actions produce? (Choose all that apply)

A. All the assigned Group Policy settings as defined by the administrator in the Main OU are applied to all
users and computersin the Finance, Marketing, Sales, and HR OUs.

B. Group Policy from the Main OU is not applied to the IT OU.

C. Administratorsin the IT OU can change the Group Policy settings.
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D. When new child OUs und the Main OU are added to the domain, the Group Policy is applied to them
automatically.
E. Users cannot change their Group Policy settings.

Answer: A, C, D.

Explanation:

A. We have created a GPO, configured the appropriate settings, and linked the GPO to the Main OU, which
consists of the Finance OU, the Marketing OU, the Sales OU, the HR OU, and the IT OU. Therefore the
GPO has been applied to all users.

C. By default, child OUs inherit the GPO settings assigned to the top-level OU unless the Block Policy
inheritance check box is selected in the Group Policy dialog box for the child OU. In this scenario we
have selected the Block Policy inheritance check box in the Group Policy dialog box for the IT OU.
Therefore the administrators in the IT OU will be able to change the Group Policy settings.

D. By default, child OUs inherit the GPO settings assigned to the top-level OU unless the Block Policy
inheritance check box is selected in the Group Policy dialog box for the child OU.

Incorrect Answers:

B. The GPO is applied to all OUs. The No Override Group Policy setting at the Main OU overrides the
Block Policy Inheritance setting of the IT OU.

E. Users have been assigned Full Control permission of the GPO, and are therefore able to change its
settings.

Q. 60

You are the administrator of your company's Windows 2000 network. The network consists of a single
DNS domain named contoso.com. The domain contains a UNIX server named UnixServerl and a
Windows 2000 Server computer named WinServer 1. UnixServerl is running BIND DNS and holds the
SOA (Start of authority) record for the DNS domain. You want to configure WinServer1 asa DNS server
for the domain, but UnixServer 1 must retain the SOA record for the domain.

You install DNS on WinServerl and configure the server to contain a primary zone for contoso.com.
After theinstallation, you discover that DNS record changes on UnixServerl are not being replicated to
thisnew primary zone.

You need to enable DNSreplication between Unixserver 1 and WinServer 1. What should you do?

A. On WinServerl, add UnixServerl to thelist of serversthat are permitted to perform zone transfers.

B. Add WinServerl to the DNSUpdateProxy group, and then restart the DNS server service.

C. Delete the DNS domain from WinServerl, and then create a new secondary zone that is linked to
UnixServerl.

D. On WinServerl, convert the primary zone to an Active Directory integrated zone.
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Answer: C.

Explanation: In this scenario we must delete the DNS domain from WinServerl, and then create a new
secondary zone that is linked to UnixServerl as only a secondary zone can receive zone transfers from a
primary zone.

Incorrect Answers:

A. A primary zone will not replicate to another primary zone, only a secondary zone can receive zone
transfers from a primary zone.

B. The DNSUpdateProxy group is not related to zone transfers. Thus this solution is not appropriate to the
problem.

D. Active Directory integrated zones can only get zone transfers from other Active Directory integrated
Zones.

Q.61

You are the administrator of your company's Windows 2000 network. The network consists of a single
domain named litware.com. All client computers are running Windows 2000 Professional and are
member s of the domain. All users are members of the Power Users group on their computers. A portion
of the network is configured as shown in the exhibit.
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litware.com _—

Internet Corporate LAN

Client 4 ——
Router
O )\
Ethernet )/
==
Client 1 Client 2 Client 3

A client computer named Client4 has dial-up access to the internet. You do not want other usersto share
the Internet connection that is configured for Client4.

What should you do?

A. Create a Group Policy Object (GPO) that disables the configuration of connection sharing. Grant
Clientl, Client2, and Client3 the Read permission and the apply Group Policy permission for the
GPO.

B. Create a Group Policy Object (GPO) that disables the configuration of connection sharing. Grant
Client4 the Read permission and the apply Group Policy permission for the GPO.

C. Create a Group Policy Object that creates a high-security zone for Microsoft Internet Explorer.
D. Create a Group Policy Object that deletes existing connection settings for Microsoft Internet
Explorer.
Answer: B.

Explanation: In this scenario we want the GPO to apply to client 4 so that the internet connection on client4
cannot be shared. Therefore we must create a Group Policy Object (GPO) that disables the configuration of
connection sharing and grant Client4 the Read permission and the Apply Group Policy permission for the GPO.
Thiswill allow the GPO to be applied to Client4.

Incorrect Answers:
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In this scenario we want the GPO to apply to client 4 so that the internet connection on client4 cannot be
shared. Therefore we should assign the Read permission and the apply Group Policy permission for the

GPO to Client4 and not to Client1, Client2, and Client3.
Microsoft Internet Explorer cannot be used for setting up and configuring connection sharing. This

solution is thus not appropriate to the problem.
We do not want to delete the existing connections because this would result in Client4 having no

connection to the internet.
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Q. 62

Your company's network consists of two domains: contoso.com and sales.contoso.com. The contoso.com
domain contains one Domain Controller and one member server. You are a member of the Domain
Admins group in sales.contoso.com

The sales.contoso.com domain contains two Windows 2000 Domain Controllers, one Windows NT BDC,
50 Windows NT Workstation computers and 50 Windows 2000 Professional computers.

A Windows 2000 Domain Controller in sales.contoso.com fails and cannot be recovered from backup
tape. Userswho arerunning Windows NT Workstation report that they cannot change their passwor ds.

You want to enable all usersto changetheir passwords. What should you do?

To Answer click the select and place button, and then drag the appropriate object to the appropriate
destination.

Action Role Method
The infrastructure master By using Active Directory users and Computers
The RID master By using Active Directory Replication Monitor
Transfer
The PDC emulator By using Active Directory Domains and Trusts
Seize
The domain naming master By using Active Directory Sites and Services
Query
The schema master By using the Ntdsutil utility
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Answer:
Action Raole Method
Seize The POC emulatar By using the Nidsulll ubdty
Tha infrestruciure master By using Active Directony usars and Computers
Tha RID master By using Active Directory Replication Monitor
Transfar
By using Active Directory Domains and Trusts
The domaln naming mastar By using Active Directory Siles and Sandces
Quary

The schama master

Seize the PDC emulator by using the Ntdsutil utility.

Explanation: If the domain contains computers operating without Windows 2000 client software or if it
contains Windows NT backup Domain Controllers (BDCs), the PDC emulator acts as a Windows NT primary
Domain Controller. It processes password changes from clients and replicates updates to the BDCs.

When the PDC emulator is not available, we may need to immediately seize the role. We must therefore seize
the PDC emulator. We cannot transfer it because the origina PDC emulator is offline. Furthermore we must use
the Ntdsutil utility, not the Active Directory Sites and Servicesto seize the PDC emulator role.

Note:
To seizethe PDC emulator role
Click Start, click Run, and then type cmd.
At the command prompt, type ntdsutil.
At the ntdsutil prompt, typeroles.
At the fsmo maintenance prompt, type connections.
At the server connections prompt, type connect to server, followed by the fully qualified domain
name.
At the server connections prompt, type quit.
At the fsmo maintenance prompt, type seize PDC.
At the fsmo maintenance prompt, type quit.
At the ntdsutil prompt, type quit.

agbrwpNPE

©ooN®

Reference:
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Using Ntdsutil.exe to Seize or Transfer FSMO Roles to a Domain Controller (Q255504)

Windows 2000 Server Resource kit, Active Directory Diagnostic Tool (Ntdsutil.exe), Managing Operations
Master Roles

Microsoft Windows 2000 Server documentation

Q.63

You are the administrator of your company's Windows 2000 network. The network consists of a single
Windows 2000 domain, which operates in native mode. The domain contains four Domain Controllers.
Many users report that their accounts receive the following error message: “Your account has been
disabled. Please see your system administrator”.

You want to discover how the accounts are being locked out. You implement an audit policy that records
an event whenever an account islocked out. After several hours, a user reportsthat sheis still receiving
the error message.

Wher e should you examine the security logs?

A. On the Domain Controller that holds the RID master role.
B. On the Domain Controller that holds the infrastructure master role.
C. On the Domain Controller that holds the PDC emulator role.
D. On thefirst Domain Controller installed in the domain.
Answer: C.

Explanation: The PDC emulator gets preference for logons therefore the events would be recorded there.

Incorrect Answers:
A. The Domain Controller that holds the RID master role gives objects the RID. Thisis not related to user
events and is thus not relevant to this problem.
B. The Domain Controller that holds the infrastructure master role controls group membership. Thisis not
related to user events and is thus not relevant to this problem.
D. The PDC emulator may have been moved from the first Domain Controller installed and thus might not
be located on this Domain Controller any longer. There thisis not the best Answer:

Q.64
You are the administrator of your company's Windows 2000 network. The network contains three DNS
serversthat are configured as shown in the following table.

Operating system Server role DNS zonetype
Server name

Server 1 Windows NT Server 4.0 | BDC Primary DNS zone
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Server 2 Windows 2000 Server Domain Controller | Secondary DNS zone
Server 3 Windows 2000 Server Member Server Secondary DNS zone

You want to configure the DNS servers to support secure dynamic updates. You must reconfigure the
DNS zones appropriately to permit theimplementation of secure dynamic updates.

What should you do?

To Answer: click the Select and Place button, and then drag the appropriate DNS zone type to the
appropriate server. (Note: Each DNS zone type can be used more than once)

Server1 Server2 Server2
Windows NT 4.0 Windows 2000 Server Windows 2000 Server
BDC domain controller member server
= | ==
= =
= =
== ===
DNS zone types
Active Directory Standard primary Standard secondary
integrated zone Zone Zone
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Windows NT 4.0
BDC

070 - 217

Server2
Windows 2000 Server
domain controller

Standard secondary
zone

Active Directory

integrated zone

Server2
Windows 2000 Server
member server

Standard secondary
zone

DNS zone types

Active Directory
integrated zone

Standard primary
zone

Server 1. Standard Secondary DNS Zone
Server 2: Active Directory integrated DNS Zone
Server 3. Standard Secondary DNS Zone

Explanation:

Standard secondary
zone

Only Windows 2000 Active Integrated DNS zones supports secure dynamic updates. The Active Integrated
DNS zone must be put on a Domain Controller Server 2. The other DNS servers, both the Windows 2000
member server and the Windows NT 4.0 server can be used as secondary DNS servers.

Q.65

You are the administrator of your company's Windows 2000 network. The network consists of down-
level client computers and Windows 2000 Professional computers. You use DHCP to assign | P addresses
for all client computers. You enable secure dynamic updates in DNS and configure DHCP servers to

updatethe A (host) recordsfor the down-level client computers.

You upgrade several down-level client computers to Windows 2000 Professional. You discover that the
upgrade computers cannot dynamically update their A (host) records in DNS. You must enable these
computersand all client computersthat will be upgraded to upgrade their own A (host) recordsin DNS.
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Which two actions should you take? (Each correct answer presents part of the solution. Choose two)

A. Add the DHCP servers to the DNSUpdateProxy group in Active Directory.

B. Add al upgraded and down-level client computers to the DNSUpdateProxy group in Active
Directory.

Delete dl existing A (host) recordsin DNS for the upgraded and down-level client computers.
Delete al existing PTR (pointer) recordsin DNS for the upgraded and down-level client computers.
On al upgraded and down-level client computers, manually specify the DNS servers to use DHCP
for 1P address assignment.

On al upgraded and down-level client computers, manually force a release and renewal of their IP
addresses.

mooO

m

Answer: A, F.

Explanation: The problem in this scenario is that some upgraded clients cannot dynamically update their A
(host) recordsin DNS. The problem is that before the update a DHCP server registered A (host) records for the
down-level clients. In effect the DHCP server that registered the client’'s A (Host) record now owns that A
(Host) record, and the record cannot be rel eased.

By putting all DCHP servers in the DNSUpdateProxy they al will be equal in that sense no DHCP server owns
a record and they are all allowed to remove or update records that other DHCP server has registered. In our
scenario it would allow the A (host) records of the upgraded clients to be released.

By forcing a renewal of the IP address on all client computers the old A (host) records will be released and a
new A (Host) record will be added instead.

Incorrect Answers:

B. The DHCP servers, not the down-leve clients, should be added to the DNSUpdateProxy group.

C: Deleting al A (host) records would be a daunting administrative task.

D: Deleting all PTR (pointer) records would be a daunting administrative task

E The DNS servers use static |P addresses. DNS server and DHCP servers integrate but DNS servers are
not DHCP clients.

Q. 66
Your company's network consists of a single Windows 2000 domain named contoso.com. You are a
member of the Domain Admins group

Your company is acquiring Fabrikam, Inc. The Fabrikam, Inc., company network consists of a single
Windows 2000 domain named fabrikam.com
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Y ou want to give the Fabrikam Inc. employees user accountsin contoso.com. What should you do?

A.

B.
C.
D

Use the Ntbackup utility to back up the fabrikam.com accounts and then to restore the fabrikam.com
accounts to contoso.com.

Use the MoveTree utility to move accounts from fabrikam.com to contoso.com.

Use a script to re-create the fabrikam.com accounts in the contoso.com domain.

Create an external trust between fabrikam.com and contoso.com.

Answer: C.
Explanation: With Windows 2000 we can use scripts to copy user accounts from one domain to another

domain.

Incorrect Answers:

A.

Using the Ntbackup utility to back up the fabrikam.com accounts and then to restore the fabrikam.com
accounts to contoso.com would result in the accounts having the same SID. We however need new SIDs
from the Contoso domain.

B. Movetree can only be used between 2 domains in the same forest.

D.

Creating an external trust between fabrikam.com and contoso.com will enable the users to access the
other domain but it will not create the accounts.
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Q. 67
Your company's network consists of two domains. contoso.com and sales.contoso.com. You are a
member of the Enterprise Adminsgroup.

The contoso.com domain contains one Domain Controller named ContosoDC1. The sales.contoso.com
domain contains one Domain Controller named SalesDC1. No operations master roles have been moved
from their default locations.

A database administrator in sales.contoso.com wants to extend the Active Directory schema by using a
custom application. However, you need to temporarily take the computer that owns the schema master
role offlinefor service.

Y ou need to ensurethat schema modifications can occur when the server isunavailable. What should you
do beforeyou take the server offline?

SELECT AND PLACE

To Answer: click the select and place button, and then drag the appropriate object to the appropriate
destination.

Targeted Schema
: Method
Action Schema Owner Owner
By using the
Ntdsutil utility
By using the
Directory Users and
Transfer Schema From To ContosoDC1 Computers
master ContosoDC1
By using Active
Directory Sites and
Services
Seize Schema From
master SalesDC1 TaRaleslicd
By using Active
Directory Domains
and Trusts
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Answer:
Targeted Schema
i keth
Action Schema Owner Owner od
Transfer Schema From ~
masier ComosoDC1 To SalesDDCH
By using the
Daraclony Llsars and
Ta ContasaDC1 Computars
Eiy using Active
Direciory Sibes and
Servicas
Seing Schama From
masier SalesDC1
By using Aclive
Diractory Damains
and Trusls

Transfer schema master from ContosoDC1 to SalesDC1 by using the NTdsutil utility.

Explanation: We can transfer because the schema master is online. ContosoDC1 has the schema master role
because it isthe first machine installed in the forest. This must be transferred to the other machine.

To accomplish this we can use two methods. The preferred method is to use the Active Directory Schema GUI.
This option is not listed here however, so instead we must use the command-line utility ntdsutil.

Note: Transferring the Schema Master Role with ntdsutil.
1. Usean account that is amember of the Schema Administrators group to log on to a domain controller.

2. At acommand prompt, type the following command:
ntdsuti |

3. When prompted, type
rol es

4. Next, type
connecti ons

5. Type
connect to server <name of domain controller to which the role will be transferred>

6. After server connections: type
qui t

7. Type
transfer schema naster
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Reference:

Windows 2000 Server Resource kit, Active Directory Diagnostic Tool (Ntdsutil.exe), Managing Operations
Master Roles

HOW TO: View and Transfer FSMO Rolesin the Graphical User Interface (Q255690)

Q.68

You are a member of the Enterprise Admins group in your company's Windows 2000 network. The
network consists of one domain and two Active Directory sites. Paris and Stockholm. Paris and
Stockholm are connected by 56-KB WAN link.

Your company opens a new officein New York. You configure a 56-KB WAN link to connect New York
with Paris. The network isnow configured as shown in the exhibit.

56 KB

P ;
O New York ) = W Paris )
outer Router

56 KB i
Domain Client Computers
Controller

<
/IStockhoIm— }

Router

Domain Client Computers
Caontroller

You want to install a Domain Controller in the New York subnet. You need to minimize the directory
replication traffic that is generated by the Domain Controller installation.

What should you do before you install the Domain Controller?

A. Create an Active Directory subnet and site for New Y ork.
B. Create an Active Directory subnet for New Y ork and associate it with the Paris site.
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C. Enable slow link detection in the Default Domain Group Policy Object (GPO).
D. Enable slow link detection in the default Domain Controllers Group Policy Object (GPO).

Answer: A.

Explanation: In this scenario we should first create a subnet and a site for New Y ork. Then place the subnet in
the site. This will alow us to schedule replication to occur over the site links during times that the network is
less busy.

Incorrect Answers:

B. Weshould placethe NY inthe NY site and not in the Paris site.

C. Slow link detection is used for the application of group policy, not Active Directory replication. This
solution is thus not appropriate to this scenario.

D. Slow link detection is used for the application of group policy, not Active Directory replication. This
solution is thus not appropriate to this scenario.

Q.69

You are a member of the Enterprise Admins group in your company's Windows 2000 network. Your
company consists of 2 offices. Each office has a T1 connection to the internet and uses a virtual private
network to establish a direct, secure connection with every other office.

Currently, only two offices, Melbourne and Sydney, contain Domain Controllers. A site link connects
these two offices. Your company wants all offices to contain at least one Windows 2000 Domain
Controller.

You install a new Domain Controller in the Auckland office. A portion of the network is now configured
as shown in the exhibit.
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Domain
Controller

Computers

You want to configure Active Directory to minimize site replication delays between all offices. You also
want to be able to reschedule replication traffic between all offices with the least amount of
administrative effort.

You need to configure directory replication with Auckland. Which two actions should you take? (Each
correct answer presentspart of the solution. Choose two)

Create anew site link between Auckland and Melbourne.

Create a new site link between Auckland and Sydney.

Add the Auckland site to the existing link between Melbourne and Sydney.
Set the replication cost for all sitelinksto avaue of 1.

Set the replication frequency for al site links to every 15 minutes.

moow»

Answer: A, B.
Explanation: In this scenario we are required to create site links between all sites so that we can schedule
replication.

Incorrect Answers:
C. We cannot add asiteto alink asalink joins two sites.
D. By default, the replication cost for al site links has a value of 1. We would therefore not be atering the
site link configurations by setting the replication cost for al site linksto avalue of 1.
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E. Set the replication frequency for all site links to every 15 minutes will increase replication traffic, as the
default replication frequency is 180 minutes.

Q.70
Your company's network consists of two Windows 2000 domains. contoso.com and sports.contoso.com.
Both domains operate in mixed mode.

The sports.contoso.com domain contains two Windows 2000 Domain Controllers and one Windows NT
4.0 member server. You and another employee named Sophie are members of the domain admins group
in the sports.contoso.com domain.

You and Sophie need to create several global groups that will be used to grant permissions for shared
folders. Sophie creates a global group named Teams. You create three global groups. Basketball,
Baseball, and Hockey.

You want to add the Basketball, Baseball, and Hockey global groupsto the Teams global group by using
theleast amount of administrative effort. What should you do?

A. Convert only sports.contoso.com to native mode.

B. Convert contoso.com to native mode, and then convert sports.contoso.com to native mode.
C. Convert sports.contoso.com to native mode, and then convert contoso.com to native mode.
D. Convert only contoso.com to native mode.

Answer: A.

Explanation: In this scenario we want to add the Basketball, Baseball, and Hockey groups to the Teams global
group in the sports.contoso.com domain therefore we only need to convert this domain to native mode so that
we can nest global groups.

Incorrect Answers:

B. We do not need to convert contoso.com to native mode, as all the groups we want to nest are located in
the sports.contoso.com domain.

C. We do not need to convert contoso.com to native mode, as all the groups we want to nest are located in
the sports.contoso.com domain.

D. We do not need to convert contoso.com to native mode, as all the groups we want to nest are located in
the sports.contoso.com domain.

Q.71
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You are the administrator of your company's Windows 2000 domain. The domain contains an
Organizational Unit (OU) named Marketing. Users in the marketing OU frequently work on different
Windows 2000 Professional computersin the domain. The domain also contains a Windows 2000 Server
computer named Server 1.

Y ou want to accomplish the following goals:

Usersin the Marketing OU will have their own desktop settings available on all computers.

All usersin the marketing OU will be able to access their My Documents folder from any Windows
2000 computer in the domain.

Contents of the My Documents folders will not be automatically copied to or from the server when
userslog on to or log off of the domain.

Which two actions should you take?
(Each correct answer presents part of the solution. Choose two)

A. For each wuser in the Marketing OU, configure a roaming profile. Use
\\Server1\Profiles\%username% as the profile path.

B. For each wuser in the Marketing OU, configure a Home folder. Use
\\Server1\Homedrives\%username% as the home drive path.

C. Create a Group Policy Object (GPO) that is linked to the Marketing OU to redirect the My
Documents folder for usersin the Marketing OU. Use \\Server1\Docs\%username%o as the redirected
path.

D. Create a Group Policy Object (GPO) that is linked to the Marketing OU to redirect the Desktop
folder for each user in the Marketing OU. Use \\Server1\Profiles\%username% as the redirected
path.

E. Create a Group Policy Object (GPO) that is linked to the Marketing OU to create roaming profiles
for usersin the Marketing OU. Use \\Server1\profiles\%username%o as the roaming profile path.

Answer: A, C.

Explanation:

A. We must create roaming profiles, as they are required by users who logon to the network from different
locations or computers but who require the same desktop setting regardless of where they logon.

C. We must then redirect the logon to the My Documents folder so that the files in the My Documents can

be accessed by users regardless of where and from which computers they use to logon to the network.
By redirecting the My Documents folder, the roaming profile will access the folder on the network
location rather than down loading it onto the logon computer. Thiswill reduce network traffic.

Incorrect Answers:

B.
D.

Home folders are not appropriate to this scenario. We need to redirect My Documents.
The desktop folder is already part of the roaming profile therefore we do not have to redirect the desktop
folder
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E. The GPO will not redirect the My Documents folder and so will not affect the logon speed.

Q.72
You are the administrator of your company's Windows 2000 domain. The domain contains one Domain
Controller.

The Domain Controller is running out of disk space on the volume that contains the Active Directory
database. You decide to move the database to an empty volume on a different disk. You want to complete
thistask with the least possible interruption to this server.

What should you do?

A. Restart the server in directory services restore mode. Use the Ntdsutil utility to move the database file to
the empty volume.

B. Create a backup of the system state data. Restart the server in directory services restore mode. Restore
the system state data to the empty volume.

C. Restart the server in directory services restore mode. Use Windows explorer to move the database file to
the empty volume.

D. Create a backup of the system state data. Restart the server in recovery console mode. Restore the
system state data to the empty volume.

Answer: A.

Explanation: The Ntdsutil command-line utility in Directory Services Restore mode is used to move the Active
Directory database. This utility automatically updates the registry keys so that Active Directory will start from
the location it was moved to. We can enter this Directory Services Restore mode by pressing F8 to display the
Windows 2000 Advanced options menu. We must the logon using the Administrators account and type
NTDSUTIL at the command prompt, specify files, then type ‘MOVE DATABASE TO [drive letter:\directory
name]’. Finaly, we must reboot the Domain Controller for the changes to take effect.

Incorrect Answers:

B. We cannot restore the Active Directory database to a different location, as the registry keys will till
point to the old location. Therefore Active Directory will not start properly as it would not be able to
access the database.

C. We cannot move the Active Directory database to a different location, as the registry keys will still point
to the old location. Therefore Active Directory will not start properly as it would not be able to access
the database.

D. We cannot restore the Active Directory database to a different location, as the registry keys will till
point to the old location. Therefore Active Directory will not start properly as it would not be able to
access the database.
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Q.73

Your company's network consists of a single Windows 2000 domain. You are a member of the domain
admins group. You install a Windows 2000 member server, and then install Remote I nstallation Services
on the member server.

You enablethe RIS server to respond to client computers. You successfully load a CD-based image on the
server. You attempt to initiate a RIS session on your first PXE-compliant client computer, but your RIS
server does not respond to therequest.

You want to ensurethat the RIS server respondsto client computers. What should you do?

A. Install DNS on the RIS server.

B. Install WINS on the RIS server.

C. Authorize the RIS server.

D. Assign the RIS server an address by means of DHCP.

E. Add areservation for each client computer on the DHCP server.
Answer: C.

Explanation: By default, a RIS server is not configured to begin servicing client computers immediately after
the installation of the RIS server is completed. To configure RIS we must authorize RIS servers, set RIS server
properties, set RIS client installation options, and set RIPrep image permissions. In this scenario the RIS server
must still be authorised.

Incorrect Answers:

A. All Windows 2000 domains require DNS for Active Directory therefore we already have a DNS server,
which was set up when the domain was created.

B. RIS requires a DHCP server and either aWINS server or aDNS sever with Active  Directory. The
DHCP server is required for IP address leasing and the WINS server or the DNS server with Active
Directory is required for name resolution. A WINS server is required for compatibility purposes when
non-Windows 2000 computers are part of the domain. In this scenario however, the RIS server has not

been authorised.
D. Does not need adynamic IP address. It must be authorized instead.
E. The RIS server does not require IP reservations for each client. It must be authorized instead.

Q.74
You are a member of the Enterprise Admins group in your company's Windows 2000 network. The
network existsin one building and consists of a single Active Directory site. The site contains one subnet.

Leading theway in I T testing and certification tools, www.testking.com

-89 -



070 - 217

Usersin the sales department are moving to a new building named Building B. You configure a 56-KB
WAN link to connect both buildings. You create a new Active Directory subnet for Building B. The
network is now configured as shown in the exhibit.

{ II ——Subnet A Ui Subnet B—4——

Building A Building B
router 26 KB router

Domain Controller

Client computers

You want to add a Domain Controller to Subnet B. You also want to minimize directory replication
traffic over the WAN.

What should you do before you install the Domain Controller?

A. Associate the existing site with both subnets.
B. Create anew Active Directory site and associate it only with Subnet B.
C. Create anew Active Directory site and associate it with both subnets,
D. Associate the existing site only with Subnet B.

Answer: B.

Explanation: To enable scheduled replication, we must create sites that we can schedule replication to occur
across. In this scenario we need a site for subnet B so that we can schedul e replication.

Incorrect Answers:

A. We can only schedule replication between two sites. We therefore cannot associate both subnets with
one site.

C. The procedure suggested in this solution is incorrect. We must associate the subnet a site, not an Active
Directory site with a subnet.

D. We can only schedule replication between two sites. We therefore cannot only associate Subnet B with

the existing site; we require the creation of a second site aswell.

Q.75

Your company's network consists of two Windows 2000 domains. contoso.com and
newyork.contoso.com. The newyork.contoso.com domain contains three organizational units. Sales,
Marketing, and Finance. You are a member of the Domain Admins group in newyor k.contoso.com
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An employee named Stephan is the administrator for the Finance OU. Stephan reports that he cannot
edit any Group Policy Object. Administrators for the sales and marketing OUs report no problems
editing GPOs.

You want Stephan to be ableto edit GPOs. What should you do?

A Delegate to Stephan the ability to manage Group Policy Links for the Finance OU.

B. Grant Stephan the read permission and the create group objects permissions for the finance OU.

C. Grant Stephan the read permission and the apply group policy objects permission for the GPOs he
wants to edit.

D Add Stephan to the group policy creator group in newyork.contoso.com.

Answer: A.

Explanation: Active Directory supports security settings on individual properties. Thus, a hon-administrator
can be given Read and Write access to specific properties. If non-administrators have Read and Write access to
the gPLink and gPOptions properties, they can manage the list of Group Policy objects linked to that site,
domain, or organizational unit. To give a user Read and Write access to these properties, use the Delegation of
Control Wizard and select the Manage Group Policy links predefined task. Thus, by delegating the task to
manage Group Policy Links for the Finance OU to Stephan, he will be able to manage and edit the aready
existing GPOs that are linked to the Finance OU.

Incorrect Answers:

B. Inthisscenario Stephan must be able to edit GPOs, not to create them.

C. Thiswill just apply the GPOs to himself

D. The group policy creator group is a system group. In Windows 2000 we cannot add users to system
groups.

Q.76

You are a member of the Enterprise Admins group in your company's Windows 2000 domain. Usersin
the finance department keep losing their membership in an Active Directory group. You turn on auditing
to monitor changesto Active Directory.

The next day, you discover that the finance users have been removed from the group again. You open the
security event log and find several thousand events. You want to reduce the number of security events
you must analyzein order to discover who isremoving the finance users from the group.

Y ou open the event viewer snap-in. You need to filter the security log to include only the events located in
the appropriate category. Which categories should you choose? (Choose Two)
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A. Directory service access.
B. Account management.
C. Privilege use.
D. Policy change.

Answer: A, B.

Explanation: In this scenario we should analyze the directory service access as this provides information on
when a user gained access to an Active Directory object. We should also analyze account management as group
membership changes are logged by auditing account management. This includes: an administrator created,
changed, or deleted a user account or group. A user account was renamed, disabled, or enabled, or a password
was set or changed.

Incorrect Answers:

C. Auditing Privilege use logs events when a user exercised aright, such as changing the system time (this
does not include rights that are related to logging on and logging off).

D. Auditing Policy change logs changes that were made to the user security options, user rights, or audit
policies.

Q.77

You are the administrator of your company's Windows 2000 network. The company has one office in
New York and onein Boston. The offices are connected by a WAN link. An Active Directory site and an
organizational unit are configured for each office.

Usersin the Boston sales department are moving to New York. You want to move one of the two Domain
Controllersin Boston to New York.

After you transport the Domain Controller to New York and connect it to the New York subnet, users
report that all network activity between New Y ork and Boston is slow.

Y ou want to improve network performance between New York and Boston. What should you do?

A. Using the Active Directory site and services snap-in, configure the site link between Boston and
New Y ork for less frequent replication.

B. Using the Active Directory users and computers snap-in, change the location file of the Boston
server object from Boston to New Y ork.

C. Using the Active Directory users and computers snap-in, move the Domain Controller from the
Boston OU to the New Y ork OU.

D. Using the Active Directory site and services snap-in, move the Domain Controller from Boston site

to the New Y ork site.
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Answer: D.

Explanation: Sites define sets of domain controllers that are well-connected in terms of speed and cost. It is
important for Active Directory replication to create a site for each well-connected subnet, associate subnet with
the correct site, and add the domain controllers to the appropriate sites.

In this scenario we have physically moved a Domain Controller from the Boston subnet to the New York
subnet. To improve network performance we should aso move this Domain controller from the Boston site to
the New Y ork site. Thisis accomplished by using the Active Directory site and services snap-in.

Note: Sites contain only computer objects and connection objects used to configure replication between sites.

Incorrect Answers:

A. In this scenario we want to eliminate the cause of the extra replication as this is reducing network
performance. Less frequent replication will reduce replication traffic, but it will not address the problem
at hand: one domain controller has been moved from one subnet to another subnet without being moved
to the appropriate site.

B. The location file of the Boston server object displays a description of the Boston server in the Active
Directory. Updating the location file would note improve network performance.

C. We should first move the Domain controller to the appropriate site to improve network performance.
Then we could move it to the appropriate OU for administrative purposes.

Q.78
Your company's network consists of two divisions: Contoso Ltd, and Fabrikam Inc. Each division has
two domains. All domains are contained in the same for est.

Contoso Ltd., contains two domains. contoso.com and sales.contoso.com, Fabrikam Inc., contains two
domains: fabrikam.com and salesfabrikam.com. The sales.contoso.com domain and the
sales.fabrikam.com domain each contain an OU named M arketing.

Fabrikam, Inc., is changing its name to Litware, Inc. You need to create a user principle name of
Litware.com. Usersin both Marketing OUswill use the UPN to be authenticated by Active Directory.

At which level in Active Directory should you create the UPN?

A. The marketing OU in sales.contoso.com and the Marketing OU in sales.fabrikam.com.
B. The contoso.com domain tree and the fabrikam.com domain tree.
C. The root domain.
D. The forest.
Answer: B.
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Explanation: The UNP, which stands for User Principal Name, is “user friendly” and a UPN is composed of a
shorthand name for the user account and the DNS name of the tree where the user account object resides. For
example, user Firstname Lastname (substitute the first and last names of an actual user) in the microsoft.com
tree might have a UPN of Firstnamel @microsoft.com (using the full first name and the first letter of the last
name). Hence the UPN is made up of the complete domain name therefore changes must be made at the top of
the domain tree.

Incorrect Answers:

A. The UPN is made up of the complete domain name therefore changes must be made at the top of the
domain tree and not at the OU level.

C. The root domain is the first domain created. It might not be the top of the fabrikam tree. Therefore this
is not the best Answer:

D. The UPN is made up of the complete domain name. It is therefore related to the domain tree and not the
forest.

Q.79

You are the administrator of your company's Windows 2000 network. In the Payroll folder of a file
server, you configure auditing to track all file activity. One week later, you are asked to discover if any
filesin the Payroll folder have been accessed by a user account named CSeeley.

You verify that the audit log contains data for all payroll transaction during the past week. This data
includes thousands of transaction events about files accessed by everyone in the company. You want to
review only transaction event data for the CSeeley user account.

What should you do?

A. View the Audit tab of the properties page for the CSeeley user account.

B. Reconfigure auditing of the files in the Payroll folder for only the CSeeley user account, and then
refresh the Event Viewer.

C. Export the audit log to CSV format, and then use Microsoft WordPad to display log entries that
contain the text “ CSeeley”

D Apply an event viewer filter that displays only events containing the text “CSeeley” in the User
field.

Answer: D.
Explanation: To analyze the transaction event data for a particular user account we must use Event Viewer to
create afilter to display records containing the user name.

Incorrect Answers:
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A. In Windows 2000 the properties page for user accounts do not have an audit tab.

B. By refreshing the Event Viewer we will start a new audit. In this scenario we need to analyze the
existing logs.

C. It is possible to export an audit log file to a comma-delimited file that can then be viewed in a
spreadsheet programme such as Microsoft Excel. However, Windows 2000 has a built-in Event Viewer
that can be used to filter and view audit log files. It is thus not necessary to export the audit log.

Q. 80

You arethe administrator of your company’s network. The network consists of one Windows 2000
domain that spans multiple subnets. You are configuring DNSfor host name resolution throughout the
network.

Y ou want the following goals:

* DNSzonetransfer traffic will be minimized on the network.

* Administrative overhead for maintaining DNS zone files will be minimized.
* Unauthorized host computerswill not have records created in the zone.

* All zone updates will come only from authorized DNS servers.

* All zonetransfer information will be secured asit crossesthe network.

You takethe following actions:

» Createan Active Directory intergraded zone.

* IntheZone Propertiesdialog box, set the Allow Dynamic Updates option to Yes

* OntheName Serverstab of the Zone Properties dialog box, enter the names and addresses of all DNS
serverson the network.

Which result or results do these actions produce? (Choose all that apply)

A. A DNS zone transfer traffic is minimized on the network.
B. Administrative overhead for maintaining DNS zone files is minimized.
C. Unauthorized host computers do not have records created in the zone.
D. All zone updates come only from authorized DNS servers
E. All zone transfer information is secured as it crosses the network.
Answer: A, B, E.
Explanation:
A. Active Directory integrated zones use incremental transfers therefore zone transfer traffic is minimized
on the network.
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B. Dynamic updates negate the need for manually updating the zone file by manually adding records and
thus minimizes administrative overhead for maintaining DNS zone files.

E. Active Directory integrated zone transfers are included in the Active Directory replication, which uses a
secure RPC channel therefore all zone transfer information is secured as it crosses the network.

Incorrect Answers:

C. To ensure that unauthorized host computers do not have records created in the zone we must select the
Only Secure Updates option for the zone, which we have not done in thisin this scenario.

D. Toensurethat al zone updates come only from authorized DNS servers we must select the Allow Zone
transfers only to the servers listed on the Name servers tab option on the zone transfers tab of the zone
properties dialog box. In this scenario we have listed the names of the other DNS servers but we have
not selected the Allow Zone transfers only to the servers listed on the Name servers tab option on the
zone transfers tab of the zone properties dialog box.

Q.81

You are the administrator of the Contoso Ltd., company network. You are designing a Windows 2000
domain. Contoso Ltd., has an Internet presence and owns contoso.com, a registered domain name. The
existing DNS zoneishosted on Windows NT Server 4.0 computers.

Y ou want to accomplish the following goals:

* Internal host nameswill not be exposed to the I nternet.

* Internal host userswill be ableto resolve external namesfor accessto Internet-based resour ces.

* Complexity and depth of domain names for Active Directory will be minimized.

 To comply with management requirements, the existing DNS servers that host the zone for
contoso.com will not be upgraded.

You implement a DNS design as shown in the exhibit.
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Which result or results does your implementations produce? (Choose all that apply)

Internal host names will not be exposed to the Internet.

Internal users will be able to resolve external names for access to Internet based resources.
Complexity and depth of adomain names for Active Directory will be minimized.

To comply with management requires the existing DNS server’s host the zone for contoso.com will
not be upgraded.

oo w>

Answer: A, B, C, D.
Explanation: With a private network name and primary DNS, internal names will not be exposed to the
internet.

The internal DNS has a secondary zone for the external DNS and we are not using a child domain of the
external domain. Furthermore, it is not necessary to upgrade the external DNS.

Q.82
You are the network administrator for LitWare Inc. You are implementing Windows 2000 on your
network. Part of your network configuration is shown in the exhibit.

DNS Server Ser\:.fer2
Domai

Houston

Atlanta
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You have installed Server2 and Server4 as Domain Controllers for LitWare.com. You have installed
Serverl and Server3 as DNS serversfor thelitware.com domain.

Each server has a standard primary zone named litware.com. You configure the domain to run in native
mode.

When Server2 attempts to contact Server4 by name, it cannot establish a connection. However, you can
ping both Server2 and Server4 from any computer in either site. You need to be able to resolve names of
serversin both sites. You want the information to be updated regularly.

What should you do?

A. Configure Serverl and Server3 to allow dynamic updatesin DNS.

B. Configure Serverl and Server3 to alow zone transfers to any server. Then configure the DNS
notification options to notify each server of updates.

C. Reinstall Server4 as a member server in the same domain as Server2. Create a new site, and promote
Server4 to aDomain Controller within the new site.

D Re-create the litware.com zone on Server3 as a secondary zone. Configure Server3 to replicate DNS
data from Serverl.

Answer: D.

Explanation: To replicate the zones we must create a primary and a secondary DNS server. Windows 2000
does not alow for replication between two primary DNS Servers for the same zone on different DNS servers.
Furthermore, there can only be one primary DNS zone, but there can be several secondary DNS zones.

Incorrect Answers:
A. Dynamic updatesin DNS will not affect zone replication.
B. Windows 2000 does not allow for replication between two primary DNS Servers.
C. Sites are required for scheduling Domain Controller replication and are not related to DNS replication.
Therefore this solution is inappropriate.

Q.83

You add a new Domain Controller named GCO1 to your network to take the place of the existing Global
Catalog server. You also enable GCO1 as a Global Catalog. You want to use GCQO, the original server, as
a Domain Controller, but not asa Global Catalog server for the domain. You want to increase disk space
on GCO00.
What should you do? (Choose all that apply)

A. Use the Active Directory Sites and Services. Select the NTDS settings object for the GC0O0 Server to
clear the Global Catalog check box.
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B. On the GCOO server, run the Ntdsutil utility to defragment Active Directory.
C. On the GCOO server, reinstall Windows 2000.
D. On the GCO1 server, run the Ntdsutil utility to enable the Globa Catalog server option.

Answer: A, B.
Explanation:
A. To stop GCO0 from serving as a Globa Catalog we must select the NTDS settings object for the GC00
Server to clear the Global Catalog check box in the Active Directory Sites and Services.
B. We must then run Ntdsutil utility to defragment Active Directory On the GCOO server. This will clear
Global Catalog data from the Active Directory database of GCO0 and recover the disk space used by the
Global Catalog data.

Incorrect Answers:
C. Inisnot necessary to reinstall Windows 2000 as we could use the Active Directory Sites and Services to
stop the server from serving as a Global Catalog.
D. The Ntdsutil utility is not used to enable the Global Catalog server option.

Q.84

You are the LAN administrator for Arbor Shoes. You hire Sophia to be a LAN administrator for the
Dublin office. Arbor Shoes has one domain named arborshoes.com. Each office has its own OU. Sophia
needs to be able to create child OUs under only ou=Dublin, dc=arborshoes, dc=com and verify the
existence of the created OUs.

Which permissions should you assign to Sophia on the Dublin OU? (Choose thr ee)

Full Control.

List Contents.

Create Organizational Unit objects.
Create All Child Objects.

Write.

Read.

TMoOO®>

Answer: B, C, F.
Explanation: To be able to verify the existence of the created OUs Sophia would require Read and List
contents permission on the Dublin OU. She would aso require Create OU objects permission to create OUs.

Incorrect Answers:
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Sophia does not require Full control permissions. She only requires Create OU objects permission to
create OUs and Read and List contents permission to be able to verify the existence of the created OUs.
Providing Sophiawith Full control permissionswould grant her too much privileges.

The create All Child Objects permissions would enable Sophiato create any object in the Dublin OU.
The Write permissions would enable Sophiato modify existing objectsin the Dublin OU.

You aretheenterprise administrator in your company's Windows 2000 networ k. The network consists of
a domain treethat contains five domains. All domains are in native mode. Each domain has one or more
users who are help desk staff. Each domain has a global group named Members that contains the help
desk staff from each domain.

Thereisan Organizational Unit (OU) named Internsin the root domain. You want all help desk staff to
be ableto reset passwords of theusersin the Inters OU.

What should you do?

A.

Create anew global security group named Staff in the root domain.

Place the five Members groups in Staff group.

Create anew local security group named Reset Internsin the root domain.

Place the Staff group in the Reset Interns group.

On the reset Interns group, grant the Reset Password permission to the Staff group.

Create anew global security group named Staff in the root domain.

Place the five Members group in the Staff group.

Create anew local security group named Reset Internsin the root domain.

Place all users from the Interns OU in the Reset Inters group.

On the Interns OU, grant the Reset Password permission to the Reset Interns group.

Create anew universal security group named Staff in the root domain.

Place the five Members groups in Staff group.

Create anew local security group named Reset Internsin the root domain. Place the Staff group in the
Reset Interns group.

On the Interns OU, grant the Reset Password permission to the Reset Interns group.

Create anew universal security group named Staff in the root domain.

Place the five Members groups in Staff group.

Create anew local security group named Reset Internsin the root domain.

Place all users from the Interns OU in the Reset Interns group.

On the Reset Interns group, grant the Reset Password permission to the Staff group.
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Answer: C.
Explanation: The correct procedure to assign permissions is to use universal groups to group globa groups,
then place universal group in local group and assign permission to the local group.

Incorrect Answers:

A. We cannot group global groups from multiple domains in one global group. We must use universal groups
to group global groups.

B. Itisnot necessary to place all usersin the interns group.

D. Itisnot necessary to place all usersin the interns group.

Q. 86

You add three new SCSI hard disk drives to your company’s Domain Controller. The SCSI disks are
configured in a hardware RAID-5 array. You have two other physical disks in this Domain Controller.
Y ou want to optimize the speed of the Active Directory database.

What can you do? (Choose two)

A. Move the Ntds.dit file to the RAID-5 array.

B. Move thelog files to a separate physical disk from the operating system.
C. Move the log files and the Ntds.dit file to the RAID-5 array.

D. Move the Netlogon share to the RAID-5 array.

E. Create amirror volume and place the log files on the mirror.

Answer: A, B.

Explanation: To optimise the speed of the Active Directory database we should move the Active Directory
database file to the RAID-5 array as this provides faster read and write speeds than a single disk. Furthermore,
we should place the log files should be on a separate disk to the Active Directory database.

Incorrect Answers:

C. To improve performance we should place the log files and ntds.dit file on separate disks.

D. Moving the Netlogon share to the RAID-5 array will not improve the performance of the Active
Directory database, as the Netlogon is not related to the Active Directory database.

E. Mirrored disks will not improve performance, as the changes to the system must be written to both hard

drives. Thiswill in fact degrade performance.

Q. 87

Leading theway in I T testing and certification tools, www.testking.com

-102 -



070 - 217

You are the administrator of Trey Research and ADatum Corporation. You manage a multidomain
Windows 2000 network of 5,000 users for the two companies. The network is configured as shown in the
exhibit.

FOREST

Treyreseach.col
Adatum.com

Research

The two companies have a total of six departments. Each department is an organizational unit in Active
Directory.

Each domain and OU has specific group policy settings that must be applied to all of its members. Your
company is reorganizing all six departments. Some, but not all, of the usersin each OU have moved.
Many user s have changed departments, and some have changed domains.

Y ou want to accomplish the following goalsin the least possible amount of time:

* Placethe user accountsin the appropriate domains.
* Apply theexisting policiesfor each domain or OU to the moved account.
* Donot disrupt user accessto shared resour ces.

What should you do?

A. For all users, create a new user account in the appropriate OUs. Assign permissions to the accounts to
apply group policy settings, and then delete the old accounts.
B. For the users moving between domains, create new user accounts in the appropriate OUs. Assign

permissions to the account to apply the group policy settings, and then delete the old accounts. For the
users moving between OUs in the same domain select the accounts then choose move from the action
menu, targeting the new OU.
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C. For the users moving between domains, use the Movetree utility, specifying the source and target
domains and the OUs. For the users moving between OUs in the same domain, select the accounts. Then
choose move from the action menu, targeting the new OU.

D. For the users moving between domains, create new user accounts in the appropriate OUs. Assign
permissions to the account to apply group policy settings, and then delete the old accounts. For the users
moving between OUs in the same domain, select the accounts. Then choose copy from the action menu,
entering the appropriate account information for the new user accounts. Then delete the old accounts.

Answer: C.
Explanation: The movetree utility can be used to move users between domains in the same forest. While the
move command is used to move users between OUSs.

Incorrect Answers:

A. It is not necessary to recreate the user files on the new domain as we can use the movetree utility to
move users between domains in the same forest.

B. It is not necessary to recreate the user files on the new domain as we can use the movetree utility to
move users between domains in the same forest.

D. It is not necessary to recreate the user files on the new domain as we can use the movetree utility to

move users between domains in the same forest.

Q.88

You are the administrator of the company network for Arbor Shoes. Arbor Shoes has three domains:
ar bor shoes.com, na.ar bor shoes.com, and sa.ar bor shoes.com. All the domainsarein native mode. You are
going to remove the na.arbor shoes.com domain in an effort to consolidate domains. There are 300 users
in na.ar bor shoes.com. You want to move all 300 users at the same timeto arbor shoes.com.

What should you do?

A. At the command prompt, type the following command: Cscropt sidhist.vbs/srcdc:dcl
/srcdom:na.arborshoes.com /dstdc:dcl /dstdom:arborshoes.com.

B. At the command prompt, type the following command: Movetree /start /s dcl.na.arborshoes.com/d
dcl.arborshoes.com/sdn
cn=users,dc=na,dc=arborshoes,dc=com /ddn cn=users, dc=arborshoes, dc=com.

C. In MMC, use the copy command in Active Directory Users and Computers.

D. In MMC, use the move command in Active Directory Users and Computers.

Answer: B.

Explanation: The movetree utility can be used to move users between domains in the same forest. However the
move tree utility cannot be used to move Local and Domain Global groups that contain members between
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domains. To Local and Domain Globa groups that contain members between domains we must make use of
scripts or the netdom command.

Incorrect Answers:

A. sidhist.vbs keeps a copy of the old user account SID. Thisis used if we are moving users that would
still require access to resources on the old domain.

C. We cannot copy users to a new domain; we must use the movetree utility to move users between
domainsin the same forest.

D. The move command in Active Directory Users and Computers can only be used to move users between
OUs in the same domain. It cannot be used to move users between domains in the same forest. The
movetree utility can be used to move users between domainsin the same forest.

Q. 89
You are the administrator of a Windows 2000 Network. Your network’s organizational unit (OU)
structureisshown in the exhibit.

Executive

Workstations

Users

You grant Create Users Objects permission to Anita for the Executive OU, but sheisunableto create
usersobjectsin the Users OU. Anitaisableto create usersobjectsin the Workstation OU.

What should you do to enable Anita to create users objectsin the UsersOU?

A. Clear the Allow inheritable permissions from parent to propagate to this object check box in the
Executive OU properties.
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B. Select the Allow inheritable permissions from parent to propagate to this object check box in the Users
OU properties.

C. Add Anitato the Server Operators group.

D. Move the Users OU to the same level as the Executive OU.

Answer: B.

Explanation: Selecting the Allow inheritable permissions from parent to propagate to this object check box in
the Users OU properties will allow the permissions to be inherited by the users OU.

Incorrect Answers:

A. Clearing the Allow inheritable permissions from parent to propagate to this object check box in the
Executive OU properties will block permissions set at the domain level.
C. Adding Anitato the Server Operators group would provide her with too much permission.

D. We cannot propagate permissions to OUs on the same level therefore moving the Users OU to the same
level as the Executive OU would not affect the propagation of permissions. We would instead have to
set the permissions on each OU.

Q.90
You are hired by Fabrikam Inc. to secure its Windows 2000 network. You use Security Templates to
create a custom template and save it as secur efab.inf.

You need to use this template on 5 Domain Controllersin fabrikam.com domain. What should you do?
(Choose two)

A. Copy the Securefab.inf file to Sysvol shared folder on one Domain Controller.

Create a new security database.

Import the Securefab.inf file.

Rename Securefab.inf to NTconfig.pol.

Create a Group Policy Object on Domain Controllers organizational unit (OU).

Configure the file replication service to replicate the template file to all Domain Controllers.

nmmoOw

Answer: C, E.
Explanation: To use this template on 5 Domain Controllers in fabrikam.com domain we should create a GPO
for the Domain Controllers and import the security template to the GPO.

Incorrect Answers:

A. Coping the Securefab.inf file to Sysvol shared folder on one Domain Controller will result in the
security template being replicated to the 5 Domain Controllers but will not result in the application of
the template.
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B. It is not necessary to create a new security database as the security template has already been created.

D. The Ntconfig.pol isused for Windows NT system policies. It is not used in Windows 2000.

F. Configuring the file replication service to replicate the template file to al Domain Controllers will result
in the security template being replicated to the 5 Domain Controllers but will not result in the
application of the template.

Q.91

You are the security analyst for Duluth Mutual Life. You are assessing the security weaknesses of the
company’s Windows 2000 network. The network consists of three sites in one domain. The domain
contains three OUs and 11,000 users. There are five Domain Controllersin the domain. You configure
one of the Domain Controllers to meet the security requirements of the company. You need to duplicate
those settings on the other four Domain Controllers. You want to use the least possible amount of
administrative effort. What should you do?

A. Create a GPO for the Domain Controllers OU. Configure the GPO settings to match the settings of the
secured Domain Controller.

B. Open Security Configuration and Analysis on the secured Domain Controller. Export the secured
Domain Controller’s security configuration to atemplate file. Copy the template file to the Sysvol folder
on each Domain Controller.

C. Create a GPO for the domain. Assign Domain Users Read and Apply Group Policy permissions.
Configure the GPO settings to match the settings of the secured Domain Controller.

D. Open Security Configuration and Analysis on the secured Domain Controller. Export the secured
Domain Controller’s security configuration information to a template file. Open Security Configuration
and Anaysis on the other Domain Controllers, import the template file, and then select Analyze
Computer Now.

Answer: A.

Explanation: To duplicate the security settings of one Domain Controller to the other four Domain Controllers
in the domain, we must create a GPO for the Domain Controllers OU and configure the GPO settings to match
the settings of the secured Domain Controller or we must open Security Configuration and Analysis on the
secured Domain Controller, export the secured Domain Controller’s security configuration information to a
template file, then open Security Configuration and Analysis on the other Domain Controllers, import the
template file, and select the Configure Computer Now option.

Incorrect Answers:

B. Exporting the secured Domain Controller’s security configuration to a template file and coping this
template file to the Sysvol folder on each Domain Controller would result in the security template being
replicated on the other Domain Controllers but will not result in the template being applied on the other
Domain Controllers.
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C. Assigning Domain Users Read and Apply Group Policy permissions would result in the policy being
applied to all objects in the domain and not just the Domain Controllers.

E. To duplicate the security settings of one Domain Controller to the other four Domain Controllers in the
domain, we must open Security Configuration and Analysis on the secured Domain Controller, export
the secured Domain Controller’s security configuration information to a template file, then open
Security Configuration and Analysis on the other Domain Controllers, import the template file, and
select the Configure Computer Now option and not the Analyze Computer Now option.

Q.92

You edit the Default Domain Controllers Group Policy on the arborshoes.com domain to required
passwords to be at least eight characters long. However, users are able to create passwords that do not
comply with theimplemented policy. What should you do?

A. Initiate replication to make sure the Group Policy containers and the Group Policy template (GPT) are
replicated.

B. Configure each client computer to have alocal Group Policy that requires password to be at least eight
characterslong.

C. Edit the Default Domain Group Policy to require passwords to be at least eight characters long.

D. Edit the Default Domain Controllers Group Policy to force the password to meet complexity
requirements.
Answer: C.

Explanation: As users are able to create passwords that do not comply with the Group Policy, the wrong GPO
has been edited, instead of configuring the Default Domain Controllers Group Policy we should have
configured the Default Domain Group Policy. As password policies must aways be applied at domain level.

Incorrect Answers:

A. Initiating replication to make sure the Group Policy containers and the Group Policy template (GPT) are
replicated will not ensure that the policy is applied as the policy has been applied to the wrong container.

B. Configuring each client computer to have alocal Group Policy that requires password to be at least eight
characters long would increase administrative overhead. The same function can be accomplished
through the use of Group Policies.

E. Password policies must be applied at domain level.

Q.93
You are the administrator of your company’s network. The network consists of one Windows 2000
domain. The domain contains four organizational units as shown in the following exhibit:
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You want to centralize security policy in your domain. You create the following three security templates
and Group Policy Objects.

* SecPoll defines Password, Audit, and User Rights Palicies.
* SecPol2 defines User Desktop policy, File System security, and register security.
» SecPol3 definesa High Security User Desktop policy for network administrators.

You want the GPOs to apply your security policies to users and computers in the domain. You want to
use the fewest assignments possible. Where possible, you want Group Policy to apply at the OU level for
mor e granular administrative control.

How should you apply security policies?

To Answer: click the Select and Place button, and drag A, B, C, and D to
the correct locations. (Note: Letters can be used more than once.)

Sdect and Place

GPOs

Select from these items

SecPol1

=

SecPol2

SecPol3

o] [ [ [

No GPO applied

)

MKt ﬂ
L
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Answer:

Corp A
B

B

C

D

Sales Gk@ IT
D D C

Drag Secpoll to the top (domain level).

Drag Secpol 2 to the corp OU level.

Drag Secpol3tothe IT OU.

Drag No GPO applied to the Sales OU and to the Mktg OU.
Explanation:

Drag Secpoll to thetop (domain level).

Password policies must be applied at domain level.

Drag Secpol 2 tothe corp OU level.

The policy will filter down to the other OUs.

Drag Secpol3tothel T OU.

Only Admins should receive this policy.

Drag No GPO applied to the Sales OU and to the Mktg OU.
These OU inherits the settings applied at the domain level and at the Corp OU level.
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Q.Y
You are the administrator of your company's Windows 2000 domain. You want to deploy a custom
Microsoft Windows installer application named Payroll.

Y ou want to deploy the Payroll application in two Phases. For Phase |, you want only usersin the Payroall
Pilot security group to install the application by using a Start menu shortcut.

For Phasell, you want all usersin the domain to install the application by using Add/remove Programs
in Control Panel.

You need to deploy the Payroll application. Which two cour ses of action should you take? (Each correct
answer presents part of the solution. choose two)

A. For Phase |, create an Organizationa unit (OU) for only the Payroll application users. Use the security
Configuration and Analysis snap-in to create a custom .inf template that runs the setup routine for the
Payroll application. Create a Group Policy Object and link the GPO to the OU. Import the custom .inf
template to the GPO.

B. For Phase |, create a Group Policy Object that assigns the Payroll application to the domain. For the
Group Policy Object, remove the apply group policy permissions from the Authenticated Users group.
Grant Payroll pilot group the apply Group Policy Permission.

C. For phase |, create a Group Policy Object that publishes the Payroll application to the domain. For the
Group Policy Object, remove the apply group policy permissions from the Authenticated Users group.
Grant Payroll pilot group the apply Group Policy Permission.

D. For Phase I, remove the Group Policy Object that you created in Phase |. Use security configuration
and Analysis snap-in to create a custom .inf template that runs the setup routine for the Payroll
application. Create a GPO and link the GPO to the domain. Import the custom .inf template to the GPO.

E. For Phase |1, modify the Group Policy Object to assign the Payroll application to the domain. For Group
Policy Object, grant the Authenticated Users group the Apply Group Policy permission. Remove the
Apply Group Policy Permission from the Payroll Pilot group.

F. For Phase |1, modify the Group Policy Object to publish the Payroll application to the domain. For
Group Policy Object, grant the Authenticated Users group the Apply Group Policy permission. Remove
the Apply Group Policy Permission from the Payroll Pilot group.

Answer: B. F.

Explanation:

B: For Phase | we assign the application to the domain through a GPO, but we only grant the Payroll Pilot
group apply Group Policy permission to the GPO. The application could then be installed through a Start
menu short-cut for the Payroll Pilot users.

F: For Phase Il we publish the application instead of assigning it. We also change the permission so that all
authenticated domain users are granted Apply Group Policy permission to the GPO.
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Note: In Windows 2000 we can manage the installation of software on a client computer centrally by assigning
applications to users or computers or by publishing applications for users. When we assign an application to a
user, the application is advertised to the user the next time the user logs on to the network regardless of which
computer the user actually uses to log on. The application is installed the first time the user activates the
application on the computer, either by selecting the short cut to application on the start menu or by activating a
document associated with the application. When we assign an application to a computer, the application is
advertised and is installed when there are no other applications running on the computer. This usually occurs
when the computer next starts up. When we publish an application to a user, the application does not appear
installed on the users' computers and no shortcut to it is visible on the desktop or the start menu. Instead, the
application is available for the user to install using Add/Remove Programs in Control Panel or by clicking afile
associated with the application. We cannot publish an application to a computer.

Incorrect Answers:

A. We cannot use an .inf template to install an application.

C. We should assign, not publish the application for Phase 1.

D. We cannot use a .inf template to install an application.

E. For Phase |1 we must change the way the application is deployed. For Phase 1 it should be assigned but
for Phase 11 it should be published.

Q.95

You arethe administrator of your company’s network. The company has two native-mode domainsin six
sitesas shown in the exhibit. .
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Each site has one or more Domain Controller. Users report that at times of high network usage
authentication and directory searches are extremely slow.

Y ou want to improve network performance. What should you do?

A. Move al Domain Controllersinto one site.

B. Promote more Windows 2000 server computers in each site to be Domain Controller.
C. Install a DNS server in each site and configure it to use Active Directory integration.
D. Designate a Domain Controller in only one site as a Global Catalog server.

E. Designate a Domain Controller in each site as a Global Catalog server.

Answer: E.

Explanation: With Windows 2000, we require a Globa Catalog for logon purposes on a domain that runs in
native mode. One Global Catalog should be placed in each site for improved logon time. The Global Catalog
server Answers. Active Directory Search queries and must be present to alow clients to successfully logon as it
holds a copy of all Objects of the whole Forest although it only holds only a subset of the Attributes.

There should be at |east one Global Catalog server in alarge Site.

Incorrect Answers:

A.

B.

C.

Moving all Domain Controllers into one site would result in al logon traffic having to pass over the
links. This would increase network traffic and reduce logon performance.

A Global Catalog is required for logon purposes on a domain that runs in native mode, not just Domain
Controller.

DNS will not improve logon times therefore it is not necessary to install a DNS server in each site and
configure it to use Active Directory integration.

D. One Global Catalog should be placed in each site for improved logon time.

Q. 9%

Your company's network consists of a single Windows 2000 domain. You are the administrator for an
organizational unit named Sales. Four Group Policy Objects are linked to the Sales OU. Each GPO is
shown in the exhibit.
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Sales Properties
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& Current Group Policy Object Links for Sales
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@ East: Remove Run

@.-’-‘-.II IJzerz: Enable Display & Distribute S oftware
@West: Dizable Display & Remove Run

ﬁ South: Enable Run
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| H

Group Palicy Objects higher in the lizt have the highest priarity.
Thisz list obtained from; serverl

New | add. | Edi | Up
[ @timms:. | elete., | Eroperties | (o |

[ Block Palicy inheritance

21 x

&pply
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The East Remove Run GPO contains a policy that removes the Run command from the Start menu. This

GPO affects only the usersin the Eastern region.

The All Users: Enable Display & Distribute Software GPO contains a policy that enables Display in
Control Panel. This GPO affects all usersin the sales department.

The West Disable Display & Remove Run Group Policy

Object contains a policy that removes the Run

command from the Start menu and a policy that disables display in Control Panel. This GPO affects only

the usersin the Western region.

You discover that usersin the Western region are making unauthorized changesto their desktop settings
by using Display in Control Panel. You need to ensurethat usersin the Sales OU cannot access Display in

Control Pandl.

What should you do?

A. Set the West Disable Display & Remove Run GPO to No override.
B. Set the All Users Enable Display & Distribute Software GPO to Block Inheritance.
C. Raise the priority of the All Users Enable Display & Distribute Software GPO
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D. Lower the priority of the All Users Enable Display & Distribute Software GPO

Answer: D.

Explanation: In this scenario the Enable Display GPO is overwriting the Disable Display GPO. We need to
lower the priority of the Enable Display GPO so that the Disable Display GPO can overwrite it for the west
USErs.

Incorrect Answers:

A. Setting the West Disable Display & Remove Run GPO to No override will remove the run command
for al users.

B. Setting the All Users Enable Display & Distribute Software GPO to Block Inheritance will not prevent
the Disable Display GPO being overwritten for West users and would allow them to change their display
settings.

C. Raising the priority of the All Users Enable Display & Distribute Software GPO will not prevent the
Disable Display GPO being overwritten for West users and would allow them to change their display
Settings.

Q.97
You are the administrator of your company's network. A vendor provides you with an application and
four transform files. You need to deploy the application to employeesin the sales department.

You deploy the application and the transform files. After the deployment is complete, you test the
application and discover that the second transform fileisunnecessary.

You want to deploy the application so that it includes only the direct, third, and fourth transform files.
You need to complete thistask by using the least amount of administrative effort. What should you do?

A. In the application properties, remove all transform files, and then add the required transform files in
order.
B. In the application properties, remove the second transform file.

Use the Move Up and Move Down buttons to order the files.

C. Remove the package definition from Group Policy.
Create a new definition for the package.
Add the required transform filesin order.

D. Remove the package definition from Group Policy.

Copy the required transform files to the package source in order.
Create a new definition for the package.
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Answer: C.

Explanation: Modifications are associated with the Windows Installer package at deployment time rather than
when the Windows Instaler is actually using the package to install or modify the application. Modifications
(.mst files) are applied to Windows Installer packages (which have the .msi extension) in an order specified by
the administrator. This order must be determined before the application is assigned or published.

If the modifications are not properly configured we will have to uninstall the package or upgrade the package
with a correctly configured version. Furthermore, the transformation, or modifications of deployment packages
cannot be undone. We have to remove the package and create a new package definition and then apply the
transformations in the correct order.

Incorrect Answers:

A. The whole package, not only the transform files, has to be removed.

B: We cannot remove the transform files and the order of transform files cannot be changed. We have to
remove the package and create a new package definition and then apply the transformations in the
correct order.

D: The proper order for undoing the changes is to remove old package, create new definition of package,
and add transforms in the correct order. After removing the old package we cannot start copying the
transform files. The transform files should be applied not copied.

Q.98

You are a member of the Enterprise Admins group in your company's Windows 2000 network. The
network consists of a single domain. The organizational unit (OU) structure of the domain is configured
as shown in the exhibit.
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Users

To improve security, only members of the finance Admins and Audit Admins groups should have
permission to log on to servers in the Audit OU. Similarly, only members of the Corp Admins and
Finance Admins groups should have permission to log on to serversin the Finance OU. Only members of
the Corp Adminsgroup should be abletolog on to serversin the Servers OU. Some members of the Corp
Admins group are also members of the Audit Adminsand Finance Admins groups.

You create a new Group Policy Object for the servers OU, and assign the Corp Admins group the Log on
locally user right in the GPO. You create a new GPO for the Finance OU named Financeservers. You
createanew GPO for the Audit OU named AuditServers

Y ou need to complete the implementation of the security policy. What should you do?

A. In the FinanceServers GPO, assign Finance Admins the Log on locally user right.
In the AuditServers GPO, assign Audit Adminsthe Log on locally user right.
B. In the FinanceServers GPO, assign Finance Admins the Log on locally user right.

In the AuditServers GPO, assign Audit Adminsthe Log on locally user right and assign Corp Admins
the Deny logon locally user right.

C. In the FinanceServers GPO, assign Corp Admins and Finance Admins the Log on locally user right.
In the AuditServers GPO, assign Finance Admins and Audit Adminsthe Log on locally user right.

D. In the FinanceServers GPO, assign Corp Admins and Audit Adminsthe Log on locally user right.
In the AuditServersGPO, assign Corp Finance Admins and Audit Admins the Log on locally user right
and assign Corp Admins the Deny logon locally user right.
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Answer: C.

Explanation: In this scenario there are three OUs that must be configured so that different groups have to right
to log on locally on the servers on this group. On the Server OU the Corp Admins should have the right to log
on locally. However, a new GPO, where the Corp Admins group have been assigned to right to log on locally,
has aready been created for the Server OU. Therefore this requirement is already fulfilled. On the Finance OU
both the Corp Admins and Finance Admins group should be able to log on localy. Therefore the
FinanceServers GPO must assign both the Corp Admins and the Finance Admins groups the right to log on
locally. Finally, on the Audit OU the Finance Admins and the Audit Admins should have the right to log on
locally. Therefore the AuditServers GPO must be assigned to the Audit Admin and the Finance Admins the
rightsto log on locally.

Incorrect Answers:

A: The Corp Admins group must have the right to log on locally on the serversin the Finance OU.

B: The Corp Admins group must have the right to log on locally on the serversin the Finance OU.
Corp Admins that are members of the Audit Admins must be allowed access to serversin the audit OU.
But they are denied access to them.

D: The Audit Admins should not have access to the serversin the Finance OU.
Corp Admins which are member of the Finance Admins group must be able to access servers in the
Finance OU, but they are denied access.

Q.99
You are the administrator of your company's Windows 2000 network. The network consists of a single
Active Directory site named Default-First-Site-Name. The site contains one domain controller named
DC1.

On a Windows 2000 computer named Serverl, you install an application that uses Active Directory
frequently. After the installation, usersreport that network performance is slow when they try to access
shared folderson DC1.

You use a high-performance router to separate the network into two segments. Then, you add a domain
controller named DC2 to the new segment. The network is now configured as shown in the exhibit.
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Router

DC1 DC2 Servert

Client
computers

Users report that network performance between the segments is still occasionally slow. You need to
improve network performance.

What should you do?

Configure both domain controllers to be global catalog servers.

Configure the router to block LDAP traffic between the segments.

Create anew Active Directory site for each segment.

Create a new Active Directory subnet for Segment B, and associate the subnet with the existing Active
Directory site.

cCow>

Answer: A

Explanation: There application on Serverl uses the Active Directory frequently. In order the reduce the
network traffic between Segment A and Segment B we should therefore configure both domain controllers as
global catalog servers. The application on Serverl could use the global catalog server in segment B to access
resources in the Active Directory without any, or at least very little, communication between the segments.

Incorrect Answers:
B: Blocking al LDAP traffic at the router would reduce network traffic, but it would also prevent Active
Directory traffic between the segments. In particular the application on Serverl would not be able to run.

C: It might seem like a good ideato create a site for each network segment, and it would probably be the next
thing to be done after configuring the domain controllers as global catalog servers. In this scenario,
however, the application on Serverl uses Active Directory frequently. The application would have to access
DCL1 in the other segment. This traffic would not be reduced by creating sites.

D: Creating a new subnet for ssgment B and associate it with a new site for segment B could be a good idea.
However, associating the new subnet with the existing site would not improve performance, sinceit would
not change the current configuration.

Q. 100
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You are the administrator of your company's Windows 2000 network. The network consists of a four
Active Directory sites. The option to bridge all site links is enabled and has not been changed from the
default installation setting. The site link configuration is shown in the exhibit.

Site link D
Cost: 50

o
New

Site link A
Cost: 30 G
Site link C
Cost: 25 Site link E
Cost: 55
Site link B \
Cost: 50 e
Los Angeles Atlanta

Directory replication traffic from London to Los Angeles must take place through Atlanta. Directory
replication from New York to Los Angeles must take place directly with Los Angeles. You want to
reconfigure sitelink coststo support these requirements.

Which costs should you reassign to site links A and E?

A A=76, E=68
B A=32, E=36
C A=26, E=25
D A=22, E=27

Answer: C.
Explanation: This solution give B+E =75 and A + D=76. B-E will the preferred path and replication will go
through Atlanta.

Note: In replication we can configure which site links to use by specifying site link costs, replication would
then occur across the site links with the lowest cost. In this scenario the sum of the cost of site link E and site
link B must be lower than the sum of the cost of site link D and site link E and the cost of site link A must be
lower than the sum of the cost of site link C and site link B. This would result in replication between Los
Angeles and London passing through the site link that joins these two sites to Atlanta. Hence replication would
between Los Angeles and London would pass through Atlanta rather than New Y ork.
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Incorrect Answers:

A. The site link costs specified in this solution would cause the replication between New York and Los
Angeles to pass through Atlanta B+E=118 and A+D=116. A-D will be the preferred path for
replication.

B. The site link costs specified in this solution would cause the London to Los Angeles replication to pass
through New Y ork. B+E=86 and A+D=82. A-D will be the preferred path for replication.

D. The site link costs specified in this solution would cause the London to Los Angeles replication to pass
through either New York or Los Angeles. B+E=77 and A+D=77. Both paths will be used for
replications.

Q. 101

You install a Windows 2000 Server computer on your network. You promote the computer to be a
Domain Controller. This computer also functions asthe DNS server for the domain. All client computers
arerunning Windows 2000 Professional.

When users attempt to logon, they receive an error message stating that a Domain Controller cannot be
located. You verify that Active Directory isinstalled and functional on the server.

Y ou want to ensure that the Domain Controller isavailable for user logons. What should you do next?

Check DNS for the addition of an appropriate SRV (service) record in the zone.

Check DNS for the addition of an appropriate A (host) record in the zone.

Check for the presence of an NTDS folder on the Domain Controller.

Check for the presence of a Sysvol folder on the Domain Controller.

On the client computers, create a Hosts file that contains the SRV (service) records for the Domain
Controller.

On the client computers, create a Hosts file that contains the A (host) record for the Domain Controller.

moowx

m

Answer: A.
Explanation: The DNS requires SRV records so that the clients can find the Active Directory Servers,
specifically to find Domain Controllers during the logon process.

Incorrect Answers:

B. Thiswould enable clients to resolve host names but we need SRV records so that the clients know which
machines are Domain Controllers.

C. Ensuring that the DNS has the addition of an appropriate A (host) record in the zone would result in the
DNS holding records for the Active Directory. It would not enable clients to find the Domain
Controllers.

D. The sysvol folder is used for replication. It would not enable clients to find Domain Controllers.

E. Hostsfiles cannot contain SRV records.
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F. Creating a Hosts file that contains the A (host) record for the Domain Controller on the client computers
would enable clients to resolve host names. However, we require SRV records so that the clients know
which machines are Domain Controllers.

Q. 102

You are the enterprise administrator of a Windows 2000 domain named fabrikam.com. The domain
contains three Domain Controllers named DCA, DCB, and DCC. DCA does not hold any operations
master roles. You backed up the System state data of DCA two weeks ago.

Without warning, the DCA hard disk fails. You decide to replace DCA with a new computer. You install
a new Windows 2000 computer .

What should you do next?

A. Add the server to the domain. Do an authoritative restore of the original backup of the origina DCA
System State data that you made two weeks ago.

B. Add the server to the domain. Use Windows Backup to create a backup of the DCB System state data,
and restore this backup on the new DCA.

C. Use the Active Directory installation wizard to make the new computer areplicain the domain.

D. Use the Ntdsutil utility to copy the Active Directory database from DCB to the new DCA.

Answer: C.

Explanation: When a Domain Controller that has no Operation Master roles fails, it can be restored to a new
computer by using the Active Directory installation wizard to make the new computer a replica in the domain.
No further action isrequired, as the Domain Controller had no Operation Master roles.

Incorrect Answers:

A. The original Domain Controller had no Operation Master roles therefore we do not need to perform any
restore from the previous backup. We could simply set the Domain Controller to be a replica in the
domain.

B. We cannot restore system state data to different computer.

D. It is not necessary to manually copy the Active Directory database from another Domain Controller to

the new computer, as thiswill occur automatically during the installation of Active Directory.

Q. 103
You arethe administrator of your company’s network. Your company has its main office in Seattle and
branch officesin London, Paris, and Rio de Janeiro. The local administrator at each branch office must
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be able to control users and local resources. You want to prevent the local administrators from
controlling resourcesin branch offices other than their own.

You want to create an Active Directory structure to accomplish these goals. What should you do?

A. Create a top-level organizationa unit (OU). Delegate control of this OU to administrators at the main
office.

B. Create child OUs for each office. Delegate control of these OUs to administrators at the main office.

C. Create child OUs for each office. Delegate control of each OU to the local administrators at each office.

D. Add the local administrators to the Domain Admins group.

E. Create users groups for each office. Grant the local administrators the appropriate permissions to
administer these user groups.

Answer: C.

Explanation: One of the main purposes of OUs in Windows 2000 is the delegation of control.

Incorrect Answers:

A. Creating atop-level organizational unit (OU) and delegating control of this OU to administrators at the
main office will not give local Admins control of their resources.

B. Creating child OUs for each office and delegating control of these OUs to administrators at the main
office will not give local Admins control of their resources but will give control to Admins at the main
office.

D. Adding the local administrators to the Domain Admins group will give the Domain Admins group
control over the whole domain.

E. Creating users groups for each office and granting the local administrators the appropriate permissions
to administer these user groups would only alow the local administrators to manage users and user
accounts.

Q. 104

Your company’s Windows 2000 network consists of a single domain. You are the enterprise
administrator of the domain. Two administrators named Ann and Bill make changes to Active directory
at approximately the same time at two different Domain Controllersnamed Server A and ServerB.

Ann deletes an empty OU named Branchl from Server A. Before this deletion is replicated to ServerB,
Bill move five existing users from the Branch2 OU to the Branchl OU at ServerB. Ten minutes later, Bill
discoversthat the Branchl OU isdeleted from Active Directory.

You want to reinstate the configuration that Bill attempted to accomplish. What should you do?

A. Perform an authoritative restore of the Branchl OU at ServerA.
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Perform a nonauthoritative restore of the Branchl OU at ServerA.

Perform an authoritative restore of the five users at ServerB.

At ServerB, move the Branchl OU from the LostAndFound container to its original location.

At ServerA, create a new Branchl OU. Move the five users from the Branch2 OU to the new Branchl
Ou.

At ServerB, create a new Branchl OU. Move the five users from the LostAndFound container to the
new Branchl OU.

Answer: F.

Explanation: During a move process, objects that are not moved are classified as orphaned objects and are
placed in an "orphan” container in the LostAndFound container in the source domain. In this scenario the users
arein the lost and found container. They need to be moved to the new OU.

Incorrect Answers:

A.
B.

C.

Q. 105

During a move process, objects that are not moved are classified as orphaned objects and are placed in
an "orphan" container in the LostAndFound container in the source domain.

During a move process, objects that are not moved are classified as orphaned objects and are placed in
an "orphan" container in the LostAndFound container in the source domain.

During a move process, objects that are not moved are classified as orphaned objects and are placed in
an "orphan” container in the LostAndFound container in the source domain. These users should be put
back in the lostandfound container because there isno OU for them.

During a move process, objects that are not moved are classified as orphaned objects and are placed in
an "orphan" container in the LostAndFound container in the source domain. The OU has been moved
and would therefore not be in the lostandfound container.

The users are not in the branch2 OU. They have been moved to the lostandfound container.

You arethe administrator for Arbor Shoes. Part of your network configuration is shown in the exhibit.
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All the computers are running Windows 2000 Professional and are members of the arborshoes.com
domain in the company LAN. All the users are members of the Power Users group on their computers.
Andrew has dial-up access to the Internet for a special project he is working on. You do not want other
usersto share Andrew’sInternet connection and to have unrestricted I nternet Access.

What should you do?

A. Create a high security zone in MICROSOFT Internet Explorer.

B. Create a group Policy Object that disables the configuration of connection sharing. Grant Andrew Read
and Apply group Policy permissions to the GPO.

C. Create a group Policy Object that disables the configuration of connection sharing. Grant Michel, Laura,
and Anita Read and Apply group Policy permissions to the GPO.

D. Remove the Internet connection from the All Users Profile on Andrew’s computer, and then re-create
the connection in Andrew’s personal Profile.

Answer: B.

Explanation: To prevent Andrew from sharing his Internet connection we should create a group Policy Object
that disables the configuration of connection sharing and grant Andrew Read and Apply group Policy
permissions to this GPO. Thiswill prevent Andrew from sharing his internet connection.

Incorrect Answers:

A.

The security zone settings in Microsoft Internet Explorer are not related to internet connection sharing
and is thus not relevant to this problem.

Leading theway in I T testing and certification tools, www.testking.com

-125-



070 - 217

C. To prevent Andrew from sharing his Internet connection we should create a group Policy Object that
disables the configuration of connection sharing and grant Andrew Read and Apply group Policy
permissions to this GPO. We do not have to grant Michel, Laura, and Anita Read and Apply group
Policy permissions to the GPO as only Andrew has an internet connection.

D. Removing the Internet connection from the All Users Profile on Andrew’s computer, and then re-create
the connection in Andrew’ s personal Profile will not stop Andrew sharing his connection.

Q. 106
You are using RIS to deploy Windows 2000 Professional on 1,500 computers. Your network
configuration isshown in the exhibit:

750 Client
=s_ Computers

750 Client
=4 Computers

O Segment A%—Ez—h—-—‘—@egment B )
' Router '

s

IS serverd

RIS server1

You have four RIS servers. You have deployed 100 computers. RIS serverl and RIS server3 are
overworked and respond too slowly for the timely deployment of you are computers. You need more
consistent performance results before you deploy the remaining computers.

What should you do?

A. Create computer accounts for all the computers. Complete the M anaged By property for each account.

B. Create one OU for each segment. Add user accounts for all the users to the appropriate OUs. Specify the
appropriate RIS server in the L og on to property for each user’s account.

C. Create prestaged computer accounts for all the computers. Specify which RIS server will control each
computer.

D Create one site for each segment. Move two RIS serversto each site.
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Answer: C.

Explanation: When using multiple RIS servers we can create load balancing by creating prestaged computer
accounts for all the computers that the software must be deployed on and specify which RIS server will control
each computer.

Incorrect Answers:

A. In Windows 2000 the computer accounts do not have aManaged By property.

B. When using a RIS server to deploying software we do not require users to logon to the RIS server.

D. By creating one site for each segment and moving two RIS servers to each site we will ensure load
balancing between the two RIS servers.

Q. 107

You are the network administrator for Just Togs. Your Windows 2000 network consists of 15,000 users.
Users have recently reported that documents are missing from the servers. You need to track the actions
of the usersto find out who has been deleting the files. You create a GPO on the justtogs.com domain and
assign the appropriate permissionsto the GPO.

What actions should you audit? (Choose two)

A. Object access.

B. Process tracking.

C. Privileged use.

D. Delete and Delete subfolders and files.
E. Directory Services access.

Answer: A, D.

Explanation: Object access refers to the access to network recourses such as files and printers. Thus, by
auditing object access we could track who is access in which network resources. In this scenario we should
audit the deletion of files or folders.

Incorrect Answers:

B. Object access refers to the access to network recourses such as files and printers. Thus, by auditing
object access we could track who is accessing which network resources. We cannot use process auditing
to tract network recourse access.

C. Object access refers to the access to network recourses such as files and printers. Thus, by auditing
object access we could track who is accessing which network resources. We cannot use Privileged use to
track network recourse access.

E. Directory Services access is for the auditing of Active Directory objects, not files or folders. Object
access refers to the access to network recourses such as files and printers. Thus, by auditing object
access we could track who is accessing which network resources.
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Q. 108

You are administrator of a Windows 2000 domain. The domain has an OU named trading. You define a
logon script for all the wusers in the trading OU. The logon script is located at
\\ser ver 2\docs\tr adescript.vbs.

You want to use a Group Policy Object to assign the logon to the usersin the trading OU. What should
you do? (Choosethree)

A. Create a new GPO named script and assign the script GPO to the trading OU.

B. Create a new GPO named script and assign the script GPO to the domain. Configure the permissions on
the script GPO to grant READ permissionsto all usersin the trading OU.

C. Copy the tradescript.vbs file to the appropriate folder in Group policy Template (GPT) of the script
GPO.

D. Copy the tradescript.vbsfile to the folder that shared as Netlogon script on the PDC emulator.
E. For each user in the trading OU, set the logon script in the user Profile to tradescript.vbs.

F. Add tradescript.vbs as alogon script to the script GPO.

Answer: A, C, F.

Explanation: The Group Policy Template is a folder structure in the %systemroot%\SY SV OL\sysvol\
<domain_name>\Palicies folder of Domain Controllers. The GPT is the container where policy settings for
administrative templates, security settings, script files, and software settings are stored. In this scenario we need
to create a GPO and add the script to the GPO. When we add a script to a GPO, a folder will open for us to put
the script in. We must then assign the GPO to the OU.

Incorrect Answers:

B. The GPO should be assigned to the OU and not to the domain.

D. The folder that is shared as Netlogon is not the correct folder to place the Group Policy Template in.
We should place the Group Policy Template in the %systemroot%\SY SV OL\sysvol\
<domain_name>\Policies folder of Domain Controllers. Furthermore, PDC emulators are used on
Windows NT 4.0 networks. Windows 2000 uses Domain Controllers.

E. It is not necessary to set the logon script in the user profile to tradescript.vbs for each user in the trading
OU as we could perform the same function through the use of a GPO.

Q. 109
You are the administrator of Windows 2000 network. You are deploying Windows 2000 Professional to
200 client computer s custom configuration isrequired for each one of the 50 of the client computers.
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You are using Microsoft system management server to install various applications on all of the client
computers. You want to use RISto install Windows 2000 on all of the client computers.

What should you do?

A. Create a CD-based RIS image in different answer files for each custom configuration.

B. Create a RIPrep image for each configuration. Grant Read & Execute permission to users for the image
folder.

C. Install atest client computer for each custom configuration. Use the Setup manager wizard to create an
answer file for each configuration.

D. Use the Setup manager wizard to create a Sysprep answer file. Use third-party imaging software to
create a separate image for each configuration.

Answer: A.
Explanation: We only need the Windows 2000 source files because we are using Microsoft system
management server to deploy the applications. We can aso create different answer files for each configuration.

Incorrect Answers:

B. We do not need a RIS image as we are using Microsoft system management server to deploy the
applications, we only need the Windows 2000 source files.
C. Installing a test client computer for each custom configuration would increase administrative overhead,

asit would involve manually installing the computers.
D. We are not using Sysprep therefore we should not create a Sysprep answer file. We'reusing RIS.

Q. 110
You are the administrator of a Windows 2000 domain named arborshoes.com. You install RIS on the
server. You areusing RISto install 35 new client computers.

When you start a test client computer, the Client Installation wizard does not appear. You are using
network adapter cardsthat are not PXE compliant. Y ou want to connect to the RIS server.

What should you do next?

A. From a command prompt, run Rbfg.exe to create RIS a boot disk.

B. Identify the GUID of each client computer.

C. Set up aDHCP Relay Agent.

D. Install Windows2000 on the test client computer. Run RIPrep.exe from a network share on the RIS
server.
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Answer: A.

Explanation: When deploying software to clients with Non-PXE compliant network cards, the clients must be
provided with a RIS boot disk to be able to connect to the RIS server, as clients with Non-PXE compliant
network cards cannot be booted over the network. A boot disk can be created by using the RBFG.EXE utility.

Incorrect Answers:

B. Identifying the GUID of each client computer would not solve the problem in this scenario, as the clients
with the Non-PXE compliant network cards cannot connect to the RIS server.

C. DHCP Relay Agent not needed in this scenario. A DHCP is required for routed networks. Clients with
Non-PXE compliant network cards are not be able to connect to the RIS server.

D. Installing Windows 2000 on the test client computer and running RIPrep.exe from a network share on
the RIS server would result in the creation of one RIS image. In this scenario we need 50 different
configurations. Furthermore, clients with Non-PXE compliant network cards are not be able to connect
to the RIS server.

Q.111

You are the administrator of a Windows 2000 domain. To control the desktop environment of usersin
the domain, you use a script file named Desktop.vbs to change settings in the current user Profile. This
script fileisdeployed asalogin script for all usersin thedomain.

The Desktop.vbs script usually takes 15 seconds to complete its work. You want to ensure that each
user’s desktop appearsonly after the Desktop.vbs script is completed.

What should you do?

a For all usersin the domain, set the logon script in the user Profile to Desktop.vbs.

b. Create anew Group Policy Object. Assign the GPO to the domain. Add Desktop.vbsto the GPO as a
logon script. Configure the GPO to run logon scripts synchronously.

C. Create anew Group Policy Object. Assign the GPO to the domain. Add Desktop.vbsto the GPO as a
logon script. Configure the GPO to set a maximum wait time of 15 seconds for Group Policy scripts.

d. Create anew Group Policy Object. Assign the GPO to the domain. Add Desktop.vbsto the GPO as a
logon script. Configure the GPO to set atimeout of 15 seconds for logon dialog boxes.

Answer: B.

Explanation: To ensure that each user’s desktop appears only after the Desktop.vbs script is completed we
must create new GPO, add the Desktop.vbs file to the GPO as a login script and assigned to the domain. This
will ensure that the policy is applied to all users. We must then configure the GPO to run scripts synchronously
to specify that all scripts must be finished before Windows Explorer starts and the Desktop appears.

Incorrect Answers:
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A: Setting the logon script in the user Profile to Desktop.vbs for all users in the domain would be a
daunting administrative task. Furthermore, if the logon script is not run synchronously the Desktop
could be shown before the script has finished.

C. By setting maximum wait time of 15 seconds for Group Policy scripts, if alogon script takes longer than
15 seconds the Desktop will be shown, even though the logon script has finished running. We must
however ensure that the Desktop only appears after the Desktop.vbs script is compl ete.

D: Timeout settings are used for logoff and shutdown scripts not for logon scripts.

Q. 112

You are the administrator of a Windows 2000 domain. The domain has 20 users and a Windows 2000
Server computer named Glasgow. Users in the domain frequently work on different Windows 2000
Professional computers. All Windows 2000 Professional computersarein the domain.

Y ou want to accomplish the following goals:

All usersin the domain will be able to work on all Windows 2000 Professional Computers and have
their own predefined desktop settings available on all computers.

Userswill be allowed to make changesto the desktop settings while they are logged on.

Changesthat users make to the desktop settings will not be saved when they log off.

What should you do?

A. One each Windows 2000 Professional Computer, delete the Systemdrive\Documents and
Settings\Default User folder.

B. On each Windows 2000 Professional Computer, rename the
Systemroot\System32\Config\System file to System.man.

C. Configure aroaming Profile for each user in the domain. Use \\Glasgow\Profiles\%username% as the
Profile path. On the Glasgow server, rename the Ntuser.dat file to Ntuser.man for each user.

D. Create a Group Policy Object named DelProfile. Assign the DelProfile GPO to the domain. Configure
the DelProfile GPO to delete the local copy of auser’s Profile when the user logs off.

E. Create a Group Policy Object named GetProfile. Assign the GetProfile GPO to the domain. Configure
the GetProfile GPO to wait for the remote copy of a user Profile to load.

Answer: C.

Explanation: With roaming profiles the users’ settings can be used wherever they log on. With mandatory
profiles, which are created by renaming the Ntuser.dat file to Ntuser.man, users can change settings while they
are logged on to the network; however, the changes are not saved when the user logs off.

Incorrect Answers:

A.

By deleting the Systemdrive\Documents and Settings\Default User folder we would delete all profiles.
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B. Mandatory profiles are created by renaming the Ntuser.dat file to Ntuser.man. It is not created by
renaming the system file.

D. The roaming profiles are stored on a network server and not on the local computer. Therefore
configuring a GPO to delete the local copy of auser’s Profile when the user logs off would not affect the
roaming profile. It is however not necessary to delete the local copy of the roaming profile when the
user logs off as we can set the profile to a mandatory profile, as the changes made by a user to heir
desktop settings are not saved when the user 1ogs off.

E. We must create roaming profiles, as they are required by users who logon to the network from different
locations or computers but who require the same desktop setting regardless of where they logon. In this
scenario the roaming profiles have not been configured.

Q. 113

You are installing a new Windows 2000 Server computer on your existing Windows NT network. You
run DCPromo.exe to promote the server to a Domain Controller in a domain named domain.local. You
receive the following error message: “The domain name specified is already in use on the network”.
Thereareno other Windows 2000 domains on your network.

What should you do?

A. Place an entry in your DNS server host table for the domain.local domain name.
B. Place an entry in your WINS database for the domain.local domain name.

C. Change the domain name to domain.com.

D. Change the down level domain name to domainl.

Answer: D.

Explanation: The default NetBIOS domain name is DOMAIN. The Windows NT domain is using this domain
name therefore we do not need to change the NetBIOS domain name during the DCPromo process.

Q. 114

You are the enterprise administrator of a Windows 2000 domain. The domain is in native mode. You
want to implement a policy to disable the ShutDown command for all usersin the domain except for the
member s of the Domain Admins security group.

You create a new Group Policy object (GPO) named Shutdown. You configure the Shutdown GPO to
disable the Shutdown option. You assign the Shutdown GPO to the domain.

You want to ensure that the policy does not apply to the members of the Domain Admins group. What
should you do?
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On the Shutdown GPO, deny the Apply Group Policy permission to the Domain Admins group.

On the Shutdown GPO, remove the Apply Group Policy permission from the Authenticated Users
group. Grant the Apply Group Policy permission to the Users group.

Add the Domain Admins group to the Group Policy Creator Owners group.

Create a new OU named No Shutdown. Move the Domain Admins group to the No Shutdown OU.
Configure the No Shutdown OU to block policy inheritance.

On the computers that the members of the Domain Admins group use to log on, configure the local GPO
to enable the Shutdown option.

Answer: A.

Explanation: Users and groups must be granted the Apply Group Policy permission for a policy configured in
a GPO to be implemented. Therefore, to ensure that a policy configured in a GPO is not applied to a particular
user or group, we must deny the user or group the Apply Group Policy permission. The deny permission would
override all other permissions the user or members of a group might have been granted in other contexts, i.e. as
members of other groups. In this scenario

Incorrect Answers:

B.
C.

D.

Q. 115

The members of the Domain Admins group are also members of the users group, therefore the policy
would be applied to them as well.

The application of the policy is independent of the owner of the policy but is dependent on the user
being granted Apply Group Policy permissions.

We can ensure that that a policy configured in a GPO is not applied to the Domain Admins group by
placing them in an OU and configuring the OU to block policy inheritance. It would however require
less administrative effort to deny the Domain Admins group the Apply Group Policy permissions.

The domain GPO are processed after the local GPO has been processed therefore the domain GPO
would override the local GPO.

You are deploying Windows 2000 Professional on your network of 1,000 users. Part of your network is
shown in the exhibit.
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You haverecently installed an RIS server to assist in the deployment process. You confirm that the client
computers meet the requirements for RIS deployment. However, you still cannot connect the RIS client
computers to the RIS server. Existing client computers are able to connect to all servers for network
r esour ces.

What can be causing the problem? (Choose all that apply.)

A. The RIS server has no client-side tools installed.

B. The RIS server is not trusted for delegation.

C. The RIS server is not authorized in Active Directory.

D. The client computers are not configured to use DHCP.

E. The RIS server isnot configured to respond to client computers requesting service.
Answer: C, E.

Explanation: To connect the RIS client computers to the RIS server, the RIS server must be authorized in
Active Directory and must be configured to respond to client computers. This will enable the RIS server to
respond to client requests.

Incorrect Answers:

A. Windows 2000 does not support client-side tools on the RIS server. For the RIS server to respond to
client requests it must be configured to do so and must be authorized in Active Directory.
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B. In Windows 2000 a RIS server does not require trust relations. Trust relations are required for
authentication purposes between domains.
D. It is possible that the client computers are not configured to use DHCP and therefore are not receiving 1P

addresses from the DHCP. Should this be the case the clients would be use Auto Private IP Addressing,
which would enable them to communicate within the subnet that they are on. The clients would then not
be able to communicate across the default gateway. As no clients have complained about lack of
connectivity across the default gateway, we can assume that the problem lies elsewhere.

Q. 116

You are the administrator of your company’s network. The network consists of two Windows 2000
domains named contoso.com and mktg.contoso.com. Y ou create separ ate zones for each domain on your
DNS server. Later, you add a second DNS server to the network. This server also functions as a Domain
Controller. You convert the contoso.com zone to an Active Directory integrated zone and set the zone to
allow only secure updatesto the zone database.

You discover that unauthorized computers are registering themselves in the mktg.contoso.com domain.
You check the zone's properties and discover that the zone is allowing unsecured dynamic updates. You
also discover that the option to select secure dynamic updatesis not available.

What should you do to correct this problem?

A. Initiate a zone transfer between the mktg.contoso.com zone and the contoso.com zone.
B. Reinstall mktg.contoso.com as a standard secondary zone.

C. Reinstall contoso.com as a standard primary zone.

D. Convert mktg.contoso.com to an Active Directory integrated zone.

Answer: D.

Explanation: Windows 2000 only supports secure dynamic updates on Active Directory integrated zones.
Therefore we must ensure that al the zones are integrated zones.

Incorrect Answers:

A. Initiating a zone transfer between the mktg.contoso.com zone and the contoso.com zone will not ensure
that only secure updates are made to the zone database.

B. A Windows 2000 domain requires a primary zone we should therefore not reinstall mktg.contoso.com as
a standard secondary zone.

C. Contoso.com is a standard primary zone therefore it is not necessary to reinstall it as a primary zone.

Q. 117
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You are the network administrator for Enchantment Lakes Corporation. Enchantment Lakes
Corporation and Five L akes Publishing are planning a merger.

The planned Windows 2000 networ k configuration is shown in the exhibit.

Server1 Server2 Server3 Serverd
DNS Server Domain Controller WINS Server RAS Server
enchantmentlakes.com Router

fivelakespublishing.com

Router

)

Servers Server6 Server7 Server8
Domain Controller Domain Controller WINS Server DHCP Server
DNS Server

You want to host the fivelakespublishing.com domain to the enchantmentlakes.com DNS server. The
fivelakespublishing.com domain uses an Active Directory integrated zone on its DNS server.
Fivel akesPublishing will retain itsdomain structure after the merger is complete.

You want to set up the enchantmentlakes.com DNS server to host the fivelakespublishing.com domain.
What should you do?

A. On Serverl, create an Active Directory integrated zone named fivel akespubliching.com. Enable WINS
lookup, and specify Server7 asthe IP address for the WINS server.
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B. On Server5, create a secondary zone named fivel akespublishing.com.
Configure DNS zone transfersto allow Serverl to replicate data.

C. On Serverb, configure DNS zone transfers to allow Serverl to replicate data. On Serverl, create a
secondary zone named fivel akespublishing.com.

D. On Serverl, create an Active Directory integrated zone named fivel akespublishing.com. Configure DNS

zone transfers to alow Server5 to replicate data.

Answer: C.
Explanation: In this scenario we need to create a secondary zone on serverl so that it can pull zone files from
serverb. Server5 has to be configured to alow serverl to pull the zone files from it.

Incorrect Answers:

A. Windows 2000 does not support replication between two primary zones as Active Directory integrated
zones are primary zones. This would result in the replication between two Active Directory integrated
Zones.

B. We need the data to be copied from server5 to serverl. In Windows 2000 replication occurs from the

primary zone to the secondary zone therefore server5 must be configured as the primary zone and
serverl as the secondary zone.

D. Windows 2000 does not support replication between two primary zones as Active Directory integrated
zones are primary zones. This would result in the replication between two Active Directory integrated
Zones.

Q. 118

You create a new Windows 2000 Active Directory network. Five months after deployment of the
network, you receive a report that the Active Directory database file takes too much disk space on the
Server A Domain Controller. You want to reduce the size of the Active Directory databasefile.

What should you do? (Choose three.)

A. Restart ServerA in directory services restore mode.

B. Stop the Net Logon service on ServerA.

C. Run Windows Backup to back up the System State data. Immediately run Windows Backup again to
restore the System State data from the backup file.

D. Use the Ntdsutil utility to compact the database to a folder. Move the compacted database file to the
original location.

E. Restart ServerA and boot normally.

F. Start the Net Logon service on ServerA.
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Answer: A, D, E.

Explanation: To reduce the size of the Active Directory database file we must use the Ntdsutil command-line
utility, which is run in Directory Services Restore mode. This utility can be used to compress the Active
Directory database. We can enter this Directory Services Restore mode by pressing F8 to display the Windows
2000 Advanced options menu. We must the logon using the Administrators account and type NTDSUTIL at the
command prompt, specify files, then type ‘COMPACT TO CA\TEMP. We must then move the compressed
Active Directory database file, the NTDS.DIT file, from the C:\temp folder to the location of the origina
NTDS.DIT file and alow the new file to overwrite the existing file. The existing NTDS.DIT file s usually
located in the C:\WINNT\system32 folder. Finally, we must restart the computer and boot normally for the
changes to take effect.

Incorrect Answers:

B. To reduce the size of the Active Directory database file we must use the Ntdsutil command-line utility,
which isrun in Directory Services Restore mode. Stopping the netlogon service will not reduce the size
of the Active Directory databasefile.

C. Backing up and restoring the System State Data will not reduce the size of the Active Directory database
file.

F. The NetLogon service will start automatically when we boot the computer normally.

Q. 119

You arethe administrator of a Windows 2000 network. The network is composed of four domains named
arbor shoes.com, na.arborshoes.com, sa.arborshoes.com, and fabrikam.com. The root of the forest is
arbor shoes.com. There are two Windows NT BDCsin each domain.

Graphic artists place finished artwork for Fabrikam, Inc., in a shared folder located on a Domain
Controller named bna0Ol.fabrikam.com. Read and Write permissions are granted to the Artists Domain
Local group in the fabrikam.com domain.

Sharon is a member of the Graphic Artists global distribution group in the na.arborshoes.com domain.
Sheisunableto gain accessto the shared folder.

Y ou want to allow Sharon accessto the shared folder. What should you do?

A. Change the Graphic Artists group type to Security and add it to the Artists Domain Local group.

B. Change the Artists Domain Local group to auniversal group and add it to the Graphic Artists group.

C. Change the Graphic Artists group to a Domain Local group and add it to the Artists Domain Local
group.

D. Change the mode of the Domain Controller in na.arborshoes.com to native mode. Add the Graphic
Artists group to the Artists Domain Local group.
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Answer: A.

Explanation: Applications use distribution groups as lists for nonsecurity-related functions. We should use
distribution groups when the only function of the group is nonsecurity-related, such as sending e-mail messages
to a group of users at the same time. We cannot use distribution groups to assign permissions. Windows 2000
uses only security groups, which we can use to assign permissions to gain access to resources. Therefore the
global group needs to be a security group to inherit permissions.

Incorrect Answers:

B. Windows 2000 uses only security groups, which we can use to assign permissions to gain access to
resources. Therefore the globa group needs to be a security group to inherit permissions. Furthermore,
universal groups are not supported in mixed mode domains. A mixed mode domain comprises Windows
2000 and Windows NT 4.0 computers. As universal groups are a new feature in Windows 2000
Windows NT 4.0 cannot support them.

C. Windows 2000 uses only security groups, which we can use to assign permissions to gain access to
resources. Therefore the global group needs to be a security group to inherit permissions.

D. We cannot change the domain mode to native mode as the domain has two Windows NT BDCs. Native
mode can only be specified for domain that only uses Windows 2000 computers. Furthermore, we can
use security groups to assign permissions to gain access to resources. Therefore the global group needs
to be a security group to inherit permissions.

Q. 120
When you run DCPromo.exe to install the new domain, you receive an error message stating that the
existing domain cannot be contacted. I nstallation of the new child domain will not proceed.

What should you do to correct this problem?

Create an Active Directory integrated zone for the child domain on the new Domain Controller.

Install WINS on the new Domain Controller.

Configure the new Domain Controller with the address of an authoritative DNS server for the existing
domain.

Configure the new Domain Controller with the address of an existing WINS server.

Add SRV (service) records for the domain naming master to a Hosts file on the new Domain Controller.

mo Oowx

Answer: C.

Explanation: When we promote a member server to a Domain Controller, the Domain Controller must be able
to connect to a DNS server. Therefore the address of the DNS sever should be configured in the TCP/IP
properties of the Domain Controller.

Incorrect Answers:
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A. When we promote a member server to a Domain Controller, the Domain Controller must be able to
connect to a DNS server. Therefore the address of the DNS sever should be configured in the TCP/IP
properties of the Domain Controller. It is not necessary and not possible to create an Active Directory
integrated zone for the child domain on the new Domain Controller as we are unable to upgrade the
machine to aDomain Controller.

B. A WINS server isnot required for the promotion of a member server to a Domain Controller.

D. A WINS server isnot required for the promotion of a member server to a Domain Controller.

E. We cannot add SRV records to a hostsfile.

Q.121

You are the administrator of your company’s network. Your company’s main office isin Seattle. Large
regional offices are located in Chicago, Los Angeles, and New York, as shown in the exhibit. Three
smaller branch offices are located within each region. The regional offices are connected to the main
office by T1 lines. The branch offices are connected to the regional offices by ISDN lines. Branch offices
in Boston, Dallas, and San Diego also have direct ISDN connections with Seattle. The network consists of
one Windows 2000 domain. For fault-tolerance and load-balancing purposes, each office has its own
Windows 2000 Domain Controller. Each office is configured as its own site. All site links have been
created. You want to create a replication topology that allows only the regional offices to communicate
with the main office. You want to ensure that each branch office communicates only with the closest
regional office.

What should you do?

A. Manually create connection objects between the Domain Controllers in the main office and the regional
offices Use SMTP as the transport protocol.
B. Manually create connection objects between each branch office and the closest regional office. Use

SMTP as the transport protocol.

C. Allow the Knowledge Consistency Checker (KCC) to automatically create the connection objects
between the main office and all other offices.

D. Allow the Knowledge Consistency Checker (KCC) to automatically create the connection objects
between the branch offices and the regional offices.

Answer: C.

Explanation: Knowledge Consistency Checker (KCC) is a built-in service that runs on all Domain Controllers
and automatically establishes connections between individual machines in the same site. These are known as
Windows 2000 Directory Service connection objects. In this scenario a replication topology must be created
that allows only regional offices to communicate with the main office. The regional offices should not be
included. Since thisis asingle domain SM TP cannot be used for replication. The KCC will automatically create
connection objects.
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Note 1. The Knowledge Consistency Checker (KCC) is aWindows 2000 component that automatically
generates and maintains the intra-site and inter-site replication topology.

Note 2: SMTP replication is used only for replication between sites. Y ou also cannot use SMTP replication to
replicate between domain controllers in the same domain—only inter-domain replication is supported over
SMTP (that is, SMTP can be used only for inter-site, inter-domain replication).

Reference:

HOW TO: Disable the Knowledge Consistency Checker Inter-Site Topology Generation for All Sites
(Q245610)

Microsoft Techinfo, Step-by-Step Guide to Setting up ISM-SMTP Replication

Incorrect Answers:

A: The SMTP protocol can only be used for intersite replication between different domains.

B: Connection objects must be made between the main office and the regional office, not between branch
and regiona offices. Furthermore, the SMTP protocol can only be used for intersite replication between
different domains.

D: The KCC should be set up to automatically create the connection objects between the main office and all
other offices, not between the branch offices and the regional offices.

Q. 122

You are the administrator of your company’s network. Your company’s main office is in Chicago.
Company oper ations are divided into two regions East and West. The East region has an office in Miami
and an officein New York. The West region has an officein Denver and an officein Seattle. The officesin
the East region contain the human resources (HR) and marketing (Mktg) departments. The officesin the
West region contain the sales and finance departments. Company I T policy statesthat Group Policy must
be applied only at the organizational unit (OU) level, and that user groups must correspond to
departments.

Y ou want to accomplish the following goals:

» Control of usersand resources can be delegated to local and departmental administrators.
* ThelT department can control Group Policy for the entire enterprise.

» A single Group Policy object (GPO) can be applied to the sales and marketing departments.
* User environments can be customized by city.

You implement an OU structure as shown in the exhibit.
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Which result or results doesyour implementation produce? (Choose all that apply.)

Control of users and resources can be delegated to local and departmental administrators.
The IT department can control Group Policy for the entire enterprise.

A single GPO can be applied to the sales and marketing departments.

User environments can be customized by city.

oCom>

Answer: A, B, C.

Explanation:

A: Local and Departmental administrators can be delegated control since there are departmental OUSs.

B: ThelT department can configure one single OU and apply it to Corp OU.

C: A single GPO can be applied to several OUs. There is an OU for Sales department and one OU for the
Finance Department.

Incorrect Answers:
D: There are no OUs for the cities so user environments cannot be customized by city.

Q. 123

You are the administrator of your company’s network. The Network consists of one Windows 2000
domain. Your company has two locations, which are connected by a dedicated T1 line. Users frequently
report that logons to the network, file transfers, and directory searches are extremely slow. When you
monitor the network, you discover that replication between Domain Controllers is generating excessive
network traffic between the locations.

Leading theway in I T testing and certification tools, www.testking.com

- 142 -



070 - 217

Y ou want to accomplish the following goals:

* Replication traffic between locationswill be reduced.

* Logon responsetimefor userswill beimproved.

» Averagefiletransfer ratesfor userswill be improved.

» Directory search response timeswill be improved.

* All Domain Controllerswill have up-to-date replicas of the directory.

» Fault tolerance for domain logons and directory searcheswill be maintained.

You take the following actions:

» ConfigureaDomain Controller in each location to be a Global Catalog server.
* Createanew subnet in Active Directory for each location.
* Modify thelocation attribute of each Domain Controller’s server object.

Which result or results do these actions produce? (Choose all that apply.)

Replication traffic between locations is reduced.

Logon response time for users is improved.

Average file transfer rates for users are improved.

Directory search response times are improved.

All Domain Controllers have up-to-date replicas of the directory.

Fault tolerance for domain logons and directory searches is maintained.

TmMoOO®m>»

Answer: A, B,D, E, F.

Explanation:
A: Global Catalog Servers store alarge part of the Active Directory. So less Active Directory datawill have
to be replicated.

B: By adding a site (with the subnet) at each location the local Domain Controller will be used for logon.

D: The Global Catalog server holds a copy of all objects of the whole forest and can be used for Active
Directory searches.

E: The default replication time is 180 minutes. This keeps the Domain Controllers with up-to-date replicas
of the directory.

F: Globa Catalog servers in each location provide fault tolerance for both domain logons and directory
searches.

Incorrect Answers:
C: Inthis scenario we have not improved file transfer speed.

Q. 124
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You aretheadministrator of a DNS server that runs on a Windows 2000 Server computer. You receive a
report that the Windows 2000 Server computer constantly uses more than 80 percent of the CPU. You
want to monitor the number of DNS queriesthat are handled by the DNS server. What should you do?

A. Run the Nslookup command-line utility.

B. Use the Event Viewer and monitor the DNS server log.

C. Use the monitoring function of the server propertiesin the DNS console.
D. Use the DNS countersin System Monitor.

E. Check the contents of the Netlogondnsfile.

Answer: D.

Explanation: With system monitor we can monitor the DNS counters over a period of time and see the results
in realtime. These counters include Total Query Received, Total Query Received/Sec, Failed DNS, Pending
DNS Resolutions, and Successful DNS Resolutions.

Incorrect Answers:

A. The Nslookup command-line utility is used to send a resolution request to a DNS server.

B. The Event Viewer can be used to view the data contained in the DNS server log however only errors are
logged to the DNS server log. Thiswill therefore not provide us with any statistics about the number of
gueries.

C. The monitoring function of the server properties in the DNS console will only provide us with total

statistics, it will not provide us with figures for concurrent queries.
E. Windows 2000 does not have a Netlogondns file.

Q. 125

You are the administrator of your company’s network. You have been auditing security events on the
network since it was installed. A user on your network named John Thorson recently reported that he
was no longer able to change his password.

Because there have been no recent changes to account policies, you suspect that someone has been
modifying the properties of user accountsin Active Directory. There arethousands of entriesin the event
logs, and you need to isolate and review the events pertaining to this problem in the least possible amount
of time.

What should you do?
A. Inthesecurity log, create afilter for events matching the following criteria
Event source: Security

Category: Account Management
User: JTHORSON.
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B. Inthedirectory servicelog, create afilter for events matching the following criteria:
Event source: NTDS Security
Category: Security.
Search the remaining items for events referencing John Thorson’ s account.

C. Inthedirectory servicelog, create afilter for events matching the following criteria:
Event source: NTDS Security
Category: Globa Catalog
User: JTHORSON.

D. Inthesecurity log, create afilter for events matching the following criteria: Event source: Security
Category: Account Management.
Search the remaining items for events referencing John Thorson’ s account.

Answer: D.

Explanation: User accounts are related to security events and the creation or deletion of accounts is related to
account management. In this scenario we must therefore create a filter based on security events and must
specify the account management category. We however cannot filter events by username. We must thus
manually search for events referencing John Thorson's account after the account management filter has been

applied.

Incorrect Answers:

A. Inevent viewer we cannot filter events by username.

B. User accounts are related to security events and the creation or deletion of accounts is related to
account management. In this scenario we must therefore create a filter based on security events and
must specify the account management category.

C. User accounts are related to security events and the creation or deletion of accountsisrelated to
account management. In this scenario we must therefore create afilter based on security events and
must specify the account management category.

Q. 126
You are the administrator of your company’s network. The network is configured in a Windows 2000
domain.

Y ou want to strengthen the security of communications between client computers and serversin the Reps
organizational unit (OU). You do not want to decrease overall productivity of the domain.

What should you do?
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A. Create one Group Policy object (GPO) in the Sales OU. Increase maximum service ticket lifetime in
the GPO, and decrease maximum lifetime that a user ticket can be renewed in the GPO.

B. Create one Group Policy object (GPO) in the Sales OU. Decrease maximum service ticket lifetimein
the GPO, and decrease maximum lifetime that a user ticket can be renewed in the GPO.

C. Create one Group Policy object (GPO) in the Reps OU. Decrease maximum service ticket lifetimein
the GPO, and increase maximum lifetime that a user ticket can be renewed in the GPO.

D. Create one Group Policy object (GPO) in the Reps OU. Decrease maximum service ticket lifetimein
the GPO, and decrease maximum lifetime that a user ticket can be renewed in the GPO.

Answer: C.

Explanation: We need to strengthen security of communications between client computers and serversin the
Reps OU. We create a GPO and link it to Reps OU. We'll configure two policiesin this GPO. The policies will
be used to increase security of the Kerberos Authentication protocol.

Maximum serviceticket lifetime

A "serviceticket" is asession ticket. Default value: 10 hours.

By decreasing the Maximum service ticket lifetime, session keys will change more often and would be harder
to expose.

Maximum lifetime that a user ticket can berenewed

Thisisthe maximum lifetime of a user ticket. No ticket can be renewed after thistime. Default value: 7 days.
By increasing the Maximum lifetime that a user ticket can be renewed, the user tickets would be refreshed
periodically without having to issue completely new tickets.

Incorrect Answers:

A: The GPO must be applied to Reps OU, not the Sales OU, since the security of the computers in the Reps
OU need to be strengthened.

B: The GPO must be applied to Reps OU, not the Sales OU, since the security of the computers in the Reps
OU need to be strengthened.

D: The Maximum lifetime that a user ticket can be renewed should be increased, not decreased, since
thiswould allow refreshing periodically without having to issue completely new tickets.

Q. 127

You are the administrator for Arbor Shoes. Administrative control of Active Directory has been
delegated to several people in the company. You need to track changes made to the arborshoes.com
domain. To ensure accountability of the other administrators actions, you want to monitor user and
computer account creation and deletion.

What should you do?
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A. Modify the default Group Policy object (GPO) on the arborshoes.com domain. Configure the local
audit policy to audit account management and directory services access for success and failure.
Monitor the security logs for activity on the Domain Controllers.

B. Modify the default Group Policy object (GPO) on the Domain Controllers organizational unit (OU).
Configure the local audit policy to audit account management and directory services access for
success and failure. Monitor the security logs for activity on the Domain Controllers.

C. Modify the default Group Policy object (GPO) on the Domain Controllers organizational unit (OU).
Configure the local audit policy to audit account logon events and object access for success and
failure. Monitor the security logs for activity on the Domain Controllers.

D. Modify the default Group Policy object (GPO) on the arborshoes.com domain. Configure the local
audit policy to audit account logon events and object access for success and failure. Monitor the
security logs for activity on the Domain Controllers.

Answer: B.

Explanation: Need to audit directory services access for computer accounts and account management for user
accounts. These accounts will be created on Domain Controllers so we only need to audit the Domain
Controllers OU.

Incorrect Answers:
A. No need to audit the whole domain.
C, D. Wrong things being audited.

Q. 128

You want to implement a password policy for all usersin an organizational unit (OU) named Salesin a
Windows 2000 network. All the usersin the Sales OU are in a group named Sales Users. You create a
Group Policy object (GPO) named PassB to enforce a minimum password length of six characters. You
assign the Pass6 GPO to the Sales OU. There are no other GPOs assigned that specify a minimum
password length. However, the week after you assign the PassB GPO to the Sales OU, users from the
Sales OU report that they can still change their passwordsto consist of fewer than six characters.

How should you correct this problem?

A. Ensure that the Sales Users group has Read and Apply Group Policy permissions on the PassB GPO.
B. Apply the PassB GPO to the domain instead of to the Sales OU. Filter the policy for the Sales Users

group.
C. For the Sales OU, block policy inheritance.
D For the Sales OU, enforce policy inheritance on the PassB GPO.

Answer: B.
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Explanation: Password policies can only, and must always, be applied a domain level as Windows 2000
ignores password policies set at lower levels.

Incorrect Answers:
A. Password policies must be applied at domain level.

C. Blocking or enforcing policy inheritance will not ensure that the policy is implemented. Password
policies set at OU level areignored by Windows 2000.
D. Blocking or enforcing policy inheritance will not ensure that the policy is implemented. Password

policies set at OU level areignored by Windows 2000.

Q. 129

You are the administrator of a Windows 2000 network. Your network has one domain named
par nellaer ospace.com. The parnellaer ospace.com domain supports 8,000 users at three locations. The
network hasthree sites connected by T1 lines, as shown in the exhibit.
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TheWest site has 2,500 user s; the East site has 3,000 users; and the Central site has 2,500 users. Each site
contains a Global Catalog server. The Global Catalog server in the West site is named L AX01-Global
Catalog. The Global Catalog server in the Central site is named TULO01-Global Catalog. The Global
Catalog server in the East siteisnamed NY CO1-Global Catalog.

You want users located in the West site to query TUL01-Global Catalog if the West site Global Catalog
server isoffline. What should you do?

A. Create a new subnet, assign it to the West site, and move TULO 1-Global Catalog to the West site.

B. Configure the site link between the Central site and the West site to have alower cost than the site link
between the West site and the East site.

Add a Global Catalog server to the Centra site that has an IP address in the West site subnet.

Configure TULO1-Global Catalog as a preferred bridgehead server.

Set the query policy on LAXO 1-Global Catalog to the default query policy.

mooO
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Answer: B.

Explanation: By default, network traffic will pass across the route that has the lowest cost in Windows 2000.
We can therefore configure which routes network traffic should pass through by specifying the cost of each site
link; network traffic would then pass across the route with the lowest cost.

Incorrect Answers:

A. It is not necessary assign a new subnet to the West site and move TULO 1-Global Catalog to the West
site as we can ensure that network traffic passes across a particular route by specifying route costs for all
the routes in the network. Network traffic ill then pass across the route with the lowest cost.

C. Adding a Global Catalog server to the Central site that has an IP address in the West site subnet would
render the Global Catalog server unable to communicate with any other computers, as it must be
configured with the subnet mask of the subnet it slocated on. In this solution that subnet mask should be
the subnet of the Central site. This however would not ensure that network traffic passes across a
particular route.

D. Bridgehead servers are the Domain Controllersin each site that replication goes between.

E. Windows 2000 does not support a query policy.

Q. 130

You are the administrator of a large Windows 2000 network. You have three domains named
adatum.com, us.adatum.com, and eur.adatum.com. Eric has recently been hired to assist you with
network administration. You want him to be able to manage user accounts, back up servers, and
configure serviceson all workstations and serversonly in the eur.adatum.com domain.

What should you do?

A. Add Eric to the Enterprise Admins group and delegate control only at the adatum.com domain.

B. Move Eric’s user account to the Domain Controllers organizational unit (OU) in eur.adatum.com.
C. Add Eric’s user account to the Domain Admins group in eur.adatum.com

D. Add Eric’s user account to the Server operators and Account operators group in eur.adatum.com.
Answer: C.

Explanation: To configure services on workstations, Eric needs to be a member of the domain admins group.

Incorrect Answers:
A. In Windows 2000 we cannot delegate control only at the adatum.com domain.

B. The Domain Controllers organizational unit is an OU for Domain Controllers, not users. We therefore
cannot add users to the Domain Controllers organizational unit.

D. To configure services on workstations, Eric needs to be a member of the domain admins group.
Furthermore, the Server Operators groups does not exist on the Windows 2000 Professional workstation
computers.
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Q.131

You create an organizational unit (OU) structure for the blueskyairlines.com domain. You want to
delegate administrative control of user objects on your Windows 2000 network. The User OU isa child of
the Research OU.

You create a group named Research User Administrator that includes users who have permissions to
create and manage the workstationsin the Workstation OU.

The Research User Administrator group has Full Control permission on the Research OU. You want
user accountsto be created only in the User OU.

Which three actions should you take?

>

Grant Full Control permission to the Research User Administrator group on the User OU for computer
objects.

Remove the Research User Administrator group from the Research OU ACL.

Grant Create Contact objects permission on the User OU.

Disable inheritance of permissions from the Research OU to the User OU.

Deny Create User objects permission on the Research OU.

Grant Read and Write permissions to the blueskyairlines.com domain

nmmoOw

Answer: A, D, E.

Explanation: In this scenario the Research User Admin Group aready has Full Control permissions on the
Research OU, the User OU is a child of the Research OU and user accounts should only be created in the User
OU. Therefore we should give the Research User Admin group Full Control permissions for computer objects
of the User OU. This would allow them to create User accounts in the User OU. We should deny Create User
objects permission on Research OU. This will prevent user accounts being created in the Research OU. We
must then disable inheritance from the Research OU to the User OU so that the User OU would not inherit the
“Deny Create User Objects” Permission from the Research OU.

Incorrect Answers:

B: Removing the Research User Administrator group from the Research OU ACL is not required. By
removing they would have no permission on the Research OU, but the only requirement on the Research
OU isthat user accounts must not be created.

C: A contact object is not a user account. A contact object is an account that does not have any security
permissions. You cannot log on to the network as a contact. Contacts are typically used to represent
external usersfor the purpose of e-mail.

F: Granting read and write permissions to the domain would allow user accounts to be created throughout
the domain, but they should only be created only in the User OU.
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You are administrator of a windows 2000 domain. The domain has an OU named NORTH. You want to
standardize the start menu for the users in the NORTH OU. Some members of the DOMAIN
ADMINISTRATOR GROUP arein the NORTH OU. Folders and shortcuts that form the standardized
start menu are on the network at \\server 2menu. The EVERY ONE has change permission on the menu

share.

Y ou want to accomplish the following goals:

* Each member of the domain administrator group will have a separate start menu that the member
can change.

e All usersin the NORTH OU, except members of the Domain Administrator Group, will use the
\\server 2\menu start menu.

* Userswho use\\server 2imenu start menu will not be able to change the contents of the start menu.

* Each user whoisnot a member in the NORTH OU will have a separate start menu that the user can
change.

You take the following actions:

Create a new GPO named menu.

Assign the Menu GPO tothe NORTH OU.

Configure the Menu GPO to redirect the start menu folder for the DomainUser Group to
\\server 2imenu

Change the permissions on the Menu GPO to deny Apply Group policy permission to the Domain
Administrator group.

Which result or results do these actions produce? Choose all that apply.

A. Each member of the Domain Administrator Group will have a separate start menu that the member can
change.

B. All users in the NORTH OU, except members of the Domain Administrator Group, will use the
\\server2\menu start menu.

C. Users who use \\server2\menu start menu will not be able to change the contents of the start menu.

D. Each user who is not a member in the NORTH OU will have a separate start menu that the user can
change.

Answer: A, B, D.

Explanation:
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A. Each member of the Domain Administrators Group will have a separate start menu that the member can
change as we have changed the permissions on the Menu GPO to deny Apply Group policy permission
to the Domain Admins Group. This would result in the Menu GPO not being applied to the Domain
Admins Group.

B. We have configured the Menu GPO to redirect the start menu folder for the Domain User Group to
\\server2\menu. Therefore all users in the NORTH OU, except members of the Domain Administrator
Group, will use the \\server2\menu start menu.

D. We have assigned the Menu GPO to the NORTH OU. Therefore the policy will only be applied to the
NORTH OU. Each user who is not a member in the NORTH OU will thus have a separate start menu
that the user can change.

Incorrect Answers:
C. By default, the Everyone group has permisson to change the menu folder.

Q. 133

You are the network administrator of a Windows 2000 network. The network consists of 500 Windows
2000 Professional computers. You recently discovered that users of these computers have been using the
same passwor ds since their accounts were created. You need to correct this problem to maintain security
in the network.

You create a Group Policy object (GPO) and filter it to the users. You want to configure the GPO to
requireusersto create a different password periodically.

Which two settings should you enable? (Choose Two)

A. Minimum password length.

B. User must log on to change the password.
C. Enforcement of password history.

D. Minimum password age.

E. Maximum password age.

Answer: C, E.

Explanation: To ensure that users create a different password periodically we should enable the Enforcement
of password history and the Maximum password age options. This will force the users to change their
passwords once the password reaches a particular age. Furthermore, the password history will prevent them
from using the same passwords again.

Incorrect Answers:

A. The Minimum password length option will force users to specify passwords of a particular character
length.
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B. The User must log on to change the password option will force users to change their passwords the next
time that they logon to the network. They will not have to change their passwords after that.
D. The Minimum password age option will force users to keep their passwords for a set minimum amount

of time. It will not force them to change their passwords once that time has expired but will prevent
them from changing it until the set time has expired.

Q.134
You are the administrator of a Windows 2000 network that has only one domain. You are configuring
the network security settings for the domain’s Windows 2000 Professional users.

Your Sales team uses portable computers and Routing and Remote Access to connect to the company’s
network. Sales users need local Administrator rightsto their computers so that they can run athird party
application. You want to configure the computers to prevent the users from modifying their existing
network connections.

What should you do?

A. On each portable computer, create only the permitted LAN and Remote and Routing Access connection.
At the server, configure the Sales user accounts to permit connections to only the specific computers.

B. Create a System Policy to hide Network Neighborhood and disable registry-editing tools. Apply this
policy to all the Sales users.

C. Create a Group Policy object (GPO) for the domain. Filter the GPO for the Sales users. Configure the
GPO to deny the Sales users access to the properties of the LAN or Remote and Routing Access
connection.

D. Create a Group Policy object (GPO) for the Domain Controllers. Filter the GPO for the Sales users.
Configure the GPO to deny the sales users access to the Network Connection Wizard.

Answer: C.

Explanation: We can use GPOs to implement computer configuration. In this scenario we must create a Group
Policy object (GPO) for the domain and filter the GPO for the Sales users. Configure the GPO to deny the Sales
users access to the properties of the LAN or Remote and Routing Access connection. Thiswill prevent the Sales
users from changing any settings on the LAN or RRAS connections,

Incorrect Answers:

A. Configuring the Sales user accounts at the server to permit connections to only the specific computers
will not prevent the Sales user from modifying the network connections on their computers.

B. System policy was used on Windows NT 4.0 computers. It has been superceded by Group Policy in
Windows 2000.

D. The Group Policy object (GPO) must be applied to the domain, not the Domain Controllers.
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Q. 135

You are the administrator of a Windows 2000 network. Users in an Organizational Unit (OU) named
Procs need to have a drive mapped to a network location. These users log on from Windows 2000
Professional computers. You want to use a logon script named Userlog.cmd to implement this drive-
mapping for all current and futureusersin the Procs OU.

What should you do?

A. Copy Userlogon.cmd to the Netlogon share on each Domain Controller in the domain.
Select each user in the Procs OU and set the logon script to Userlog. cmd.

B. Copy Userlog.cmd to the Sysvol share on each Domain Controller.
Assign read permission to the file for all usersin the PROCS OU.

C. Create a Group Policy object (GPO) that enforces Userlog.cmd as a logon script.
Assign the GPO to the PROCS OU.

D. Create a Group Policy object (GPO) that enforces Userlog.cmd as a startup script. Assign the GPO to
the Procs OU.

Answer: C.
Explanation: By creating a Group Policy object (GPO) that enforces Userlog.cmd as a logon script and

assigning this GPO to the PROCS OU we will ensure that the GPO will affect all current users and any future
usersin the Procs OU.

Incorrect Answers:

A. Setting the logon script each user in the PROCS OU would require considerable administrative effort
and will have to be performed for all future users of the PROCS OU as well. Creating a Group Policy
object (GPO) that enforces Userlog.cmd as a logon script and assign this GPO to the PROCS OU would
require less administrative effort and will ensure that the policy is automatically applied to all future
members of the PROCS OU as well.

B. Inthis scenario we have assign read permission to the Userlog.cmd file for all usersin the PROCS OU.
This will give the users in the PROCS OU permission to read the file and will not ensure the
implementation of the logon script.

D. In this scenario we require alogon script, not a startup script. A logon script is executed every time a user
logs on to the network while a startup script is only executed when the computer starts.

Q. 136
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You are a backup operator of a Windows 2000 domain. The domain has two Domain Controllers. You
want the Active Directory database files of both Domain Controllersto be automatically backed up once
aweek.

What should you do?

A. Schedule a backup job that will backup the System State Data once a week.

B. Schedule a backup job and select Schema.ini file in the System32 folder and all filesin the NTDS folder
to be backed up once a week.

C. Schedule atask that will run the Ntdsutil once aweek.

D Schedule atask that will copy the Ntds.dit file and the Sysvol folder once a week.

Answer: A.

Explanation: The System State data includes the registry, the COM+ Class Registration database, system boot
files, the SYSVOL directory, the Active Directory, and the Certificate Services database if the server is a
certificate server. Therefore, the Active Directory database files will be backed up when we perform a backup
of the System State data. We however cannot choose to restore only individual components, such as the Active
Directory database files, of the System State data.

Incorrect Answers:

B. Scheduling a backup job and selecting the Schema.ini file in the System32 folder and all files in the
NTDS folder to be backed up once a week might work, but the System state data option was designed
specifically for this purpose.

C. Although it is possible to use Ntdsutil to backup the data, an automated solution such as a System State
Data backup would be a better solution.

D. Scheduling atask that will copy the Ntds.dit file and the Sysvol folder once a week might work, but the
System state data option was designed specifically for this purpose.

Q. 137

You aretheadministrator of your company's network. The network consists of 1 Windows 2000 domain
that is connected to the internet. You want to prevent internet users from using the LS command of the
nslookup utility against your DNS server to view the computerson your network.

However you want to allow the use of utility internally on your network for diagnostic purposes. You also
want your DNS server to be ableto respond to legitimate name resolution requests from theinternet.

What should you do?

A. In the DNS server properties restrict the interfaces on which DNS will respond to request.
B. In the DNS server properties select the disable recursion advanced option.
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C. In the zone properties set the permission on the zone to allow only the administrators group to access the
zone.

D. In the zone properties set the option to allow zone transfers only to specified | P addresses.

Answer: B.

Explanation: By disabling recursion our name servers will be in passive mode and would not send queries on
behalf of other name servers or resolvers. The server will also not conduct recursive searches on behalf of DNS
clients. If they receive an external nslookup -Is request, the request will be discarded.

Incorrect Answers:

A: in this scenario the DNS server is going to be used both internally and externally. Restricting the
interfaces on which the DNS server will respond to requests is thus not an option.

C It is not possible in the zone properties to set permission on the zone to allow or restrict user or groups to
access the zone, in particular it is not possible to only allow the administrator group to access the zone.

D: We are interested in restricting internet users from using the nslookup -Is, not restricting zone transfers.

Q. 138

You are the administrator of a Windows 2000 domain. The domain is in native mode. The domain
contains 15 Windows 2000 Server computers that are functioning as Domain Controllers and 1500
Windows NT client computers.

During a power outage the first Domain Controller that you install suffers a catastrophic hardware
failure and will not restart. After the power outage usersreport that password changes do not take the
effect for several hours. In addition usersare not ableto logon or connect to resour ces by using their new
passwor ds.

What should you do to correct this problem?

A Using the NTDSUTIL utility connect to another Domain Controller and transfer the PDC emulator role.

B. Using the NTDSUTIL utility connect to another Domain Controller and seize the PDC emulator role.

C. Using the NTDSUTIL utility connect to another Domain Controller and transfer the domain naming
master role.

D Using the NTDSUTIL utility connect to another Domain Controller and cease the domain naming
master role.

Answer: B.

Explanation: The PDC emulator is needed for password changes etc for the Windows NT computers. In this
scenario the PDC emulator is offline therefore we need to seize the role. If it was online we could transfer the
role.
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Incorrect Answers:

A. If the PDC emulator was online we could transfer the role. However the PDC emulator is offline and we
therefore haveto seizetherole.

C. The domain naming master is not related to passwords changes. The PDC emulator is needed for
password changes

D. The domain naming master is not related to passwords changes. The PDC emulator is needed for
password changes.

Q. 139
You arethe network administrator for Contoso Ltd. Marc is moving from the IT department to the sales
department and will be the technical sales manager for the eastern United States.

Thecurrent OU structureis shown in the exhibit.

Sales
@HI%%’
echnical
Sales
Training
Sales

You move Marc’'s user account from the IT OU to the Technical Sales OU. You want Marc to be able to
create user accountsin ou=sales, ou=eastern, dc=contoso, dc=com. What should you do?

Move Marc’s user account to the Sales OU.

Add Marc’s user account to the Account Operators group.

Grant Marc’s user account Create User Object Permission for the sales OU.
Grant Marc’ s user account Write permission for the Sales OU.

cCow>
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Answer: C.

Explanation: Through the use of the delegation of control wizard we can grant users permissions to perform
specific tasks. We could thus grant users permissions to create user objects such as user accounts. In this way
we can delegate administration.

Incorrect Answers:

A. Moving Marc’s user account to the Sales OU will not give him any permissions for the OU.

B. Adding Marc's user account to the Account Operators group will grant Marc too much permission. He
could then create user accounts anywhere in the domain.

D. Granting Marc’s user account Write permission for the Sales OU will allow him to create any objectsin
the Sales OU.

Q. 140

You are the administrator of your company's network. The network consists of two Windows 2000
domains. There are 10 Windows 2000 Server computers and 1100 Windows 2000 Professional client
computers on the network. Two of the servers in each domain function as Domain Controllers. Both
domains are in native mode. When the initial Domain Controller is taken off line for maintenance users
receive an error message stating that the Domain Controller cannot be located. Users are not able to
logon to the network, although the other Domain Controllersare still operating.

What should you do to correct this problem?

A. Create aprimary DNS zone.

B. Create a secondary DNS zone.

C. Configure at least one other Domain Controller as the Globa Catalogue server.
D. Configure at least one other Domain Controller asa PDC emulator.

E. Configure at least one other Domain Controller asaWINS server.

Answer: C.

Explanation: In a native mode domain we require a Global Catalog for logon purposes. By default the first
Domain Controller in the domain serves as a Globa Catalog. The Domain Controllers do not serve as a Global
Catalog unless we configure them to serve as a Global Catalog.

Incorrect Answers:
A. All Windows 2000 domains require a DNS server. If there were no DNS the domain would not be
functional. However, the DNS server is required for name resolution, not for logon purposes. In anative
mode domain we require a Global Catalog for logon purposes.
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B. All Windows 2000 domains require a DNS server. If there were no DNS the domain would not be
functional. However, the DNS server is required for name resolution, not for logon purposes. In anative
mode domain we require a Global Catalog for logon purposes.

D PDC emulators are only required for down-level clients, athough without one, we would not be able
change our passwords.

E. WINS server is required by Windows 98 computers for name resolution, not for logon purposes.
However, the domain is in native mode, which can only be specified for domains with Windows 2000
computers only. Therefore there is no need for a WINS server. Furthermore, in a native mode domain
we require a Global Catalog for logon purposes.

Q. 141

You are the administrator of Trey Research. Trey Research has two Windows 2000 domains named
treyresearch.com and na.treyresearch.com. Blake has a user account in the trey research.com domain
and needsto use support documentsin the na.treyresear ch.com domain.

You create a global group name NA support in na.treyresearch.com. NA support Sis a member of the
domain local group named support. Support has read permission to support shared folder in the
na.treyresearch.com domain. Your network contains only Windows 2000 Domain Controllers. The
domains arein native mode.

Y ou want to grant Blake Read permissionsto Support shared folder. What should you do?

A. Create a universal group in treyresearch.com and make Blake a member. Add the universal group to the
NA support group.
B. Create a new user account in the na.treyresearch.com use the same user name and password that Blake

uses for his user account in the treyresearch.com.

C. Create a global group in treyresearch.com and make Blake a member. Add the global group to the NA
support group.

D. Create a universal group in treyresearch.com and make Blake a member. Add the universal group to the
Support group.

E. Create a new global group name Global Support in treyresearch.com. Add Blake to new global group.
Add the Global group to the Support group.

Answer: E.

Explanation: In this scenario we are only talking about one user in one domain therefore we need only a global
group that must be added to the domain local group. Therefore we should create a new global group, add Blake
to new global group and add the Global group to the Support group.

Incorrect Answers:
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A. Inthis scenario we are only talking about one user in one domain therefore we need only a global group
and not a universal group. Microsoft recommends that we add the Universal Group to a Global Group
in another Domain. But globa groups can only contain user accounts and global groups from the same
domain.

B. We cannot create two user accounts with the same name and password. Each user account must have its
own SID. Furthermore, Blake' s user account has not been given any permissions on the shared folder.

C. We cannot add a global group to another global group in a different domain.

D. Inthis scenario we are only talking about one user in one domain therefore we need only a global group
and not a universal group. Microsoft recommends that we add the Universal Group to a Global Group
in another Domain. But global groups can only contain user accounts and global groups from the same
domain.

Q. 142

You are the enterprise administrator of a network. The network has eight domains in the domain tree.
You add a domain to the domain tree. One of the Domain Controllers in the root domain becomes
unavailable because of a hardware failure. After the hardware failure you are unable to add an
additional domain to the domain tree. How should you correct this problem?

A. On one of the other Domain Controllers seize the domain naming master role.

B. Promote a Windows 2000 server computer to be able to be areplica controller in the root domain.

C. On one of the other Domain Controllers cease the infrastructure master role.

D. In the Active Directory sites and services console a Domain Controller from the root domain and force
replication.

Answer: A.

Explanation: We require a domain naming master to add domain trees to the forest. Asthe Domain Controller
that acts as the domain naming master role is offline we have to seize therole.

Incorrect Answers:

B. Promoting a Windows 2000 server computer to be able to be a replica controller in the root domain
won't solve the problem, as the replica will not have the domain naming master role. The Domain
Controller that acts as the domain naming master roleis offline

C. TheIM role keeps track of group membership, not domain names.

D. We cannot replicate the domain naming master role, as the Domain Controllers that acts as the domain
naming master roleis offline
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You are the network administrator for Blue Sky Airlines. You are implementing a Windows 2000
network consisting of 5 sitesin the blueskyairlines.com domain.

There are 15,000 usersin Chicago, 5,000 usersin Los Angeles, 2,000 usersin Miami, 10,000 usersin New
York and 2,000 usersin Seattle. You are designing the structure of DNS server. You want to allow secure
dynamic updatesto DNSin Chicago, Los Angeles and New York. You want full DNS replication to occur
in all thethree sites. You do not want Miami site have an editable copy of DNS zone.

How should you configurethe DNS server to accomplish this goal ?

To Answer: click the Select and Place button and then drag the letter indicating the appropriate server typeto
each site. Next drag the number indicating the appropriate zone type to each site. Two sites have been
partially contained for you. (Note zone types and server types can be used more than one)

Zon
< Typ: A
Chicago

—

Zone Senver
Type Type

S————
Los Angeles

Zona Server
Type Type

Zone Server
Type Type

—_— =
Mew York

Zone
Type B>

Seattle

Sdect and Place

Zone Types Server Types

Select from these items Select from these items
1 | Active Directory A | Pomain
Integrated Controller
2 | Primary B Member
Server
3 | Secondary
4 | Cache Only
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Answer:
1 A > Zone Types Server Types
Select from these items Select from these items
Los Angeles ;
| | Active Directory p | Domain
Integrated Controller
2 Primary B Member
8 B > Server
Miami
< 1 A 3 | Secondary
Chicago 1 A >
4 | Cache Only
MNew York
I )
Seattle
ZoneType Server Type
Chicago: Active Directory Integrated Domain controller
LosAngeles: Active Directory Integrated Domain controller
Miami Secondary Member Server
New York: ActiveDirectory Integrated Domain controller
Seattle Secondary Member Server
Explanation:

Chicago, LA, New Y ork.

Active Directory integrated zones for secure updates. Need Domain Controllers for Active Directory integrated
Zones.

Seettle, Miami.

Secondary zones for full zone replication. Secondary zones are non editable. Use member servers for secondary
Zones.
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Q. 144
You are the administrator of Windows 2000 domain. The domain has a Windows 2000 Server computer
named MainApps. The MainApps server isnot a Domain Controller.

Member s of the domain user group have theright to logon locally at the MainApps server. When one of
these member s logon on locally you want a script named Setper ms.vbs to be executed. This script defines
environment variablesin the settingsin the current users Profile that are needed for MainApps server.

What should you do?

A. Copy the Setperms.vbs script to the Netlogon share on the MainApps server.

B. Place the Setperms.vbs script in the Sysvol share on the MainApps server.

C. Add the Setperms.vbs script to the local Group Policy Object (GPO) as alogon script.
D. Add the Setperms.vbs script to the local Group Policy Object (GPO) as a startup script.
Answer: C.

Explanation: By adding the Setperms.vbs script to the local Group Policy object (GPO) as a logon script we
will ensure that when a user logs on to the local computer the logon script will be processed.

Incorrect Answers:

A. Coping the Setperms.vbs script to the Netlogon share on the ManApps server will make the file
available to all users who have the required permissions to the shared folder. We however require the
script on the local computer and not the network share. Furthermore, this will not ensure that the script is
executed when a user logs on to the local computer.

B. Placing the Setperms.vbs script in the Sysvol share on the MainApps server will make the file available
t0 all users who have the required permissions to the shared folder. We however require the script on the
local computer and not the network share. Furthermore, this will not ensure that the script is executed
when a user logs on to the local computer.

D. In this scenario we require a logon script, not a startup script. A logon script is executed every time a
user logs on to the network while a startup script is only executed when the computer starts.

Q. 145

You are the administrator of a Windows 2000 domain. The domain has an Organizational Unit (OU)
names Sales. All usersin the Sales OU use an application named Planning. The Planning application is
deployed by using a Group Policy Object (GPO) named Plan App on the Sales OU.

The Plan App GPO is configured to assign the planning application to users by using a Microsoft
Windows installer package for the application. The planning application will be replaced by another
application in the next month.
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Y ou want to accomplish the following goals:

Users who have not yet installed planning application will be prevented from installing the
application.

Userswho have already installed planning application will be able to continueto useit.

If key application files are missing when the planning application starts, the missing files will be
reinstalled automatically.

If the vender of application releases a software patch by using a Windows installer package you
will beableto assign the patch to only userswho have already installed the application.

You takethe following actions:

Create a new softwar e category named Optional Apps.
Configurethe Plan App GPO at the planning application to the Optional Apps softwar e category.

Configure the Plan App GPO to remove the Planning application, but select the option to allow
usersto continueto usethis software.

Which result or results do these actions produce? (Choose all that apply)

Users you have not yet installed Planning application are prevented from installing the application.
Users who have already installed Planning application can continue to useit.

If key application files are missing when the Planning application starts, the missing files are reinstalled
automatically.

If the vendor of the Planning application releases a software patch by using a Windows installer
package, you are able to assign the patch to only users who have already installed the application.

Answer: A, B, C, D.
Explanation:

A.

B.
C.

Q. 146

We have configured the Plan App GPO to remove the Planning application therefore no one will be able
to install it.

The option to alow people to continue to use the app was set.

Software deployed in .ms packages can be repaired automatically when key application files are
missing or become corrupted. We have not removed the application from the GPO, therefore it can still
be repaired.

The patch will look for the program on the PCs. If the program exists then the patch will install. If the
program does not exist, the patch will not install.
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You are the administrator of a network that consists of 500 computers. Your network configured as
shown in the exhibit.

1 RIS Server
0 Computers
50 Users

200 Computers

200 Users 250 Computers

250 Users

You are deploying Windows 2000 Professional on the computers in the Tech and Sales Organizational
Units (OUs). Thereis one Windows 2000 Server computer that isrunning RIS. You create a group that
contains RIS installer that consists of users from the Tech OU. Only members of RIS installer user group
will use RIS to deploy Windows 2000.

Y ou want to accomplish the following goals:

* Member of RIS installer group will be able to choose client computer names during client
computer installation.

* New computer accountswill be organized into the corresponding OUs.

* The company naming convention will be applied to all new computer accounts.

* The computers that are not in either the Tech OU or Sales OU will not be able to download
images during RIS deployment.

You take the following actions:

» Createan OU, and then specify the client account location in the RIS properties sheet.
* Enter acustom Client computer naming format in RIS properties sheet.
» Place Mktg computersin adifferent | P subnet from the Tech and Salesusers.
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Which result or results do these actions produce? (Choose all that apply)

Member of RIS installer group can choose client computer names during client computer installation.
New computer accounts can be organized into their corresponding OUS.

The company naming convention can be applied to all new computer accounts.

Computers that are not in either the Tech OU or Sales OU cannot download images during RIS
deployment.

cCow>

Answer: B, C.

Explanation:

B. Because we created an OU, and then specified the client account location in the RIS properties sheet, the
new computer accounts can be organized into their corresponding OUs.

C. We have entered a custom Client computer naming format in the RIS properties sheet therefore the
company naming convention can be applied to all new computer accounts.

Incorrect Answers:

A. Members of the RIS instaler group cannot choose client computer names during client computer
installation because the naming will be automatic as the naming format was entered into the RIS
properties sheet.

D. We have not set any permission on the RIS folder.

Q. 147

You are the administrator of your company's Windows 2000 Domain. Your company wants to deploy a
custom application named Drawing. To configure the Drawing application, you need to set the custom
policy setting in the HK CU\softwar é\policieslocation in theregistry for every user in the domain.

What should you do?

A.  Create a Group Policy Object (GPO) named Draw Setting.
Assign the Draw Setting GPO to the domain.
Configure the Draw Settings GPO to run startup script that changes the appropriate
HK CU\Softwar e\Policies |ocation in the registry.

B.  Create a Group Policy Object named Draw Setting.
Assign the Draw Setting GPO to the domain.
Configure the Draw Settings GPO to run a logon script that changes the appropriate
HK CU\Softwar e\Policies |ocation in the registry.

C. Create aGroup Policy Object named Draw Setting.
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Assign the Draw Setting GPO to the domain.

Create a new administrative template that defines the custom policy settings.
Add the new administrative templates to the Draw Setting Group Policy Object.
Configure the Draw Setting GPO to set the appropriate policy.

D. Createaregistry file that has the .reg file name extension.
Edit the registry file to change the appropriate HK CU\Softwar e\Policies |ocation in the registry.
Place the registry filein the All Users Startup folders of all computersin your domain.

Answer: C.
Explanation: We can use administrative templates to modify registry settings by adding the template to a GPO
and assign it to the domain. Thiswill change all the registry settings so that we can deploy the application.

Incorrect Answers:

A. We cannot use a startup script to change the registry settings.

B. We cannot use alogon script to change the registry settings.

D. Creating aregistry file would require administrative effort. It would be easier to use a GPO.

Q. 148
You are deploying Windows 2000 Professional on your network. You recently installed a RIS server to
expedite the deployment process. Your network is now configured as shown in the exhibit.

RIS Server Active Directory | DNS Server

O Ethernet )

=

Julia Carlos Anita Peter
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When you attempt to use RIS server to deploy Windows 2000 on Julia’s and Carlos's computer you
cannot establish theinitial connection. Anita and Peter install Windows 2000 from CD-ROM and did not
have any problemswith installation.

What should you do to correct the problem?

A. Integrate the DNS into Active Directory.

B. Install a DHCP server and authorize it in Active Directory.

C. Install a WINS server and configure the DNS server to use it for name resolution.

D. Create computer accounts in Active Directory for Julia and Carlos, and specify the name of the RIS
server on the Remote install tab of the Computer Accounts property sheet.

Answer: B.

Explanation: RIS requires a DHCP server and either a DNS server with Active Directory or a WINS server.
The DNS or WINS server is required for name resolution while RIS requires DHCP as the RIS clients will
initially connect at the protocol level. The RIS clients broadcast for a DHCP to provide them with IP
configurations. In the exhibit there is both a DNS server and Active Directory but no DHCP.

Incorrect Answers:

A. Inthe exhibit there is both a DNS server and Active Directory but no DHCP.

C. RIS requires a DHCP server and either a DNS server with Active Directory or a WINS server. The DNS
or WINS server is required for name resolution. In the exhibit there is both a DNS server and Active
Directory but no DHCP

D. RIS requires a DHCP server and either a DNS server with Active Directory or a WINS server. In the
exhibit there is both a DNS server and Active Directory but no DHCP.

Q. 149

You are the administrator of Windows 2000 network. Users in the Organizational Unit named Procx
need to have a drive mapped to a network location. These users logon from Windows 2000 Professional
computers. You want to use a log on script named userlog.cmd to implement this drive mapping for all
current in futureusersin the Procx Organizational Unit. What should you do?

A. Copy user log.cmd to the net logon share on each Domain Controller in the domain. Select the user in
the Procx Organizational Unit and set the logon script to the userlog.cmd.
B. Copy user log.cmd to the sys wall share on each Domain Controller in the domain. Assign read

permissions to the file for al usersin the Procx Organizationa Unit.
C. Create a Group Policy Object that enforces userlog.cmd as a logon script. Assign the Group Policy
Object to the Procx Organizational Unit.
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D. Create a Group Policy Object that enforces userlog.cmd as a start up script. Assign the Group Policy
Object to the Procx Organizational Unit.

Answer: C
Explanation: By creating a Group Policy object (GPO) that enforces Userlog.cmd as alogon script and

assigning this GPO to the Procx OU we will ensure that the GPO will affect all current users and any future
usersin the Procx OU.

Incorrect Answers:

A. Setting the logon script for each user in the Procx OU would require considerable administrative effort
and will have to be performed for all future users of the Procx OU as well. Creating a Group Policy
object (GPO) that enforces Userlog.cmd as a logon script and assign this GPO to the Procx OU would
require less administrative effort and will ensure that the policy is automaticaly applied to all future
members of the Procx OU as well.

B. Inthis scenario we have assigned read permission to the Userlog.cmd file for all usersin the Procx OU.
This will give the users in the Procx OU permission to read the file and will not ensure the
implementation of the logon script.

D. Inthis scenario we require alogon script, not a startup script. A logon script is executed every time a
user logs on to the network while a startup script is only executed when the computer starts.

Q. 150
You arethe administrator of a Windows 2000 network. The domain is named litwar e.com.

The distinguished name for the Sales or ganizational unit (OU) isou=Sales, ou=NorthAmerica,
dc=litware, dc=com. Y ou want to assign Andrew the ability to manage all the objectsin only the Sales
Ou.

What should you do?

A. Add Andrew to the Domain Administrators group.
B. Grant Andrew Full Control permission to the North America OU and disable inheritance at the
Sales OU.
C. Grant Andrew Read and Write permissions to the Sales OU.
D. Grant Andrew Full Control permission to the Sales OU.
E. Move Andrew’ s user account to the Sales OU.
Answer: D.
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Explanation: In this scenario we want to assign Andrew the ability to manage all the objects in only the Sales
OU. We should thus grant Andrew Full Control permission to the Sales OU. Thiswill alow him to add, modify
and remove objects in the Sales OU.

Incorrect Answers:
A. Adding Andrew to the Domain Administrators group would provide Andrew with too much permission.
B. We should grant Andrew the appropriate permission to the Sales OU, not the North America OU.
C. Granting Andrew Read and Write permissions to the Sales OU will allow him to add or modify objects
but will not allow him del ete objects.
E. Moving Andrew’s user account to the Sales OU will not provide with him any rights on the OU. Rights
must be granted to users or user groups.

Q.151
Your company's network consists of two domains contoso.com and sports.contoso.com. You are a
member of the Domain Admins group in Sports.contoso.com

The network contains three Active Directory sites: Site A, site B, and site C. Each siteis connected to the
other sites by means of a WAN link. Site A contains three Domain Controllers. Site B contains one
Domain Controller. Site C contains two Domain Controllers.

The Domain Controller in site B fails. Usersin sites A, B, and C report that they cannot log on to the
network.

You need to allow usersto log on to the network. What should you do?

A. Seize the infrastructure master role from the failed Domain Controller.
B. Seize the RID master ole from the failed Domain Controller.
C. Move a Domain Controller from site C to site B.
D. Create another Domain Controller in site B.
E. Create a Global Catalog server in site A.
Answer: E.

Explanation: A Global Catalog is required for logon purposes. When the Global Catalog is not available, users
will not be able to logon to the network. The only Answer: that could possibly stop people from all sites from
login on isthe loss of the Global Catalog server.

Incorrect Answers:
A. Theinfrastructure master role holds the database of group memberships. It does not affect logons.
B. Seizing the RID master ole from the failed Domain Controller would not affect logons.
C. Asusersin adl sites cannot logon the Global Catalog must be unavailable.
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D. Creating another Domain Controller in site B will not solve the problem as the Domain Controller in
other sites are available for use.

Q. 152
You are the administrator of your company's Windows 2000 network. The password security on a
Domain Controller name DC1 has been compromised.

You create a new security policy to improve password security. You will deploy the policy by using a
Group Policy Object. You must force DC1 to apply the new security settings as quickly aspossible.

What should you do?

A. Restart DC1 and force Active Directory replication from another Domain Controller.
B. Run Secedit.exe on DC1.
C. Export the configuration of another Domain Controller, and then import the configuration to DC1 by

means of the Security Configuration and Analysis snap-in.
D. Perform a nonauthoritative restore the system state data on DCL.

Answer: B.
Explanation: We can use secedit.exe with the /refresh machine policy switch to process the GPO with
immediate effect.

Incorrect Answers:

A. The GPO would be processed when the computer restarts and a user logs on however the secedit
command can be used to apply the policy without the requirement to restart the computer or to logon to
the network.

C. We need to refresh a GPO, to change the security settings. The other Domain Controller may not have
the GPO applied yet therefore import the configuration of another Domain Controller will not result in
the policy being applied immediately.

D. A nonauthoritative restore will restore an old security configuration.

Q. 153

You are the administrator of your company's Windows 2000 domain. Your company wants to deploy a
custom application. To configure the application, you need to configure a registry value in the HKEY
Current User (HKCU) hiveof theregistry.

You create a Group Policy Object, and then link the GPO to the domain. You need to complete the
configuration.
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What should you do?

A. Configure the GPO to run a startup script that changes the appropriate HK CU\Software\Policies
location and value in the registry.

B. Configure the GPO to run alogon script that modifies the NTuser.dat file.

C. Create a new administrative template that defines the custom policy setting. Add the template to the
GPO, and then configure the GPO to set the appropriate policy.

D. Use the security configuration and analysis snap-in to create a custom template. Configure the GPO
to import the custom templ ate.

Answer: C.
Explanation: We can use administrative templates to modify registry settings by adding the template to a GPO
and assigning it to the domain. We can then distribute these templates with a GPO.

Incorrect Answers:

A. We cannot use a startup script to modify registry settings.

B. We cannot use alogon script to modify registry settings.

D. Creating a custom template would require considerable administrative effort and have to be done on
each computer. The process can however be automated through the use a GPO.
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Q.154

Your company's network consists of a single Windows 2000 Domain. The domain is located in an Active
Directory sitenamed New York. You area member of the Domain Admins group.

Two Group Policy Objects (GPOs) are linked to sales.contoso.com. One GPO removes the Run command
from the Start menu. The other GPO removes the Search command from the Start menu.

Two GPOs are linked to the New York site. One GPO disables Control Panel. The other GPO hides all
iconsthat are on the desktop.

After the users log on and begin working with an application, they report that their desktop icons
disappear, Control Panel isdisabled, and the Run and Search commands are not visible.

You want to ensure that control panel is disabled and that desktop icons are removed when userslog on
but beforethey start working. What should you do?

A. Disable asynchronous policy processing

B. Disable background refresh policy processing

C. Enable Group Policy Loopback processing in merge mode.

D. Enable Group Policy Loopback processing in replace mode.
Answer: A

Explanation: Apparently the GPO that removes the desktop iconsis not processed until after the desktop is
visible. This behaviour can occur when asynchronous policy processing has been enabled. If we disable
asynchronous policy processing we assure that all GPOs will be processed before the desktop becomes visible
and the users will not see disappearing desktop icons.

Note: Synchronous and Asynchronous Processing

Asynchronous refers to processes that do not depend on each other's outcome, and can therefore occur on
different threads simultaneously. The opposite is synchronous. Synchronous processes wait for one to complete
before the next begins. For those Group Policy settings for which both types of processes are available as
options, you choose between the faster asynchronous or the safer, more predictable synchronous processing.

By default, the processing of Group Policy is synchronous. Computer policy is completed before the
CTRL+ALT+DEL dialog box is presented, and user policy is completed before the shell is active and available
for the user to interact with it.

Reference: Windows 2000 Resource Kit, Group Policy, Group Policy Processing
Loopback Processing of Group Policy (Q231287)

Incorrect Answers:

B: If we disable background refresh policy processing we prevent Group Policies from being updated while the
computer isin use. Thiswould not make an impact how GPOs are applied though.
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C, D: You can use the Group Policy loopback feature to apply Group Policy Objects (GPOs) that depend only
on which computer the user logs on to. Thiswould not help in this scenario though. We have a problem with the
asynchronous processing of GPOs.

Q.155

You are the administrator of your company's Windows 2000 network. The network contains 350
computers running Windows 95 and 700 computers running Windows 2000 Professional. You need to
upgrade all Windows 95 computersto Windows 2000 Professional in the next six months.

You configure the DNS servers in the network to allow secure dynamic updates. You use DHCP to
configure network settings for all client computers. You configure the DHCP servers to upgrade the A
(host) recordsfor the Windows 95 computersin DNS.

After the upgrade is complete, you need to ensure that client computers can upgrade their own A (host)
recordsin DNS. What should you do?

A. Install the Active Directory client on the Windows 95 computers before the upgrade
B. Reconfigure the TCP/IP settings on the Windows 95 computers so that the DNS settings must be set
manually and so that the |P addresses are set by DHCP
C. Add all the users of the Windows 95 computers to the DNSUpdateProxy group in Active Directory
D. Add all DHCP serversto the DNSUpdateProxy group in Active Directory
Answer: D
Explanation:

The DHCP server that registered a specific Windows 95 client computer will own that record. In order to allow
the Windows 95 clients to register their recordsin DNS we must add the DHCP serversto the
DNSUpdateProxy group.

Note: Installation of DNS will extend the Active Directory schemato include the DNSUpdateProxy group. This
isavery powerful group that allows objects to be created that has no security. When this occurs, any
authenticated user can take ownership of those objects created in this manner.

Client records A and PTR are updated in DNS during the DHCP process in Windows2000. When both clients
and servers are Windows2000, then secure dynamic updates can be completed using a default installation.
When other clients need to be supported, then secure dynamic updates cannot be used unless the DHCP Server
is added to the DNSUpdateProxy group. This allows the DHCP server to perform dynamic updates for these
legacy clients.

Incorrect Answers:
A: Installing Active Directory client on the Windows 95 clients before the upgrade to Windows 2000 will not
help with this DNS registration problem.
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Note: The Active Directory features supported in the Active Directory client for Windows 95/98 are:
= Site awareness.
= Active Directory Service Interfaces (ADSI).
= DFSfault tolerance client..
= Active Directory Windows Address Book (WAB) property pages
= NTLM version 2 authentication.
B: Setting the DNS setting on the clients to manual will do more harm than good.
C: DHCP server, not client computers, should be added to the DNSUpdateProxy group.

Q.156

You are the administrator of your company's Windows 2000 network. The network consists of a main
office and three branch offices. Each office contains a Windows 2000 DNS server.

Users in a branch office report slow response times when they log on to the network. You want to
discover why network response times are slow. You must configure the Windows 2000 DNS server to
collect the necessary data for thisanalysis.

What should you do?

A. On the DNS server in the branch office, configure System Monitor to log the data on the T otal
Query Received counter and the Total Response Sent counter.

B. On the DNS server in the branch office, configure System Monitor to log the data on the | XFR
Success Sent and Received counter and the AXFR Success Sent and Received counter.

C. In the DNS server snap-in, configure the DNS server in the branch office to log only notification and
update messages
D. In the DNS server snap-in, configure the DNS server in the branch office to log only the question

packets and the answer packets

Answer: B

Explanation: The remote users report slow response time when they log on the network. This might be an
indication that they use the central DNS server and not the branch DNS servers. The reason for this could a
problem with zone transfers. We should therefore configure the system monitor to log data on the I XFR
Success Sent and Received counter and the AXFR Success Sent and Received counter. These counters will
measure zone transfer traffic.

Note: IXFR (RFC 1995), Incremental zone transfer, sends only the changes in the zone. AXFR zone transfers
sends the whole zone. IXFR are more effective than AXFR.

Reference: IXFR RFC 1995
Incorrect Answers:

A, C, D: We should measure the zone transfer traffic.
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Q.157

You are the administrator of your company's Windows 2000 network. The network consists of a single
domain. The domain containsthree Active Directory sites. Each site contains one domain controller.

You install an additional domain controller in each site. You want only the new domain controllers to
perform intersite directory replication.

What should you do?

A. Configure each existing domain controller to be the preferred bridgehead server for its site.
B. Create a connection object from the existing domain controller in each site to the new domain
controller in the other sites.
C. Create a connection object from the new domain controller in each site to the existing domain
controller in either sites.
D. Configure each new domain controller to be the preferred bridgehead server for its site.
Answer: D

Explanation: We configure the new domain controllers to be preferred bridgehead server. All intersite
communication will go through these servers.

Note: In Windows 2000 Server, bridgehead servers are the contact point for the exchange of directory
information between sites. A bridgehead server isadomain controller that has been either administratively
assigned or automatically chosen to replicate changes collected from other domain controllers in the site to
bridgehead serversin other sites.

Reference: Description of Bridgehead Serversin Windows 2000 (Q271997)

Incorrect Answers:

A: The new domain controllers, not the old existing domain controllers, should be configured as preferred
bridgehead servers.

B, C: A connection object would not enforce communication between specific servers. It would only define a
possible communication path.

Q.158

You are the administrator of your company's Windows 2000 network. The network contains 500
computers running Windows 2000 Professional. Each computer uses DHCP to acquire its network
settings.

You discover that outdated DNS records are accumulating in the DNS zone. You need to ensure that
theserecords areremoved from DNS on aregular basis.
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What should you do?

A. Configure DHCP to enable updates for DNS client computers that do not support dynamic update
B. Reconfigure the DNS zone to allow only secure dynamic updates
C. Configure record scavenging to poll the DNS zone
D. Add all client computers to the DNSUpdateProxy group
Answer: C

Explanation: Scavenging is the process that removes stale records from DNS zone. The idea behind aging and
scavenging is to remove records that haven't been refreshed within a certain interval. If we schedule regular
scavenging of the DNS zone the outdated DNS records will be removed.

Incorrect Answers:

A: All clients are Windows 2000 computers. Windows 2000 clients support dynamic updates so thereis no
need to configure DHCP to enable updates for clients that don’t support dynamic updates.

B: Thisis DNS record problem, not a security problem.

D: It isnot necessary to add client computers to the DNSUpdateProxy group. Only DHCP servers should be
added to the DNSUpdateProxy group.

Q.159

You are the administrator of your company's Windows 2000 network. The network consists of a single
domain, which contains all company user and computer accounts.

A new corporate policy states that no employee can have access to the network by means of dial-up
connections. You discover that some employees have configured their Windows 2000 Server computers as
remote access servers.

Y ou want to ensur e that employees cannot configuretheir computersto user Routing and Remote Access.
What should you do first?

A. Configure the Default Domain Group Policy Object (GPO) to disable the Routing and Remote
service.

B. Create a remote access policy that allows only approved Routing and Remote access servers to
establish connections.

C. Configure the Default Domain Group Policy Object (GPO) to prohibit the configuration of
connection sharing.

D. Configure the Default Domain Group Policy Object (GPO) to prohibit the connecting and
disconnecting of a remote access connection.

Answer: A
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Explanation: We should configure the Default Domain GPO to disable the RAS service. Thiswould prevent
the RAS service to start anywhere throughout the domain.

Reference: Microsoft: Step-by-Step Guide to Configuring Enterprise Security Policies

Incorrect Answers:

B: Remote access policies only decide which connections that are allowed to be established to a particular RAS
server. It would not prevent the RAS service from being installed on other computers.

C: Internet connection sharing is not the same thing as the Remote Access Service.

D: Thereis no such GPO setting that can prohibit connecting and disconnection of a remote access connection.
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Your company's network consists of a single Windows 2000 Domain. You are a member of the Domain
Admins group. All user and computer accounts belong to a group named SalesGroup and to an
Organizational unit (OU) named SalesOU.
A vendor provides you with an application that contains a Setup.exe file. You need to deploy the

application to the sales department by using the least amount of administrative effort.
What should you do?

To answer, click the select and place button, and then drag the appropriate object to the appropriate

destination.

Sdlect And Place

Action Package type Name Account type
Assign M to Sales Group for Lisers
Fublish ZAP to Sales O for Computers
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Answer:
Action Package type Name Account type
Fublish LAP to Sales OL for Llsers
Assign b to Sales Group
for Computers
Explanation:

The setup fileisan .exe file. We must create a zap file from the .exe file and deploy the zap file.
Non-MSI program can be published only to users.
We deploye the ZAP package through GPOs linked to an OU.

References:
How to Publish non-MSI Programs with .zap Files (Q231747)
How to Deploy Software to a Specific Group By Using a Group Policy (Q302430)

Incorrect Answers:

We cannot assign anon-msi file.

We cannot transform or use an .exe setup file asan M S| package.

We cannot deploy the application to a group. We must use a GPO and link it to an OU, adomain, or asite.
A non-msi file cannot be deployed to computers.
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Q.161

You are the administrator of your company's Windows 2000 network. The network consists of four
domains and five Active Directory sites. The network is configured as shown in the exhibit. Click the
exhibit button.

Delaware site

i i contoso.com

New York site Arizona site Florida site

= I

arketing .contoso.com

____________________

Alabama site

Each domain contains 500 Windows 2000 Professional computers. Five users in each domain are
authorized to access data on the Human Resources member serversin Alabama. These member servers
arelocated in an organizational unit named HR servers.

You want to protect the information on the Human Resources servers from being read by a network
trace. You also want to avoid extra processing loads on computers that do not communicate with the
Human Resour ces servers.

Which two cour ses of action should you take? (Each correct answer presentspart of the solution. Choose
two)

A. In each domain, create an OU for the client computers that require secured access to the servers, and
then add the computer accounts to the OU. In Group Policy, set the IP security policy to Secure
server (Require Security).

B. In each domain, create an OU for the client computers that require secured access to the servers, and
then add the computer accounts to the OU. In the Group Policy, set the IP security policy to Client
(Respond only)

C. In each domain, create an OU for the users who require secured access to the servers, and then add

the user accounts to the OU. In the Loca Group Policy, set the IP security policy to Secure Server
(Require Security)

D. For the HR Servers OU, create a Group Policy Object (GPO) that sets | P security to Client
(Respond Only)
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E. For the HR Servers OU, create a Group Policy to set IP security to Secure Server (Require
Security)

Answer: B, E

Explanation:

B: The computers that need to communicate with the Servers in the OU HR servers should be configured for
the IP security policy of Client (Respond only). If they communicate with computers that require IP
security they will respond with IP security. If they communicate with computer that doesn’t require IP
security no 1P security will be applied.

E: All traffic to and from the serversin OU HR Servers must be secure so no network sniffer (network trace)
can compromise security. In order to implement this security we must configure the IP security to Secure
Server (Require Security) which will enforce encryption on all communication. All non-encrypted access
attempts will be denied.

Incorrect Answers:

A: Only traffic to and from the server in the HR Server OU should require security.

C: The computers, not the users, should be configured for IP security.

D: The computersin the HR Server OU must require security since all communication to and from these
computers must be encrypted.

Q.162

You aretheadministrator of a secured Windows 2000 networ k. The company has several Windows 2000
member serverslocated in a high-security area of the office building.

You create a security policy for these servers by using the security Configuration and Analysis snap-in.
You must ensurethat the appropriate security settings are applied every four hours.

What should you do?

A. Schedule the secedit/r efr eshpolicy command to run every four hours.
B. Schedul e the secedit/validate command to run every four hours.
C. Change the Active Directory replication transport to SMTP and schedul e replication to run every
four hours.
D. Change the Active Directory replication transport to |P and schedul e replication to run every four
hours.
Answer: A

Explanation: GPOs are normally propagated throughout the domain at regular intervals. By using the
command secedit/r efr eshpolicy GPOs can be enforced immediately. We schedule a reoccurring job that uses
this command to ensure that the servers has the appropriate security settings.
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Incorrect Answers:

B: The secedit /validate command validates the syntax of a security template you want to import into a
database for analysis or application to a system. It does not apply a security policy.

C, D: The servers are located in an office building. Active Directory replication is of no usein this scenario,

Reference: Using Secedit.exe to Force Group Policy to Be Applied Again (Q2274438)

Q.163

You are a consultant hired by Fabrikam, Inc., to secureits Windows 2000 networ k. The network consists
of a single domain named fabrikam.com. The domain contains five domain controllers.

You need to secure the domain controllers. You use the security templates snap-in to create a custom
template, and you save the template as Securefab.inf. You need to deploy this secured configuration to
the five domain controllers.

What should you do? (Choose all that apply.)

A. Copy the Securefab.inf file to the Sysvol shared folder on one domain controller.
B. Configure the File Replication service to replicate the template file to all domain controllers.
C. Create a new Group Policy Object (GPO) on the domain Controllers Organizational unit (OU).
D. Import the Securefab.inf file

Answer: C,D

Explanation: Security policies can either be applied with the secedit command or through a GPO.

C: First we create anew GPO and link it to the domain Controllers OU since we want the security to apply to
all domain controllers throughout the domain.

D: Then we import the security template to the GPO.

Incorrect Answers:
A: Sysvol isnot used to deploy security templated.
Note: The Windows 2000 System Volume, or SY SVOL, is built during the creation of a domain controller by
Dcpromo.exe. It isatree of folders containing files that need to be available and synchronized between domain
controllersin adomain or forest, including:

= SYSVOL share.

= NETLOGON share.

=  Windows 95, Windows 98, and Windows NT 4.0 system policies.

= Windows 2000 Group Policy settings.

= User logon and logoff scripts.
B: Filereplication services (FRS) is used to replicate files. Security templates replicated through FRS would not
be applied.
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Q.164

You are the administrator of your company's Windows 2000 network. The network consists of a single
DNS domain named litware.com. The domain contains one Windows 2000 Domain controller named
WinServerl, one UNIX server named UnixServerl, and 750 Windows 2000 Professional computers.
UnixServer1isrunning BIND DNS and containsthe primary zone for the litwar e.com zone.

You install a new domain controller named server2 in the network. However, no client computers are
logging on to the new domain controller. You run the Nslookup utility from a client computer. You
receive the following results:

C.\ nsl ookup
Default Server: unixserverl.litware.com
Address: 10.0.0.1
> set type=srv
> | dap.tcp.dc. msdcs.|itware.com
Server: wi nserverl.|litware.com
Address: 10.0.0.2
| dap. tcp. dc. nsdcs. | i tware. com SRV service |l ocation
Priority =0
Wight =0
Port =389
Svr host nane =wi nserver 1.l i tware. com
Wnserverl.litware.com internet address = 10.0.0.2
> exit
C\>

You need to enable the client computersto log on to Server2. How should you configur e Server 2?

A. Change the TCP port for the LDAP service from 389 to 390
B. Copy the Netlogon.dnsfile to UnixServerl. Import the Netlogon.dnsfile to the primary zone on
Unixserverl
C. Install DNS and create a secondary zone for litware.com. Import the Root.dns file to the secondary
zone.
D. Change the Internet Address of the A (host) record to a public IP address
Answer: B

Explanation: In this scenario we must use the UNIX BIND DNS server to provide name resolution for the
Windows 2000 computers. Every Windows 2000 DC has a Netlogon.dnsfile located in its
%SystemRoot%\System32\Config folder. Thisfile contains alist of DNS records that the DC will attempt to
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register when the Netlogon service starts. The DNS records in the Netlogin.dns file must be added in the zone
of the BIND DNS server.

Reference: Integrating Windows 2000 DNS into an Existing BIND or Windows NT 4.0-Based DNS
Namespace (Q255913)

Incorrect Answers:

A: Port 389 can very well be used by the LDAP service.

C:We must export records to the UNIX BIND serversin order to be able to use the netlogon service. Importing
the Root.dns file to the secondary server will not accomplish this goal.

D: Winserverl is aperfectly good IP address of 10.0.0.2. The UNIX BIND DNS server has the address 10.0.0.1
which isin the same subnet.

Q.165
You are the administrator of the Windows 2000 network at Woodgrove Bank. The network has Active
Directory installed and contains a DNS server named Server01. The network is configured as shown in
the exhibit. Click the exhibit button.

J,_&i Console  Window  Help |;|i|£||

J fction  Wiew JQI'-P|||@

Tree I Mame | Tvpe | status

31 DMS @ Standard Primary  Running

E‘B SERVERML @ woodgrovebank, com Ackive Direck,..  Running
EH:I Foraard Lookup Zones

; waondgrovebank, com
- Reverse Lookup Zones

al | i

All client computers in the network are configured to use serverOl as their DNS server. The client
computers can connect to internet sites by using |P addresses. However, they cannot use internet host
names or domain namesto connect to internet sites.

You need to enable internet name resolution for the client computers. How should you configure
Server(01?
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A. Remove the root domain zone and restart the DNS server service. Configure forwardersto point to
the DNS servers at the company's internet service provider.

B. Add the DNS servers at the company's internet service provider (ISP) to the Name Servers
configuration tab in the root domain.

C. Add the DNS servers at the company's internet service provider to the top of the DNS server order
list in the TCP/IP properties on ServerOl.

D. Clear the DNS cache, and then restart the DNS server service.

Answer: A

Explanation: ServerQOl resolves|ocal names. In order for it to resolve internet names it must use a public DNS
server as aforwarder. First we must remove the empty root domain zone, and then we must configure ServerO1
to forward external name resolution to DNS server at the ISP.

Incorrect Answers:

B: The DNS server listed in the Name Server s configuration tab in the root domain are secondary name servers
of the root domain. But we must configure a forwarder not a secondary DNS server.

C: Wemust add the external DNS server as aforwarder at the local DNS server. We cannot use the TCP/IP
properties on serverQl to configure it as a forwarder.

D: We must configure the DNS server to use a public DNS server as aforwarder. Clearing the local DNS cache
will not help.

Q.166
You are the administrator of a Windows 2000 network. Your company has three locations in North
Americaand threelocationsin Europe. Your network includes six sitesas shown in the.
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The England, France, and Italy sites are in the eur.blueskyairlinescom domain. The NorthWestUS,
CentralUS, and NorthEastUS sites are in the na.blueskyairlines.com domain. The root of the forest is
blueskyairlines.com.

The connection between the NorthEastUS site and the England site is unreliable. You want to configure
replication between the NorthEastUS site and the England site.
What should you do?

Create an SMTP site link between the NorthEastUS site and the England site.
Create an IP site link between the NorthEastUS site and the England site.

Create an SMTP site link bridge between the NorthEastUS site and the England site.
Create an |IP site like bridge between the NorthEastUS site and the England site.

cCow>

Answer: A
Explanation: Simple Mail Transfer Protocol (SMTP) is an Internet standard host-to-host mail transport
protocol that and operates over TCP port 25. When the network connection is interrupted, SMTP queues

network packets and attempts to send the packets later. SMTP is the best protocol to use across unreliable
network links.

Incorrect Answers:
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B. IP site links should only be used on reliable connections, as it does not queue up network packets that
were not deliverable. Instead these packets are lost and thus replication will not be successful.

C. By default, when more than two sites are linked for replication and use the same transport protocol; the
site links are "bridged". This means that all site links within the bridge can route replication traffic only
within the bridge. We thus do not require asite link bridge.

D. By default, when more than two sites are linked for replication and use the same transport protocol; the
site links are "bridged". This means that all site links within the bridge can route replication traffic only
within the bridge. We thus do not require asite link bridge.

Q.167

You arethe administrator of your company's Windows 2000 networ k. The network contains two Active
Directory sites: Munich and Singapore. The network also consists of two domains: Fabrikam.com and
asia.fabrikam.com. The network is configured as shown in the exhibit.

—— Munich T———)— 7 /_——_———} SingaporeT—— )

Router 56 KB Router _

DC1 fabrikam . com DC2 fabrikam.com DC3.asia.fabrikam.com  DC4 asia fabrikam.com

Users from Singapor e office often travel to the Munich office with their portable computers. When these
users log on to the network from Munich, their computers display the text " Applying your personal
settings' for alongtime.

You want to ensure that users from Singapore do not experience these delays when they log on to the
network from Munich.

What should you do?

A. Associate the Munich subnet with the Singapore site.

B. Create atrust relationship so that fabrikam.com trusts asia.fabrikam.com.

C. Install adomain controller for asia.fabrikam.com in the Munich subnet.

D. Usethe Active Directory Sites and Services snap-in to move DC3 to the Munich site.

Answer: C
Explanation: When the users from Singapora logs on at Munich their personal settings are downloaded from
Singapore. Due to the slow WAN link this procedure causes long delays. By adding a domain controller for
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asia.fabrikam.com in the Munich subnet, these logins could be processed locally at Munich and the logon
delays would disappear.

Incorrect Answers:
A: A site should be awell-connected TCP/IP network. Munich is only connected to Singapore with aslow
WAN link and should therefore not be included in the Singapore site.

B: Fabrikam.com and asia.fabrikam.com are in the same domain tree and there already exist atwo-way implicit
trust between the domains by default since thisis a Windows 2000 network. There would be no need to
create any explicit trust between the domains.

D: DC3isphysicaly placed in the Singapore subnet. To logically move it to Munich site would not increase
performance, on the contrary it would most likely increase traffic on the WAN link and performance would
decrease. Computers should only be added to the site to which their subnet belongs.

Q.168

You area member of the Enterprise Adminsgroup for your company's Windows 2000 network. The
network consists of a single domain. You want to implement a policy that disablesthe Add printer icon in
Printersin Control Panel. You want to apply the policy to all user account in the domain except for
member s of the Domain Admins security group.

You create a new Group Policy object (GPO) named NoPrinters. You configure the NoPrinters GPO to
disablethe Add Printer icon. You link the NoPrinters GPO to the domain.

Y ou want to ensur e that members of the Domain Admins group have accessto the Add Printer icon. You
want to do this by using the least amount of administrative effort.

What should you do?

A. For the NoPrinters GPO, deny the Domain Admins group the Apply Group Policy permission.

B. For the NoPrinters GPO, remove the Apply Group Policy permission from the Authenticated Users
group. Grant the Users group the Apply Group Policy permission.

C. Usethe Secedit command to configure the client computers to enable the Add Printer icon for the
Domain Admins group.

D. Uselocal Group Poalicy to configure the client computers to enable the Add Printer icon for the Domain
Admins group.

Answer: A
Explanation: Denying the Apply Group Policy permission on a GPO for a group, will prevent the GPO from
being applied to that group. The Deny permission will override any other permission granted on the GPO.
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In this scenario we deny the Domain Admins groups the Apply Group Policy permission to the NoPrinters
GPO.

Incorrect Answers:

B: By removing the Apply Group Policy permission on the NoPrinters GPO from the Authentication Users,
this GPO would not be applied to any users (unless they get this permission explicitly or by membership of
another group that has this permission). But the GPO must be applied to all users except the Domain
Admins.

C: It would take considerable administrative effort to configure the client computers to apply a policy with the
Secedit command-line utility. . It is better to configure this centrally by configuring a GPO for the domain.

Note: secedit isacommand-linetool that allows you to perform security configuration and analysis.

D: It would be adaunting administrative task to configure all client computers with Local Group Policies. Itis
better to configure this centrally by configuring a GPO for the domain.

Q.169

You are the administrator of your company's Windows 2000 network. The network contains two
Windows 2000 domain controllers. You are configuring an audit policy for the company help desk. The
help desk has two employees: Carlos and Julia. Carlos is authorized to create and delete computer
accounts. Juliaisauthorized to change user account information.

You want to track the changesthat Carlos and Julia are authorized to make in the domain. What should
you do?

A. Create a Group Poalicy Object (GPO) for the domain controllers.
Configure the GPO to audit directory services access and to audit account management.
B. Create a Group Policy Object (GPO) for the domain.
Configure the GPO to audit directory services access and to audit object access.
C. Create a Group Policy object (GPO) for the domain controllers.
Configure the GPO to audit directory services access and to audit object access.
D. Create a Group Policy Object (GPO) for the domain.
Configure the GPO to audit object access and to audit process tracking.

Answer: A

Explanation: We want to track the changes Carlos and Julia makes in the domain, or more specifically what
changes they make to the Active Directory. Configuring computer accounts and changing user account
information involves changing the Active Directory. The Active Directory only exists on the Domain
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Controllers and we should therefore audit the Domain Controllers. By auditing the directory services access and
account management we would be able to track the changes Carlos and Julia makes to the Active Directory.

Note:

Directory services audits the following events: a user gained access to an Active Directory object. Y ou must
configure specific Active Directory objects for auditing to log this type of event

Account management audits the following events: an administrator created, changed, or deleted a user account
or group. A user account was renamed, disabled, or enabled, or a password was set or changed.

Incorrect Answers:

B: We should audit the domain controllers, not the domain.
There is no need to audit object access. Object access concernsfile, folder, and print access, instead we
should audit account management.

C: Thereisno need to audit object access. Object access concernsfile, folder, and print access, instead we
should audit account management.

D: We should audit the domain controllers, not the domain. There would be no need to audit object access.
Object access concernsfile, folder, and print access. Thereis no need to track programs and processes.
Instead we should audit directory services access and account management.

Q.170

You are the administrator of your company's Windows 2000 network. The network consists of a single
domain. Several DNS servers at the company's main office host the domain name. Each DNS server
contains an Active Directory integrated zone for the domain.

You are configuring a new Windows 2000 DNS server at a branch office. The branch office will not have
its own domain controller. However, you want the new DNS server to provide name resolution when
users at the branch office log on to the domain. You must configure the new DNS server to communicate
with the main office for this purpose.

How should you configurethe new DNS server?

A. Create aroot zone, and then configure the server to allow zone transfers by specifying the DNS servers
at the main office.

B. Disableround robin, and then create a standard primary zone for the domain.

C. Disable recursion, and then create a reverse lookup zone. Add PTR (pointer) records for the DNS
servers at the main office.

D. Create a secondary zone for the domain, and then configure the DNS servers at the main office as the
master servers for the new zone.
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Answer: D

Explanation: The DNS servers at the branch offices must be configured to exchange zone information with the
DNS servers at the main offices which use Active Directory integrated zones. We cannot use Active Directory
integrated zones at the branch offices since they have no domain controllers. Instead we create secondary zones
at the branch offices and we configure the DNS servers at the main offices as Master Servers. They are
authoritative for the zone and the branch office DNS servers will not be able to update the zones. Thiswas no
requirement however.

Furthermore we should configure the clients in the branch offices to use the local DNS server.

Incorrect Answers:
A: Creating aroot zone would allow zone transfers between the DNS servers. Instead we should create a
secondary zone.

B: An Active Integrated zone and a primary zone would not be able to exchange zone information. Both must
be authoritative for the zone.

C: Disabling recursion and creating areverse lookup zone would not enable communication of zone
information between the DNS servers.

Q.171

Your company's network consists of two Windows 2000 domains. contoso.com and sales.contoso.com.
The contoso.com domain contains three domain controllers. dcl.contoso.com, dc2.contoso.com, and
dc3.contoso.com. The sales.contoso.com domain contains two domain controllers: salesdcl.contoso.com
and salesdc2.contoso.com. You area member of the Domain Admins group in sales.contoso.com.

You create 100 new user accounts in sales.contoso.com. These new users report they cannot log on to
sales.contoso.com.

What isthe most likely cause of this problem?

A. All bridgehead serversin the forest are offline.

B. All global catalog serversin the forest are offline.

C. The server in contoso.com that is holding the PDC emulator role is offline.

D. The server in sales.contoso.com that is holding the PDC emulator roleis offline.

Answer: D

Explanation: We have recently created 100 new user accounts in sales.contoso.com. These users are unable to
log on to the sales.contoso.com domain. The PDC emulator is the first domain controller to receive password
changes made at other domain controllers in the domain. The PDC emulator acts somewhat likeaPDC inan
NT 4.0 domain, and is responsible for the authentication of domain users. A likely cause of this problem is that
the PDC emulator of the current domain, sales.contoso.com, is offline.
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Note: The PDC emulator receives preferential replication of password changes performed by other domain
controllers in the domain. If a password was recently changed, that change takes time to replicate to every
domain controller in the domain. If alogon authentication fails at another domain controller due to a bad
password, that domain controller will forward the authentication request to the PDC emulator before rejecting
the logon attempt.

Incorrect Answers:
A: Bridgehead servers are used to improve performance of inter-site communication. Offline bridgehead
servers would decrease performance, but it would not prevent domain authentication.

B: Global catalog servers are not used for authentication.

C: The user accounts belong to the sal es.contoso.com domain, not the contoso.com. The PDC emulator of the
contoso.com domain is not used to authenticate users in the sales.contoso.com domain.

Q.172

You are the administrator of your company's Windows 2000 domain. The domain contains an
organizational unit (OU) named Receptionists. All users in the Receptionists OU use an application
named PatientlD.

The PatientI D application is deployed by means of a Group Policy object (GPO) named PatientApp. The
PatientApp GPO is configured to publish the Patientl D application by using Microsoft Windows Installer
package.

Currently, only users in the Receptions OU can install the PatientlD application. You want all usersin
the domain to be abletoinstall the PatientI D application by using a Start menu shortcut.

What should do?

A. Remove the PatientApp GPO link to the Receptionists OU.
Link the PatientApp GPO to the domain, and then configure the GPO to assign the PatientI D application
to users.

B. Remove the PatientApp GPO link to the Receptionists OU.
Link the PatientApp GPO to the domain, and then configure the GPO to publish the PatientID
application to users.

C. Configure the PatientApp GPO to assign the PatientI D application to the Authenticated Users group.

D. Configure the PatientApp GPO to assign the PatientI D application to the Everyone group.

Answer: A

Leading theway in I T testing and certification tools, www.testking.com

-195-



070 - 217

Explanation: We want all the usersin the domain to be able to start the PatientI D application by using a
shortcut on the Start menu. We should make sure the GPO assigned the application to users. Then we should
link the GPO to the domain. We could aso remove the redundant link to the GPO at the Receptionist OU.

Incorrect Answers:
B: Wemust assign the publication, not publish it, in order to allow installation of the application from a
shortcut on the Start menu.

C: Wemust link the GPO to the domain in order for it to apply to all users of the domain. If we keep the GPO
linked to the Receptions OU only user in this OU would be able to use the application.
Y ou can assign an application to users, to any specific group as the Authenticated Users group.

D: You can assign an application to users, not to any specific group as the Everyone group.

Q.173

Your company's network consists of two Windows 2000 domains. Contoso.com and sales.contoso.com.
You are a member of the Domain Admins group in sales.contoso.com. You are located in the company's
New York office.

The contoso.com domain contains three domain controllers: dcl.contoso.com, dc2.contoso.com, and
dc3.contoso.com. The sales.contoso.com domain contains two domain controllers; salesl.contoso.com and
salesdc2.contoso.com.

Salesdcl.contoso.com isin an Active Directory site named New York. Salesdc2.contoso.com is an Active
Directory site named Los Angeles. Every night a full backup is performed on all domain controllers.
Replication between New York and L os Angeles occur s one a day.

The employees in the finance department are members of an organizational unit (OU) named Finance.
The Finance OU is contained in sales.contoso.com. You link a Group Policy Object (GPO) named
DeskL ock to the OU. The DeskL ock GPO removesthe Run command from the Start menu.

You delete all existing account and create 100 new user accounts in the Finance OU. The next day, the
new users report that they have access to the Run command on the Start Menu. You discover that an
Administrator in Los Angeles deleted the Finance OU.

Y ou want to recover the new user accounts as quickly as possible. What should you do?

A. Perform an authoritative restore of the Finance OU from backup tape.
Link DeskLock to the Finance OU.

B. Perform anonauthorative restore of all users accounts in sales.contoso.com from backup tape.
Re-create the Finance OU in sales.contoso.com and move the restored user accounts to the Finance OU.
Link DeskLock to the Finance OU.
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C. Re-create the Finance OU in sales.contoso.com.
Move the accounts from the LostAndFound folder to the Finance OU.
Link DeskLock to the Finance OU.
D. Re-create the Finance OU in the LostAndFound folder.
After the next replication cycle, move the Finance OU to sales.contosol.com.
Link DeskLock to the Finance OU.

Answer: A

Explanation: An administrator deleted the Finance OU which contained 100 user accounts. The GPO
DeskLock was link the Finance OU. In order to recreate the Finance OU we must make an authoritative restore
of the OU. We must also link the DeskLock GPO to the restored Finance OU.

Incorrect Answers:

A: We should make an authoritative restore, not a non-authoritative restore. A non-authoritative restore of
Active Directory objects would not be replicated throughout the domain. At the restored objects would be
removed at next Active Directory replication.

C: The LostAndFound container contains objects that are orphaned. They are produced when objects are
unsuccessfully moved in the Active Directory. If they move fails for some objects they end up in the
LostAndFound container. Deleted objects are not moved to the LostAndFound container.

D: The LostAndFound container contains objects that are orphaned. They are produced when objects are
unsuccessfully moved in the Active Directory. If they move fails for some objects they end up in the
LostAndFound container. We cannot recreate the Finance OU in the LostAndFound folder.

Q.174

You are the administrator of your company's Windows 2000 network. The network consists of a single
domain. The domain contains two Windows 2000 DNS servers and one UNIX server that is running
BIND DNS. The UNIX server containsthe primary zone for the domain.

You configure both Windows 2000 DNS servers as domain controllers. You convert the zones on the
servers to Active Directory integrated zones. You want to ensure that DNS record changes on these
Windows 2000 DNS serversarereplicated to the UNIX server.

What should you do?
A. On the UNIX server, delete the primary zone, and then create a new secondary zone that is linked to a
Windows 2000 DNS server.

B. Onthe UNIX server, import the contents of the Netlogon.dns file from each Windows 2000 DNS server.
C. On each Windows 2000 DNS server, enable forwarding to the UNIX server.
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D. On each Windows 2000 DNS server, configure zone transfers to send zone update notifications to the
UNIX server.

Answer: A

Explanation: The Windows 2000 DNS servers use Active Directory Integrated zones. These servers are
authoritative for the zones. Currently the UNIX BIND DNS server contains a primary zone for the domain. A
DNS server that hosts a primary DNS zone is authoritative for the zone. Both the Windows 2000 DNS servers
and the UNIX DNS server cannot be authoritative for the same zone at the same time. We must delete the
primary zone at the UNIX server, and create it as a secondary zone to the Active Directory Integrated zone on
the Windows 2000 DNS servers.

Reference: Integrating Windows 2000 DNS into an Existing BIND or Windows NT 4.0-Based DNS
Namespace (Q255913)

Incorrect Answers:

B: Every Windows 2000 DC has a Netlogon.dns file located in its %SystemRoot%\System32\Config folder.
Thisfile contains alist of DNS records that the DC will attempt to register when the Netlogon service starts.
server. Copying thisfile to the UNIX DNS server would only make sense of the UNIX DNS server would
be authoritative for the zone. But since the Windows 2000 DNS servers use Active Directory Integrated
zones the must be authoritative for the zones.

C: Wemust configure zone transfers, not forwarding. We must recreate the zone on the DNS server asa
secondary zone.

D: We cannot configure Active Directory Zones and Primary Zone to perform zone transfers. Both cannot be
authoritative for the zone.

Q.175

You are the administrator of your company's Windows 2000 network. The network contains 5,000
computersrunning Windows 95 or Windows 2000 Professional. All client computers use DHCP to obtain
their TCP/IP configuration. The DHCP servers update the DNS records for the Windows 95 computers.
The DHCP lease duration for all client computersis set to 30 days.

You enable aging and scavenging of DNS records in the domain. Some users report that they cannot
accessfileson other user's computers. You examine the DNS zone for the domain and discover that the A
(host) recordsfor the Windows 95 computer s are disappearing from the DNS servers after two weeks.

You need to ensure that the A (host) records for all client computers remain on the DNS serversfor the
duration of the DHCP lease. What should you do?

A. Onthe DHCP servers, set the DHCP |lease duration to 60 days.
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B. Onthe DNS servers, set the No-Refresh interval to 5 days.
C. Onthe DHCP servers, set the BOOTP lease duration to 30 days.
D. Onthe DNS servers, set the Refresh interval to 10 days.

Answer: D

Explanation: DNS scavenging is disabled by default. In this scenario DNS scavenging is enabled and
combined with the long DHCP lease time of 30 days it brings undesired effects. the A (Host) records of the
Windows 95 client computers disappear after two weeks.

ThisisaDNS zone configuration problem. After A (host) records are dynamically registered in a DNZ zone,
there follows a No-Refresh interval, default value 7 days, when the record cannot be refreshed. After this
interval there follows a Refresh Interval, default value 7 days, when the records are allowed to be refreshed. In
this scenario the DHCP |ease time is 30 days (default 8 days), and the DHCP server will try to renew the lease
after 15 days (50% of the lease time). However, scavenging will start after 14 days, since both the No-Refresh
and the Refresh interval has passed. Thisis the reason why the DNS records of the Windows 95 clients
disappear after two weeks.

By increasing the DNS zone parameter Refresh Interval from the default value of 7 days to 10 days, the DNS
records could be refreshed from the 7" day up until the 17" day after the registration of the record. The DHCP
server would be able to renew the lease 15 days after the lease.

Note: The DNS zone parameter No-r efr esh interval denotes the time during which the server does not accept
refreshes for the record. (The server still accepts updates.) Thisvalue isthe interval between the last time a
record was refreshed and the earliest moment it can be refreshed again. The default value of the No-r efresh
interval is7 days.

Refresh interval

The DNS zone parameter Refresh interval comes after the no-refresh interval. At the beginning of the refresh
interval, the server begins accepting refreshes. After the refresh interval expires, the DNS server can scavenge
records that have not been refreshed during or after the refresh interval. The default value of the Refresh
interval is7 days.

Reference:
Windows 2000 Servers Resource Kit, Chapter 6 DNS, Aging and Scavenging of Stale Records
How to Configure Microsoft DHCP Server for BOOTP Clients (Q174765)

Incorrect Answers:

A: Theleaseis set for 30 days. The DHCP server will try to renew the DCHP lease after 15 days (50% of lease
time), and again after 26.1 days (87.5% of the lease time). Even though the DHCP renewals fail the DHCP
client would still keep its IP configuration until the DHCP lease time expires after 30 days. Thisisnot a
DHCP lease problem.

B: The No-refresh interval has adefault value of 7 days. Decreasing it to 5 days would not help. At the
contrary it would enable DNS zone scavenging after 12 days, instead of 14 days. The A (host) records of the
Windows 95 clients would disappear two day earlier.
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C: Windows 95 isa DHCP client not aBOOTP client. A BOOTP client could be a device like alegacy
terminal or router. The BOOTP |ease duration parameter does not apply in this scenario.

Q.176

You are the enterprise administrator of a Windows 2000 network. The network has three domains
named fabrikam.com, west.fabrikam.com, and east.fabrikam.com. All three domains are in a site named
Dallas. All three domains contain organizational units (OUs).

Y ou want to implement new desktop policiesfor all userson the network. The policies are configured in a
Group Policy Object named GPdesktop.

You also want to implement a logon script for users from the W2 OU. The logon script policy is
configured in a GPO named GPlogon. The users from the W2 OU always log on to Windows 2000
Professional computersdefined in the W3 OU. You do not want to use Group Palicy filtering.

What should you do?

To answer Click the Select and Place button, and then drag the GPdesktop and GPscript GPOs to the correct
locations.
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Dallas Site

C1

W1

W2

fabrikam.com

west.fabrikam.com

W3

east fabrikam.com

E2

E1

E3

Select from these items
GPdesktop

GPlogon
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Answer .
GPdesktop | pallas Site
/ A\
Select from these items
C1
GPdesktop
GPlogon

fabrikam.com

A\

west.fabrikam.com gast fabrikam.com
W1 E1
GPlogon
w2 W3 E2 E3

Select & Drag The GPdesktop To Dallas site.
Drag GPlogon To The W2 OU.

Explanation: In this scenario we have a large site, which includes sites. Therefore two different Group Policy
Objects must be applied to this site.

The GPdesktop Group Policy
The GPdesktop group policy must be implemented for all users on the network. By applying it to the site level it
would be applied to the domain hierarchy including all OUs. This is the best solution with least administrative

effort.

Leading theway in I T testing and certification tools, www.testking.com

- 202 -



070 - 217

The GPO could also be applied to al domains of the site. This would require more administrative effort and it is
not the best solution.

The GPlogon Group Policy

The GPlogon group policy, which includes logon scripts, should be applied to users of the OU named W2. All
users of the W2 OU always use computers in the W3 OU. It seems that there is a choice between the OU W2
and the OU W3.

By linking the GPlogon to the W2 OU only usersin the W2 OU would be affected.
By linking the GPlogon to the W3 OU all users using computersin W3 OU would be affected.

Applying the GPlogon to the W2 OU is more restrictive and is therefore the preferred solution.

Q.177

You aretheadministrator of your company's network. The company contains three office buildings. You
need to deploy Windows 2000 throughout the network.

Because of budget constraints, you can purchase only two domain controllersfor implementation. You

deploy one Windows 2000 domain controller in Building 2 and one Windows 2000 domain controller in
Building 3. The network is configured as shown in the exhibit.

M Pudg? )

Router

Domain
controller

Client
computers

{;u —Building 1 —Building 3 J

Router Router
Client D“I“EH” Client
computers i computers
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You create an Active Directory subnet for each building. You want to minimize WAN utilization and
ensurethat all client computers have access to Windows 2000 directory services.

How should you arrange the Active Directory sites and subnets?

A. Create one site to contain al three buildings.
Associate three subnets with the site.

B. Create one site for each building.
Assaociate the subnet for each building with the site.

C. Create one site to contain Building 1 and Building 2, and associate the subnets for Building 1 and
Building 2 with the site.
Create one site for Building 3, and associate the subnet for Building 3 with the site.

D. Create one site to contain building 2 and Building 3, and associate the subnets for Building 2 and
Building 3 with the site.
Create one site for Building 1, and associate the subnet for Building 1 with the site.

Answer: C

Explanation: The subnets with domain controllers, Building 2 and Building 3, should have separate sites. The
subnet of Building 1 could very well be included in the same site as Building 2, since Building 1 doesn't have
any domain controllers.

Incorrect Answers:
A: One site should be configured for each subnet containing a Domain controller.

B: Itisno necessary to create a separate site for building 1 since it doesn't include any domain controllers.
D: We should create separate sites for Building 2 and Building 3.

Q.178
You arethe administrator of your company's network. All client computersin the network arerunning
Windows 2000 Professional.

You install a Windows 2000 Server computer named Server 1 on your network. You install the DNS
Server serviceon Server 1, and then you promote Server 1 to a domain controller.

When users attempt to log on to the network, they receive an error message stating that a domain

controller cannot belocated. You discover that the client computers cannot locate a domain controller
during LDAP queries. You want to ensurethat Serverlisavailablefor user logons.
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What should you do?

A. Createthe SRV (service) recordsfor Serverlin DNS.
B. Createthe PTR (pointer) records for Serverlin DNS.
C. On each client computer, create a Hosts file that contains the SRV (service) records for Serverl.
D. On each client computer, create a Hosts file that contains the PTR (service) records for Serverl.

Answer: A
Explanation: The logon service uses a SRV (service) record to locate the domain controlling authenticating the
login. Thisisthe source of the problem in this scenario. We must add a SRV (service) for Serverlin DNS.

Incorrect Answers:

B: PRT (pointer) records are used for IP address to host name resolution. Any specific PTR (pointer) records
are not required during the login process.

C: It would be adaunting administrative task to add a SRV (service) record to the Hosts file on each client.
Instead, adding a SRV (service) in DNSis preferred since it minimizes the administrative effort.

D: PRT (pointer) records are used for IP address to host name resolution. Any specific PTR (pointer) records

are not required during the login process. The required SRV (service) should be created in DNS, not in
multiple hostsfiles.
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Q.179

You company's network consists of two domains. contoso.com and sales.contoso.com. The contoso.com
domain contains one domain controller and one member server. You are a member of the Domain
Admins group in sales.contoso.com.

The sales.contoso.com contains two domain controllers. SalesDC1 and SalesDC2. The sales.contoso.com
domain contains 50 Windows NT Workstation computers and 50 Windows 2000 Professional computers.
All operations master rolesarelocated on SalesDC1.

You want to temporarily take SalesDC1 offline for service. You want to create 3,000 new accountsin
sales.contoso.com while SalesDC1 is offline.

What should you do?

To answer, drag the appropriate object to the appropriate destination.

Action Role Method
the infrastructure master by using Active Directory Users and Computers.
Transfer
the RID mastar by using Active Directory Replication Monitor,

Seize

the PDC emulator by using Active Directory Domains and Trusts.
Query the domain naming master by using Active Directory Sites and Services.

the scherma master
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Answer:
Action Role Method
Transfer the PDC emulator by using Active Directory Users and Computers.
the infrastructure master

the RID master by using Active Directory Replication Monitor,

Seize
by using Active Directory Domains and Trusts.
Cuery the domain naming master by using Active Directory Sites and Services.
the schema master

Transfer the PDC emulator by using the Active Directory Usersand Computers.

Explanation: The PDC emulator is needed for password changes, creation of new accounts etc for the
Windows NT computers. In this scenario the PDC emulator is offline therefore we need to seize therole. If it
was online we could transfer therole.

The PDC emulator receives preferential replication of password changes performed by other domain controllers
in the domain. If a password was recently changed, that change takes time to replicate to every domain
controller in the domain. If alogon authentication fails at another domain controller due to a bad password, that
domain controller will forward the authentication request to the PDC emulator before rejecting the logon
attempt.

Note: Totransfer the PDC emulator role

1. Open Active Directory Users and Computers

2. In the console tree, right-click the domain controller node that will become the new PDC emulator
master, and then click Connect to Domain.

3. Type the domain name or click Browse and select the domain from the list.

4. Inthe consoletree, right-click Active Directory Usersand Computers, and then click
OperationsMasters.

5. On the PDC tab, click Change.
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Reference:

Windows 2000 Server documentation, To transfer the PDC emulator role
Flexible Single Master Operation Transfer and Seizure Process (Q223787)
Windows 2000 Active Directory FSMO Roles (Q197132)

Q.180
You aretheadministrator of your company's network. The network consists of a single DNS domain. A
Windows NT Server 4.0 computer named Server1 hoststhe primary DNS zone for the domain.

You install a new Windows 2000 Server computer named Server 2 to function asthefirst domain
controller in the network. Server2 contains a secondary zone for the domain. During theinstallation of
Active Directory, you choose to manually update DNS so that it containsthe Active Directory resour ce
records. You need to import these records from Server2 into DNS.

What should you do?

A. Import the contents of the Netlogon.dns file to the standard primary zone file on Serverl, and then
restart the DNS Server service on both servers.

B. Import the contents of the Netlogon.dns file to the standard secondary zone file on Server2, and then
restart the DNS Server service on both servers.

C. Import the contents of the Root.dns file to the standard primary zone file on Serverl, and then restart the
Net Logon service on both servers.

D. Import the contents of the Root.dns file to the standard secondary zone file on Server2, and then restart
the Net Logon service on both servers.

Answer: A
Explanation: The recordsin the Netlogon.dns file on the Windows 2000 domain controller must be imported to
the root zone on the Windows NT 4.0 DNS server.

Note: Every Windows 2000 DC has a Netlogon.dnsfile located in its %SystemRoot%\System32\Config folder.
Thisfile contains alist of DNS records that the DC will attempt to register when the Netlogon service starts.
Because the non-dynamic DNS server will not accept the domain controller's attempts to dynamically register
the A records, the A records have to be manually configured on the authoritative DNS server. On the non-
dynamic DNS server that is authoritative for the root of the zone, create A records in the root zone.

Reference:

Integrating Windows 2000 DNS into an Existing BIND or Windows NT 4.0-Based DNS Namespace
(Q255913)
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Incorrect Answers:
B: A secondary zonefileisread only. The records of the Netlogon.dns should be imported to the DNS server
that is authoritative for the zone, in this scenario to Serverl which has a primary zonefile.

C: The Root.dns does not contain relevant Active Directory records.

D: The Root.dns does not contain relevant Active Directory records. Furthermore the zone file on Server2 is
read-only.

Q.181

You aretheadministrator of your company's Windows 2000 network. The networ k contains 5,000
computersrunning Windows 2000 Professional. All client computer s use dynamic update and DHCP.
The network also containsthree DNS servers. Serverl, Server2, and Server3. Server 1 runs Windows
2000 Server and functionsasthe primary master server. Server2 and Server3are UNI X serversthat are
running thelatest version of BIND DNS. Server2 and Server3 also function as secondary servers.

The DNS serversreplicate the entire DNS zone several times each day. Y ou want to minimize replication
traffic and ensurethat the zone one each server is properly synchronized.

What should you do?

A. Configure Server2 and Server3 to request the incremental zone transfer method, and then set up zone
transfer notifications from Serverl to Server2 and Server3.

B. Decreasethe Time-To-Live (TTL) of the DNS records in the domain.

C. Configure Server2 and Server3 to request the incremental zone transfer method, and then set up zone
transfer notifications from Server2 and Server3 to Serverl.

D. Increasethe Time-To-Live (TTL) of the DNS records in the domain.

Answer: A
Explanation: Bind 8 and later support incremental zone transfers. These zone transfers will decrease network
traffic compared to full zone transfers. We must configure a notify list on the authoritative DNS Server Serverl.

Note: A Zone transfer will occur during any of the following scenarios:
«  When starting the DNS Service on the secondary DNS server.
«  When the refresh time expires.
«  When changes are saved to the Primary Zone file and there is a Notify List.

The Microsoft DNS server alows specification of a secondary server list, also known as anotify list. Note that
itisalist of secondariesfor thiszone on this server. It need not be a complete list of secondaries for the zone.
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Its purpose is to give administrators a fine degree of control over the replication graph for a zone.
Thislist has two functions:

=  Serversinthislist are notified when anew version of the zoneis available.

= If the SecureSecondaries registry key is used, zone transfers are refused to servers not in this|list.

Reference:
Explanation of a DNS Zone Transfer (Q164017)
Microsoft DNS Server Registry Parameters, Part 3 of 3 (Q198410)

Incorrect Answers:
B: TTL only setslifetime of DNS records. It doesn't affect the zone synchronization.

C: Thetransfer notification isinitiated by the DNS server that is authoritative for the zone.
D: TTL only setslifetime of DNS records. It doesn't affect the zone synchronization.

Q.182

You arethe administrator of your company's Windows 2000 networ k. The network consists of asingle
domain, which operatesin native mode. The domain containstwo domain controllers. DC1 and DC2. The
network is configured as shown in the exhibit.

@ Subnet A )

o1 oC2 Client
Global catalog Infrastructure master Computers
FPDC emulatar

Schema master
RID master

Dornain naming master

DC2 experiences a hardwarefailure. You replace the faulty hardware component and restart the server.
The domain controller failsto load Windows 2000. You cannot correct the problemson DC2. DC1is
oper ating normally. The most recent backup tape for DC2 isthree months old.

Y ou want to restore your network to the previous configuration. What should you do?
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To answer, drag the appropriate step number to the appropriate location in thelist of actions taken.

Possible actions act?c:-::rt::en Stepnumbens
Restore the server from backup tape. 1
Run DCPromo.exe on DC2. 2
Reinstall Windows 2000 Server on DC2. 3
Seize the PDC emulator FSMO role, 4

Launch the Ntdsutlil utility on DC1.

Launch the Ntdsutil utility on DC2.

Seize the infrastructure master FSMO role
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Answer:
Possible actions act?-::-::rt::en Step numbers
Restore the server from backup tapea.
Run DCPromo.exe on DC2. 2
Reinstall Windows 2000 Server on DCZ2. 1
Seize the PDC emulator FSMO role.
Launch the Ntdsutil utility an DC1,
Launch the Ntdsutil utility on DC2. 3
Seize the infrastructure master FSMO role =

Reinstall Windows 2000 Server on DC2.
Run DCPromo.exeon DC2.

L aunch the Ntdsutil utility on DC2.
Seizetheinfrastructure master FSMO role.

poODNPE

Explanation: We should reinstall the computer, then make it an domain controller by adding Active Directory
with DCPromo.exe. Then we need to seize the infrastructure master FSMO role with the Ntdsutil utility.

Note 1. Theinfrastructure master isresponsible for updating the group-to-user references whenever the
members of groups are renamed or changed. Temporary loss of the infrastructure master is not visible to
network users. It will not be visible to network administrators either, unless they have recently moved or
renamed a large number of accounts. If the infrastructure master will be unavailable for an unacceptable length
of time, you can seize the role to adomain controller

Note 2: To seize the infrastructure master role
1. Click Start, click Run, and then type cmd.
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. At the command prompt, type ntdsutil.

. At the ntdsutil prompt, type roles.

At the fsmo maintenance prompt, type connections.

At the server connections prompt, type connect to server, followed by the fully qualified domain
name.

At the server connections prompt, type quit.

At the fsmo maintenance prompt, type seize infrastructure master.

. At the fsmo maintenance prompt, type quit.

. At the ntdsutil prompt, type quit.

GAWN

© N

Reference: Windows 2000 Server documentation, Responding to operations master failures

Incorrect answers:
Restorethe server from backup tapes.
The backup tapes are 3 months old. Using them would restore old information.

Seize the PDC emulator FSMO role.
Server2 only had the Infrastructure FSMO role, not the PDC emulator role.

Launch the Ntdsutil utility on DC1.
DC2, not DC1, has crashed.

Q.183
You are a consultant for several different companies. You design the security policiesfor the computers
running Windows 2000 Server and Windows 2000 Professional in your customers networks.

You use these security policiesto configure a server named Server1. You want to deploy the security
configuration on Server1to computersin your customer's networks by using the least amount of
administrative effort.

What should you do first?

A. Create a Group Policy Object (GPO) that configured the security settings for all computers to match the
settings on Serverl, and then link the GPO to the domain.
Export the consolelist to afile.

B. Inthe Security Configuration and Analysis snap-in, analyze Serverl and export the security template in
afile.

C. Inthe System Information snap-in, save the system summary as a system information file.

D. Inthe Security Templates snap-in, export the console list to afile.
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Answer: B

Explanation: We are using severa policies on Serverl. We want to configure the Windows 2000 Professional
computers with the same security configuration as Serverl. Thisis accomplished by analyzing Serverl in the
Security Configuration and Analysis snap-in. Then we export the resulting security template and apply it to the
Windows 2000 Professional computers.

Note: The security configuration and analysis database is a computer-specific data store. The database
architecture allows the use of personal databases, security template import and export, and the combination of
multiple security templates into one composite security template that can be used for analysis or configuration.
New security templates can be incrementally added to the database to create a composite security template;
overwriting atemplate is aso an option. Y ou can aso create personal databases for storing your own
customized security templates.

Reference: MCSE Training kit core requirements, Security Configuration and Analysis

Incorrect Answers:
A: Not all computers are in the same network. Using a single GPO will not work.

C: Thisisnot away to transfer security configuration.
D: Thisisnot theway to doit.
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Q.184

Your company's network consists of three domains. contoso.com, fabrikam.com, and
gports.fabrikam.com. You are a user in sports.fabrikan.com. You are a schema administrator in the
Schema Admins group.

Y ou want to modify the schema by usingan MM C console. Which steps should you take?

To answer, drag the appropriate step number to the appropriate location in thelist of actions taken.

Possible actions m?;ﬂ:';::m Step numbers
Become a member of the Enterprise Admins group. 1
Become a member of the Domain Admins group. 2
Open the Active Directory Schema snap-in. 3

Open the Active Directory Users and Computer snap-in,

Run Regsrv32 Schmmgmt.dll

Set registry for Schema Update Allowed.

Modify the schema
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Answer:

Possible actions actions taken

Order of Step numbers

Become a member of the Enterprise Admins group.

Become a member of the Damain Admins group.

Open the Active Directory Schema snap-in. 2

Open the Active Directory Users and Computer snap-in,

Run Regsrv32 Schmmgmt.dll 1

Set registry for Schema Update Allowed.

Modify the schema 3

Explanation: First we must register the Active Directory Schema snap-in. This can be done running the
Regserv32 Schmmgmt.dil at the command prompt. Then we start it and modify the appropriate schema.

Note: To Enable Schema Updates by Means of the Schema Management Console:

1.

N

SP LI S

~

At acommand prompt, type:

regsvr 32 schmmgmt.dll

NOTE : RegSvr32 has been successfully registered when a DIIRegister Server in schmmgmt.dl|
succeeded dialog box is displayed.

Open a new management console by clicking Start , click Run , and then type:

MMC

On the Console menu, click Add/Remove Snap-in.

Click Add to open the Add Standalone Snap-in diaog box.

Click Active Directory Schema, and then click Add .

"Active Directory Schema" is displayed in the Add/Remove snap-in. Click Close, and then click OK to
return to the console.

Click Active Directory Schema so that the Classes and Attributes sections are displayed on the right-
hand side.

Right-click Active Directory Schema and click Operations Master .
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9. Click to select the Schema may be modified on this Domain Controller check box. Click OK , and
then exit the console.

Reference: Schema Updates Require Write Accessto Schemain Active Directory (Q285172)

Incorrect answers:

Become a member of the Enterprise Admins group.

Only Schema Admins group members can change the schema. And you are already a member of the Schema
Admins group.

Become a member of the Domain Admins group.

Only Schema Admins group members can change the schema. And you are already a member of the Schema
Admins group.

Open the Active Directory Users and Computer snap-in.

The Active Directory Schema snap-in, not the Active Directory Users and Computer snap-in, is used to modify
aschema

Set registry for Schema Update allowed.

It is not recommended to enable schema updates by directly editing the "Schema Update Allowed" registry key.
Schema updates should be enabled through the console method, whenever possible.
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Q.185

You company's network consists of two domains. contoso.com and sales.contoso.com. The contoso.com
domain contains one domain controller and one member server. You are a member of the Domain
Admins group in sales.contoso.com.

The sales.contoso.com contains two domain controllers; SalesDC1 and SalesDC2. The domain also
containsone Windows NT BDC named SalesNT 1. The sales.contoso.com domain contains 50 Windows
NT Workstation computersand 50 Windows 2000 Professional computers. All operations master roles
arelocated on SalesDC1.

Y ou need to takes SalesDC1 offline for two weeks. You want to allows Windows NT usersto changetheir
passwor dswhile SalesDC1 is offline

What should you do?

To answer, drag the appropriate object to the appropriate destination.

Action Role Method
the infrastructure master by using Active Directory Replication Monitor,
Transfer
the RID mastar by using Active Directory Domains and Trusts.
Seize
the PDC emulator by using Active Direclory Sites and Services,
Query the domain naming master by using the Nidsutil utility.
the schema master
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Answer:
Action Role Method
Transfer the PDC emulator by using the Ntdsutil utility.
the infrastructure master by using Active Directory Replication Monitor,
the RID master by using Active Directory Domains and Trusts,
Seize

by using Active Directory Sites and Services,

Cluery the domain naming master

the schema master

Explanation: The PDC emulator isresponsible for password changes. Since thisis a planned shutdown, and
not an emergency shutdown, of the PDC emulator, we should transfer the role.

Reference:

Using Ntdsutil.exe to Seize or Transfer FSMO Roles to a Domain Controller (Q255504)

Windows 2000 Server Resource kit, Active Directory Diagnostic Tool (Ntdsutil.exe), Managing Operations
Master Roles

Incorrect answers:

Transfers are preferred to seizes.

Y ou don't query operations master roles.

The PDC Emulator role, not any other role, changes the passwords in a domain.

The Ntdsutil utility or the Directory Users and Computers can be used to transfer the PDC emulator role. The
other listed methods do not work.
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Q.186

Your company's network consists of two Windows 2000 domains: contoso.com and sales.contoso.com.
Each domain contains one domain controller and one member server. You are a member of the
Enterprise Admins group.

Y ou want each domain to contain two domain controllers. Which two actions should you take? (Each
correct answer presentspart of the solution. Choose two.)

A. Manualy install anew server in sales.contoso.com by using the Windows 2000 CD-ROM.
During this process, install the server as adomain controller.

B. Manually install anew server in contoso.com by using the Windows 2000 CD-ROM.
During this process, install the server as adomain controller.

C. Manudly install a new member server in sales.contoso.com by a network installation point
Then, promote the server to adomain controller.

D. Manualy install a new member server in contoso.com by a network installation point
Promote the server to a domain controller by using an unattended setup file to script the promotion
process.

E. Install anew member server in sales.contoso.com by using Remote Installation Services (RIS).
Then, promote the server to adomain controller.

F. Install anew member server in contoso.com by using Remote Installation Services (RIS).
Promote the server to adomain controller by using an unattended setup file to script the promotion
process

Answer: C,D
Explanation: First we must install the servers as member servers. Then we upgrade them to domain controllers.
There are two separate steps which cannot be merged into one single step.

Note: To upgrade a member server to domain controller either use dcpromo.exe or the Configure Y our Server
utilities.
Incorrect Answers:

A, B: Itisnot possible to configure adomain controller during the installation process.

E, F. Itispossibletoinstall amember server with RIS (see Q308508). This would require SP3 and afix to
SP3. No installation of Service Packsis discussed in the scenario.
RIS might also seem an unnecessary complicated procedure to install only two servers.

Note: It is possible to use a script to promote a member to a domain controller (see Q224390, Q223757).
Reference:

Unable to Create Windows 2000 Server Image on RIS Server (Q308508)

How to Automate Windows 2000 Setup and Domain Controller Setup (Q224390)

Unattended Promotion and Demotion of Windows 2000 Domain Controllers (Q223757)
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You aretheadministrator of a Windows 2000 domain. The domain has a Windows 2000 Server
computer named Toronto. Usersin the domain frequently work on different Windows 2000 Professional
computers. All Windows 2000 Professional computersarein the domain.

Y ou want to enable roaming profilesfor all users.

Y ou want to accomplish the following goals:

All usersin the domain will be ableto work on all Windows 2000 Professional computers and have
their own desktop settings available on all computers.

All usersin the domain will be able to make changesto their desktop settings.

All usersin the domain will be able to accesstheir documentsin the My Documentsfolder from
any Windows 2000 Professional computer.

The amount of datathat is copied between the Toronto server and the Windows 2000 Professional
computerseach timea user logson or off will be minimized.

What should you do? (Choose two.)

A.

B.

Configure aroaming profile for each user in the domain. Use \\Toronto\Profiles\%Username%o as the
profile path.

Configure aroaming profile for each user in the domain. Use
\\Toronto\Profiles\%Username%\Ntuser.man as the profile path.

Create anew Group Policy Object (GPO) named Profilescript. Assign the Profilescript GPO to the
domain. Configure the Profilescript GPO to assign alogon script to all users. Include the runas /profile
explorer.exe command in the logon script.

Create a new Group Policy Object (GPO) named Docs. Assign the Docs GPO to the domain. Configure
the Docs GPO to redirect the My Documents folder to the \\Toronto\Docs\%Username% location.
Create anew Group Policy object (GPO) named Profiledocs. Assign the Profiledocs GPO to the domain.
Configure the Profiledocs GPO to exclude the My Documents folder from each user's roaming profile.

Answer: A, D

Explanation:

A: We must configure roaming user profiles. Each user must have a unique profile, which should not be
mandatory.

D: To reduce network traffic during the logon process the My Documents folder should be redirected to a
network share, one separate share for each user.

Reference:
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Configuration of the My Documents Folder (Q221837)
Windows 2000 Server documentation, Folder Redirection

Incorrect Answers:

B: We should not use mandatory profiles, profiles named Ntuser.man, since we want the users to be able to
make changes to their desktop settings.

C: Therunas/profile explorer.exe command in alogin script would not achieve the required results.

E: Excluding the My Documents from the users roaming profiles would decrease network traffic, but it the My
Documents folder could no longer be used.
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