
The Professional Test Engineers Common Body of Knowledge (CBOK)
PURPOSE 

Common Body of Knowledge (CBOK) For the Information Systems Software Testing Profession

A profession is defined by its common body of knowledge, its code of ethics, and its certification process. Software testing has met the requirements to be designated a profession. The CBOK represents what the Certified Software Test Engineer Certification Board and leading quality test practitioners believe testing practice should be.  

The CBOK is needed to achieve these professional objectives:

Define the Profession:  The CBOK permits someone to explain their profession through the knowledge domains required by that profession.  

Lead the Profession: Changes to the CBOK should precede changes in the practice of professional activities. The inclusion of new areas within the body of knowledge helps prepare professionals for the new challenges they will face.

Define the Needed Knowledge Domains: The CBOK, for any profession, defines the minimum level of proficiency needed to perform effectively in the profession. It is not meant to include all the knowledge domains that quality practitioners might need during their lifetime, but rather, the knowledge needed by an entry-level quality professional to perform effectively.

Support Certification: The examination that individuals must pass to become certified uses the knowledge domains within the CBOK as a basis for developing the examination questions. 

Maintain Proficiency:  The CBOK describes the educational areas an individual should pursue in order to maintain proficiency. The CSTE designation, like most other professional designations, requires 40 hours per year of continuing professional education credit to maintain the CSTE professional designation.

This version of the CBOK includes 16 knowledge domains in five categories. These domains are further subdivided into key topical areas.  

The 16 knowledge domains represent the areas in which testing professionals should have knowledge, skills, and abilities. Knowledge domain contents acquaint test practitioners with the subject matter they will need to know to prepare for the examination phase of the CSTE program. Questions from any or all of the 16 domains may be included in a given examination. Each knowledge domain contains references to appropriate study material.

Category I: GENERAL SKILLS


Knowledge Domain 1: Communications

The CSTE shall demonstrate the ability to apply general skills that are the foundation upon which effective testing is built. The skills in this category cover both general information service activity skills and leadership skills. These general skills are necessary to effectively execute the activities described in CBOK Categories 2 through 5.

Giving Information

1. Audience Evaluation – Evaluating the audience needs and developing appropriate presentation materials, which are accurate, complete, and adequate for the subject information.

2. Effective Presentation – Providing information, or teaching, in a manner that transfers understanding and is appropriate to the audience and subject information.

3. Written Correspondence – Providing written confirmation and explanation of defects found. Being able to describe on paper a sequence of events to reproduce the defect. The ability to record keystrokes or procedures. The ability to analyze information, so that all pertinent information is recorded and communicated to the proper person.

4. Oral Delivery – The ability to communicate problems and/or defects in a non-offensive manner that will not incite ill feelings or defensiveness on the part of the developers. The ability to articulate a sequence of events in an organized and understandable manner. Includes effective participation in team activities.

Receiving Information

1. Effective Listening – Actively listening to what is said; asking for clarification when needed, and providing feedback statements to acknowledge your understanding; documenting conclusions.

2. Interviewing – Developing and asking questions for the purpose of collecting data for analysis or evaluation; includes documenting conclusions.

3. Analyzing – Determining how to use the information received.

Personal Effectiveness

1. Negotiation – Working together with one or more parties to develop options that will satisfy all parties.

2. Conflict Resolution – Bringing a situation into focus and satisfactorily concluding a disagreement or difference of opinion between parties.

3. Influence and Motivation – Using techniques and methods in order to invoke a desired effect on another person. Influencing others to act in a certain goal-oriented activity.

4. Judgment – Applying beliefs, standards, guidelines, policies, procedures, and values to a decision in a specific set of circumstances.

5. Facilitation – Helping a group achieve its goals by providing objective guidance.

Knowledge Domain 2: Professional Development (within the test function)
Continuing Professional Education

1. Identification of Training Needs – Determining the individuals for whom additional proficiency is needed to perform the testing process.

2. Behavior Change Techniques – Encouraging and inducing change and modification in the behavior of people.

Leadership

1. Meeting Chairing – Organizing and conducting meetings to provide maximum productivity over the shortest time period.

2. Facilitation – Helping the progress of an event or activity. Formal facilitation includes well-defined roles, an objective facilitator, a structured meeting, decision-making by consensus, and defined goals to be achieved.

3. Team Building – Aiding a group in defining a common goal and working together to improve team effectiveness.

4. Process Definition – Creating or adapting a documented testing process.

Recognition

Recognition is showing appreciation to individuals and teams for work accomplished. This also means publicly giving credit where due and promoting other’s credibility.

Networking

Networking is participating in outside activities and organizations which foster quality attitudes and goals, and helping to develop standards, tools, and methodologies in support of quality functions. (i.e., local QAI chapters, etc.)

Code of Conduct

Code of conduct is adhering to the CSTE Code of Conduct.

Knowledge Domain 3: Quality Principles and Concepts
Quality Principles/Quality Management

1. Quality Principles – Understanding the tenets of quality and their application in the enterprise’s quality program.

2. Total Quality Management Systems – Understanding how quality attitudes and methodologies are implemented in all aspects of the enterprise. Software quality is a co-equal partner with all quality efforts.

3. Cost of Quality – Understanding that the cost of quality is the sum of the cost of prevention (QA) of flaws, the cost of appraisal (QC) of products, the searching for flaws, and the cost of failure caused by flaws.

4. Management by Process – Developing and using processes to perform and control work.

5. Management by Fact – Using valid quantitative data to track the progress of work.

Quality Assurance/Quality Control

1. Quality Assurance versus Quality Control – Being able to distinguish between those activities that modify the development processes to prevent the introduction of flaws (QA) and those activities that find and correct flaws (QC). Sometimes this is referred to as preventive versus detective quality methods.

2. Process Analysis and Understanding – Ability to analyze gathered data in order to understand a process and its strengths and weaknesses. Ability to watch a process “in motion,” so that recommendations can be made to remove flaw-introducing actions and build upon successful flaw-avoidance and flaw-detection resources.

3. Quality Attributes – Understanding the characteristics of software that need definition and testing, such as correctness, reliability, efficiency, integrity, usability, maintainability, testability, flexibility, portability, reusability, and interoperability.

Knowledge Domain 4: Methods for Software Development and Maintenance
Process Knowledge

1. Software Development, Operation, and Maintenance Process(es) – Understanding the processes used in the tester’s organization to develop, operate, and maintain software systems.

2. Tools – Application of tools and methods that aid in planning, analysis, development operation, and maintenance for increasing productivity. For example, configuration management, estimating, and Computer-Aided Software Engineering (CASE) tools.

3. Project Management – Performing tasks to manage and steer a project toward a successful conclusion.

4. Documentation – Understanding the documents developed in the tester’s organization to design, document, implement, test, support, and maintain software systems.

Roles/Responsibilities

1. Requirements – Tasks performed, techniques used, and documentation prepared in identifying, prioritizing, and recording the business needs and problems to be resolved by the new or enhanced system. Also, to assess the testability of requirements.

2. Design – Tasks performed, techniques used, and documentation prepared in defining the automated solution to satisfy the business requirements.

3. Interfaces:

· Person/Machine Interfaces – Interfaces that include the operating system and the development languages that are available, as well as the input/output facilities. 

· Communications Interfaces – Interfaces that include transmission of information between computers and remote equipment (e.g., transmission of computer data over networks.) 

· Program Interfaces – Interfaces for the exchange of information, whether on the same computer, or distributed across multiple tiers of the application architecture.

4. Build and Install – Tasks performed, techniques used, and documentation prepared in building the automated solution to satisfy the business requirements; including installation of software.

5. Maintenance – Software modification activities performed on an operational system to resolve problems (correction), increase functionality (enhancement), meet changing operating environment conditions (adaptation), or improve operational efficiency or speed.

Category II: Test Skills/Approaches


The CSTE shall demonstrate the ability to apply test skills, which are the options and methods available to testers for testing software. This includes the professional standards applicable to software testing; managing the test processes to ensure the standards are met; and ensuring that the test strategies are utilized effectively and efficiently.

Test management leads, organizes, plans, directs, and controls the organization’s resources used to test software. The management activities include communications with involved parties, training, and development of software testers, and creating the testing environment. Management needs to understand and use effective test concepts when managing testers.

Knowledge Domain 5: Testing Principles and Concepts
1. Definition of Test Specifications – Establishing test objectives, purpose, approaches, pass/fail criteria, and the entrance and exit criteria.

2. Testing Techniques – Various approaches used in testing, including static or “human” (desk checking), white-box (logic driven), black-box (requirements driven), load testing, and regression. Also included are topics such as the purpose of and methods for designing and conducting tests.

3. Testing Methods – Methods or types include such tests as unit, performance, string, integration, systems, recovery, regression, and acceptance.

4. Independent Testing – Testing by individuals other than those involved in the development of the product or system.

5. Commercial Off The Shelf (COTS) Software – Testing of purchased software is essential and must be included in the overall test plan. Besides verifying the reliability of the product, the integration of the COTS software with internally developed code must be insured.

6. Testing Code Developed Under Outside Contract – A primary objective of this testing effort is to determine conformance to requirements specified in the contracted documents. The integration of this code with the internal code is another important objective. The tester should be involved in establishing the requirement for the capability to establish and define testing requirements for a contract.

7. Test Quality – Determining the adequacy of a test to satisfy its purpose.

8. Testing Life Cycle – A systematic approach to testing that normally includes these phases:

· Risk Analysis (Domain 8);

· Test Planning (Domain 10);

· Test Design (Domain 11);

· Test Execution (Domain 12);

· Defect Tracking and Management (Domain 13);

· Quantitative Measurement (Domain 14); and

· Test Reporting (Domain 15).

9. Vocabulary – The technical terms used to describe various testing types, tools, principles, concepts and activities (see Glossary in Appendix A).

Knowledge Domain 6: Verification and Validation Methods
Verification Concepts

Verification concepts is the understanding of principles, rationale, rules, participant roles, and the psychologies of the various techniques used to evaluate systems during development.

Reviews and Inspections

1. In-Process Review – Review techniques that range from informal peer activities to structured activities, including:  

· Product reviews conducted to assess progress toward completion and satisfaction of requirements.

· Inspections conducted to find defects in the work product, and to find defects in the work process 

2. Milestone Review – Review of products, and the processes used to develop or maintain the products, occurring at or near completion of each phase of development (e.g., requirements, design, and programming.) Decisions to proceed with development based on cost, schedule, risk, progress, readiness for the next phase, etc., are usually a part of these reviews.

3. Post-Implementation Review/Post Mortem Review – Review of a project after its implementation. Evaluation usually includes project compliance with approved requirements, planned versus actual development results, expected return on investment, resource utilization, supportability, etc.  Results are used for process improvement of the software development process.

4. Test Readiness Review – Review of entrance and exit criteria in order to determine if testing should progress.

5. Test Completion Review – Review of testing results to determine the state of the software product.

Audits

An audit is an independent assessment of a project to verify whether or not the project is in compliance with appropriate policies, procedures, standards, contractual specifications, and regulations. May include operational aspects of the project. (See definition of the term “audit” in the glossary.)

Knowledge Domain 7: Test Management, Standards, and Environment
Test Management

1. Test Objectives – Establishment of test related quality objectives and goals for the enterprise, organization, and project.

2. Test Competency – Establishing the organization’s competency goals.

3. Test Performance – Monitoring test performance for adherence to the plan, schedule and budget, and reallocating resources as required to avert undesirable trends.

4. Test Technology – Maintaining organizational awareness of, and competency with, emerging software and testing technologies.

5. Staffing – Acquiring, training, and retaining a competent test staff.

6. Management of Staff – Keeping staff appropriately informed, and effectively utilizing the test staff.

Test Standards

1. External Standard – Familiarity with and adoption of industry test standards from organizations, such as IEEE, NIST, DoD, and ISO.

2. Internal Standards – Development and enforcement of the test standards that testers must meet.

Test Environment

1. Test Process Engineering – Developing test processes that lead to efficient and effective production of testing activities and products.

2. Tool Development and/or Acquisition – Acquiring and using the test tools, methods, and skills needed for test development, execution, tracking, and analysis (both manual and automated tools including test management tools).

3. Acquisition or Development of a Test Bed/Test Lab/Test Environment – Designing, developing, and acquiring a test environment that simulates “the real world,” including capability to create and maintain test data.

Category III: test planning


The CSTE shall demonstrate the ability to plan tests including the selection of techniques and methods to be used to validate the product against its approved requirements and design. Test planning assesses the business and technical risks of the software application, then develops a plan to determine if the software minimizes those risks. Test planners must understand the development methods and environment to effectively plan for testing, including for regression testing.

Knowledge Domain 8: Risk Analysis
Risk Identification

1. Software Risks – Knowledge of the most common risks associated with software development, and the platform you are working on.

2. Testing Risks – Knowledgeable of the most common risks associated with software testing for the platform you are working on, tools being used, and test methods being applied.

3. Premature Release Risk – Ability to determine the risk associated with releasing unsatisfactory or untested software products.

4. Business Risks – Most common risks associated with the business using the software.

5. Risk Methods – Strategies and approaches for identifying risks or problems associated with implementing and operating information systems, products, and processes; assessing their likelihood; and initiating strategies to test for those risks.

Managing Risks

1. Risk Magnitude – Ability to rank the severity of a risk categorically or quantitatively.

2. Risk Reduction Methods – The strategies and approaches that can be used to minimize the magnitude of a risk.

3. Contingency Planning – Plans to reduce the magnitude of a known risk should the risk event occur.

Knowledge Domain 9: Test Tactics (Approaches, Tools, and Environment)

Test Approaches

1. Structural Test Approaches
· Load/Stress – Performs with expected volumes.

· Execution – Achieves desired level of proficiency.

· Recovery – Returns to an operational status after a failure.

· Operations – Executes in a normal operational status.

· Compliance (to process) – Developed in accordance with standards and procedures.

· Security – Protects in accordance with importance to organization.

2. Functional Test Approaches
· Requirements – Performs as specified (system testing).

· Regression – Unchanged functionality still performs as it did prior to implementing the change.

· Error Handling – Edits data/outputs and reports problems for corrective action.

· Manual Support – Processes needed by people to effectively use the software, such as documentation for users.

· Interfaces/Intersystems – Data is correctly passed from machine to machine, or system to system.

· Control – Reduce system risk to an acceptable level.

· Parallel – Old system and new system are run in production, and the results compared to detect unplanned differences and validate that each system produces the same results.

· Acceptance Testing – Meets user operational needs.

Test Tools

1. Tool Competency – Ability to use 1) automated regression testing tools; 2) defect tracking tools; 3) performance/load testing tools; 4) manual tools such as checklists, test scripts, and decision tables; 5) traceability tools; and 6) code coverage tools.

2. Tool Selection (from acquired tools) – Select and use tools effectively to support the test plan.

Test Environment

Environment competency is the ability to use the test environment established by test management.

Knowledge Domain 10: Planning Process

Pre-Planning Activities

1. Success Criteria/Acceptance Criteria – The criteria that must be validated through testing to provide user management with the information needed to make an acceptance decision.

2. Test Objectives – Objectives to be accomplished through testing.

3. Assumptions – Establishing those conditions that must exist for testing to be comprehensive and on schedule; for example, software must be available for testing on a given date, hardware configurations available for testing must include XYZ, etc.

4. Entrance Criteria/Exit Criteria – The criteria that must be met prior to moving to the next level of testing, or into production.

Test Planning

1. Test Plan – The deliverables to meet the test’s objectives; the activities to produce the test deliverables; and the schedule and resources to complete the activities.

2. Requirements/Traceability – Defines the tests needed and relates those tests to the requirements to be validated.

3. Estimating – Determines the amount of resources required to accomplish the planned activities.

4. Scheduling – Establishes milestones for completing the testing effort.

5. Staffing – Selecting the size and competency of staff needed to achieve the test plan objectives.

6. Approach – Methods, tools, and techniques used to accomplish test objectives.

7. Test Check Procedures (i.e., test quality control) – Set of procedures based on the test plan and test design, incorporating test cases that ensure that tests are performed correctly and completely.

Post Planning Activities

1. Change Management – Modifies and controls the plan in relationship to actual progress and scope of the system development.

2. Versioning (change control/change management/configuration management) – Methods to control, monitor, and achieve change.

Category IV: Executing the test Plan


The CSTE shall demonstrate the ability to execute tests, design test cases; use test tools; and monitor testing to ensure correctness and completeness.

Knowledge Domain 11: Test Design
Design Preparation

1. Test Bed/Test Lab – Adaptation or development of the approach to be used for test design and test execution.

2. Test Coverage – Adaptation of the coverage objectives in the test plan to specific system components.

Design Execution

1. Specifications – Creation of test design requirements, including purpose, preparation, and usage.

2. Cases – Development of test objectives, including techniques and approaches for validation of the product. Determination of the expected result for each test case.

3. Scripts – Documentation of the steps to be performed in testing, focusing on the purpose and preparation of procedures; emphasizing entrance and exit criteria.

4. Data – Development of test inputs, use of data generation tools. Determination of the data set or sub-set needed to ensure a comprehensive test of the system. The ability to determine data that suits boundary value analysis and stress testing requirements.

Knowledge Domain 12: Performing Tests
1. Execute Tests – Perform the activities necessary to execute tests in accordance with the test plan and test design (including setting up tests, preparing data base(s), obtaining technical support, and scheduling resources).

2. Compare Actual versus Expected Results – Determine if the actual results met expectations (note: comparisons may be automated).

3. Test Log – Logging tests in a desired form. This includes incidents not related to testing, but still stopping testing from occurring.

4. Record Discrepancies – Documenting defects as they happen including supporting evidence.

Knowledge Domain 13: Defect Tracking and Management
1. Defect Recording – Defect recording is used to describe and quantify deviations from requirements.

2. Defect Reporting – Report the status of defects; including severity and location.

3. Defect Tracking – Monitoring defects from the time of recording until satisfactory resolution has been determined.

Testing Defect Correction

1. Validation – Evaluating changed code and associated documentation at the end of the change process to ensure compliance with software requirements.

2. Regression Testing – Testing the whole product to ensure that unchanged functionality performs as it did prior to implementing a change.

3. Verification – Reviewing requirements, design, and associated documentation to ensure they are updated correctly as a result of a defect correction.

Category V: test analysis, reporting, and improvement


The CSTE shall demonstrate the ability to develop reports testing status reports. These reports should show the status of the testing based on the test plan. Reporting should support the enumeration, status, and execution of tests and regression testing. To properly report status, the testers should review and conduct statistical analysis on the test results and discovered defects.  The lessons learned from the test effort should be used to improve the next iteration of the test process.

Knowledge Domain 14: Quantitative Measurement
Metrics specific to testing include data collected regarding testing, defect tracking, and software performance. Use quantitative measures and metrics to manage the planning, execution, and reporting of software testing, with focus on whether goals are being reached.

Test Completion Criteria

1. Code Coverage – Purpose, methods, and test coverage tools used for monitoring the execution of software and reporting on the degree of coverage at the statement, branch, or path level.

2. Requirement Coverage – Monitoring and reporting on the number of requirements exercised, and/or tested to be correctly implemented.

Test Metrics

1. Metrics Unique to Test – Includes metrics such as Defect Removal Efficiency, Defect Density, and Mean Time to Last Failure.

2. Complexity Measurements – Quantitative values accumulated by a predetermined method, which measure the complexity of a software product.

3. Size Measurements – Methods primarily developed for measuring the software size of information systems, such as lines of code, function points, and tokens. These are also effective in measuring software testing productivity.

4. Defect Measurements – Values associated with numbers or types of defects, usually related to system size, such as “defects/1000 lines of code” or “defects/100 function points.”

5. Product Measures – Measures of a product’s attributes such as performance, reliability, failure, usability, 

Management by Fact

Management by fact is using quantitative measures and metrics to manage the planning, execution, and reporting of software testing.

Knowledge Domain 15: Test Reporting
1. Reporting Tools – Use of word processing, data base, defect tracking, and graphic tools to prepare test reports.

2. Test Report Standards – Defining the components that should be included in a test report.

3. Statistical Analysis – Ability to draw statistically valid conclusions from quantitative test results.

Knowledge Domain 16: Improving the Testing Process
Test Quality Control

Test quality control is verification that the test process has been performed correctly.

Analysis of the Test Process

The test process should be analyzed to ensure:

1. The test objectives are applicable, reasonable, adequate, feasible, and affordable.

2. The test program meets the test objectives.

3. The correct test program is being applied to the project.

4. The test methodology, including the processes, infrastructure, tools, methods, and planned work products and reviews, is adequate to ensure that the test program is conducted correctly.

5. The test work products are adequate to meet the test objectives.

6. Test progress, performance, processes, and process adherence are assessed to determine the adequacy of the test program.

7. Adequate, not excessive, testing is performed.

Continuous Improvement

Continuous improvement is identifying and making continuous improvement to the test process using formal process improvement processes.

