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Sharing Files and Printers between Linux and Windows
www.sourcemagazine.com, 8/00-9/00

It's surprisingly easy to make Linux and Windows coexist on a network. It's also increasingly common for home Linux users to have two computers, one with Linux and one with Windows, hooked together by a network. This month's article goes into detail about how to share files and printers between Linux and Windows.

Before starting, make sure you have the necessary prerequisites: two computers, one running Linux and the other running Windows 95 or greater; a network card in each machine (typically called an ethernet card or sometimes a NIC, for network interface card); and a network cable between the two computers (with a hub if you are using standard twisted pair cabling). Each computer will need to have its own IP address, and be able to "see" the other on the network.

Windows will need to have its standard networking components installed. Linux will require the samba and the lpr packages to be installed. These components are probably installed by default.

Setting Up the Basics

Your systems each need to have the ethernet card enabled with a valid IP address. The easiest way to check this on Linux is type "/sbin/ifconfig eth0", without the quotes, from a command prompt. If it shows eth0 with UP, RUNNING, and a valid IP address, you are set. This is what my system shows:

	seattle:~$ /sbin/ifconfig eth0

eth0      Link encap:Ethernet  HWaddr 00:10:5A:5F:5B:CD



  inet addr:64.6.198.147  Bcast:64.6.198.255  Mask:255.255.255.0



  UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1



  RX packets:14390 errors:0 dropped:0 overruns:0 frame:0



  TX packets:8993 errors:0 dropped:0 overruns:0 carrier:0



  collisions:2 txqueuelen:100



  Interrupt:11 Base address:0xd000


The line that stars with "inet addr" has your Linux system's IP address on it.

If your Windows system shows a Network Neighborhood icon on the desktop, networking is installed. To ensure you have everything you need, click on the Start button, choose Run, and enter "winipcfg", without the quotes, and click Ok. You should see a dialog, similar to [image: image5.jpg]B EQ Vew Go Favodes Hep
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below, which lists your network card and IP address. If it shows "PPP Adapter" instead of a network card, select your network adapter from the drop-down list.

The litmus test is the ping test. If you can ping each system from the other system, you have all the connectivity you need right now. From a Linux command prompt, type ping followed by the IP address of the Windows computer. From a Windows command prompt, type ping followed 
by the IP address of the Linux computer. For example:

	seattle:~$ ping 64.6.198.146

PING 64.6.198.146 (64.6.198.146): 56 data bytes

64 bytes from 64.6.198.146: icmp_seq=0 ttl=32 time=0.7 ms

64 bytes from 64.6.198.146: icmp_seq=1 ttl=32 time=0.7 ms

64 bytes from 64.6.198.146: icmp_seq=2 ttl=32 time=0.7 ms

64 bytes from 64.6.198.146: icmp_seq=3 ttl=32 time=0.7 ms

--- 64.6.198.146 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss

round-trip min/avg/max = 0.7/0.7/0.7 ms

C:\WINDOWS\Desktop>ping 64.6.198.147

Pinging 64.6.198.147 with 32 bytes of data:

Reply from 64.6.198.147: bytes=32 time=1ms TTL=255

Reply from 64.6.198.147: bytes=32 time=1ms TTL=255

Reply from 64.6.198.147: bytes=32 time=1ms TTL=255

Reply from 64.6.198.147: bytes=32 time=1ms TTL=255


Both of these commands showed responses, which means each computer can "see" the other.

Getting Windows to See Linux Files and Printers

Samba is the name of the program that allows Windows to see Linux files and printers. To configure samba, edit the smb.conf file (generally in the /etc or /etc/samba.d directory). Mine looks like this:

	[global]

workgroup = CHEEK.COM

server string = Samba Server on Caldera OpenLinux

load printers = yes

printing = lprng

max log size = 50

security = user

socket options = TCP_NODELAY

dns proxy = no

[homes]

comment = Home Directories

path = %H

browseable = no

writable = yes

create mask = 0750

[printers]

comment = All Printers

path = /var/spool/samba

browseable = no

guest ok = no

writable = no

printable = yes

create mask = 0700

[cdrom]

comment = CD-ROM

path = /mnt/cdrom

browseable = yes

public = yes

writable = no

printable = no


Most likely your system will already have an smb.conf file tuned to your particular Linux distribution. Where the options in your file and the options in my file differ, consider using yours as it probably will work better.

This file tells samba to join the workgroup CHEEK.COM and to share each user's home directory and a CD-ROM. It also tells samba to share all printers, but before this will work you need to create a raw printer device. Normal Linux printer definitions need to know what type of printer they are attached to, such as my HP895Cse at work or my Canon BJC-4400 at home. A raw printer device is a printer with the same characteristics as your actual printer, except Linux doesn't care which type of printer it is. If you can print from a printer attached to your Linux box, great! But Windows won't be able to print to it unless you create the raw printer device.

For example, my Canon here at home prints fine from Linux because I created a print queue called lp and selected the Canon BJC-4400 driver. Now that I want to get it to print from Windows, I created a second queue, called raw, for this printer. I chose the "Generic raw printing device" instead of Canon BJC-4400 and called the queue "raw" instead of "lp". That's what you will need to do to get Windows printing to your Linux printer. How to do this depends on your distribution; in Caldera I chose to use COAS for the job.

Now that things are set up, samba needs to be started. Again, this is distribution-specific; on my Caldera system I typed /etc/rc.d/init.d/samba stop and then /etc/rc.d/init.d/samba start. Check your distribution documentation for details.

The Windows machine needs a little bit of tweaking also. First, make sure that the workgroup name in the Network Properties dialog is the same as the workgroup = line in the smb.conf file (mine is CHEEK.COM). Once this is done, double-click on the Network Neighborhood icon on your desktop; you should see both the Linux and Windows computers here, as shown in Figure 2. Double-click on your Linux computer, and you will see the files and printers available! Figure 3 shows what my Windows computer shows when I browse my Linux computer in the Network Neighborhood.

Notice that I have my home share (joseph), a CD-ROM share, and a DVD share listed. I added the DVD share using the same format I used for the CD-ROM above; I copied the text following the [cdrom] entry, changed the name and the mount point (from /mnt/cdrom to /mnt/dvd, which is where Linux recognizes my DVD drive), and created a [dvd] entry. Notice also that both printers show up; the lp Linux printer and the raw Windows printer. Make sure you choose to print to the raw Windows printer or else your print jobs will be garbled.

There is a chance your Windows machine will refuse to connect to the Linux machine even when you type in your passwords correctly. If this happens you need to update your Windows (or your Linux) machine so that they speak the same level of password encryption. Microsoft has a web page on how to do this in Windows 98 at http://support.microsoft.com/support/kb/articles/q187/2/28.asp. You can follow the same instructions for Windows 95 also, although you will need a Windows 98 CD if you choose the second method listed on this web page. After performing this fix, you will need to restart your Windows computer.
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Fig.3

Getting Linux to See Windows Files and Printers

Alas, I am out of room for this month. Next month I will discuss how to do things the other way around, namely getting to your Windows files and printers from your Linux box. Thanks!

Sharing Files and Printers between Linux and Windows, Part 2

This month's article finishes what I didn't have room for last month: getting Linux to see files and print to printers on a Windows machine. Again, the necessary components are the same: two computers, one running Linux and the other running Windows 95 or later; a network card in each machine (typically called an ethernet card or sometimes a NIC, for network interface card); and a network cable between the two computers (with a hub if you are using standard twisted pair cabling). Each computer will need to have its own IP address, and be able to "see" the other on the network.

Windows will need to have its standard networking components installed. Linux will require the samba and the lpr packages to be installed. These components are probably installed by default.

The configuration on the Linux machine is the same as last month's, so make sure you do that before trying this month's. You will need to have your eth0 interface show UP and RUNNING, and should be able to ping your Windows computer.

Setting Up Your Windows Computer

Start with the configuration you used last time on your Windows computer; make sure that the workgroup name in the Network Properties dialog is the same as the workgroup = line in the smb.conf file (mine is CHEEK.COM). If your Linux system is still configured with the information in last month's article, check your network by double-clicking on the Network Neighborhood icon on your desktop; you should see both the Linux and Windows computers here.
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	Figure 1. For Windows to share its resources over a network, you need to enable File and Printer Sharing from the Network Control Panel.


At this point you need to tell Windows to share its resources over the network. Enable File and Printer Sharing from the Network Control Panel (see Figure 1). Once you have enabled this, tell Windows which directories and printers to share. From My Computer or Windows Explorer, right-click on an drive letter, folder, or printer and choose sharing.

In the dialog box that appears, click on "Shared As:" and type a descriptive name in the "Share Name" box. It's best to give it a small name with no spaces. Once you have done this, click "OK" and view that same icon. It will now have a hand underneath it, signifying that it is shared (see Figure 2).
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Now try to get to your computer... from your computer! Open Network Neighborhood and this time double-click on your Windows computer, the one that you are using right now. You should see the share names of the directories and printers that you have shared! You can see what mine looks like in Figure 3.
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	Figure 3. Open Network Neighborhood and double-click on the Windows computer you're using. You should see the directories and printers you have shared.



Connect to a directory share by double-clicking on the share name. If it asks you for a username and/or password, type those in. Once this is done, you are viewing your own files on your own computer over the network! Admittedly, there's not much of a reason to use a network to get at your own files on your own computer, but keep in mind that this was just a test of the network configuration. If you were able to get in to your computer via the Network Neighborhood, then you configured it correctly.

Accessing Your Windows Files From Linux

Samba, the program that lets Windows machines see Linux resources will also let Linux machines see Windows resources. If you configured Samba using last month's directions, you are ready to access your Windows files now. If you did not configure Samba yet, go ahead and do that first. The first thing to check is to see if you can see the Windows shares from Linux. For this use the smbclient command that comes with Samba. From a command prompt, type in the following: smbclient -L //COMPUTERNAME
Substitute the name of your Windows computer on the network for COMPUTERNAME. Since my Windows machine is named sanjose, I typed: smbclient -L //sanjose
To see the response I got, refer to Figure 4: Accessing the Windows computer from Linux. You can see the same three shares as shown in Figure 3. This means your computers are "talking" to each other.

	added interface ip=207.202.196.154 bcast=207.202.196.255 nmask=255.255.255.0 
Password:

Sharename 
Type 
Comment 
PRINTER$ 
Disk 
  
HP895CSE 
Printer 
  
CDROM 
Disk 
  
C 
Disk 
  
IPC$ 
IPC 
Remote Inter Process Communication 



As you can see, this showed me the same three shares as in Figure 3 (C, CDROM, and HP895CSE), as well as two others, PRINTER$ and IPC$. Those are hidden shares; don't worry about them. The good news is that I could see my shares.

The easiest way to access Windows files is by mounting a Windows share on your Linux filesystem, making it appear just like those files are on your hard drive. Create a directory for the mounted file system; on my system I created a new directory called /mnt/sanjose. Then, as root, type the command shown in Figure 5.

	Figure 5. Type this command to access your Windows computer from within Linux. Be sure to replace all the arguments in capital letters with your specific information.

	mount -t smbfs -o uid=LINUXUSER,gid=LINUXGROUP
//WINDOWSCOMPUTER/SHARE /mnt/MOUNTPOINT 


Replace all of the arguments in capital letter (in Figure 5) with the appropriate information.

LINUXUSER is your username on your Linux machine, joseph in my case. LINUXGROUP is the Linux group name; mine is users. You can get these both by typing the id (identification) command when you are logged in.

WINDOWSCOMPUTER is the name of the Windows computer, sanjose in my case. SHARE is the name of the share; I wanted to access the C share, my C: drive, but I could have used CDROM or any other file share I had created. /MNT/MOUNTPOINT is the name of the directory I created on my Linux system for this mount: /mnt/sanjose. The specific information that I typed into my own Linux machine can be found in Figure 6.

	Figure 6. The same command line as above, with the author's particular information.

	mount -t smbfs -o uid=jospeh,gid=users
//sanjose/c/mnt/sanjose 


Now you can get to your Windows files just like they were on your Linux system!

Printing To Your Windows Printer From Linux

Samba includes a printing utility called smbprint that allows you to print to Windows printers. Some distributions have utilities that will allow you to graphically configure Windows printing; Caldera doesn't, so I will show you how to do it by hand.

	Figure 7. In order to print to his networked HP Deskjet 895Cse from within Linux, the author first added the lines at left to the /etc/printcap file on his Linux system, then modified them to the text at right.

	hpdj:\
    :lp=/dev/lp0:\
    :br#57600:\
    :rm=:\
    :rp=:\
    :sd=/var/spool/lpd/hpdj:\
    :mx#0:\
    :sh:\
    :if=/var/spool/lpd/hpdj/printfilter:
	hpdj:\
    :lp=/dev/null:\
    :br#57600:\
    :rm=:\
    :rp=:\
    :sd=/var/spool/lpd/hpdj:\
    :mx#0:\
    :sh:\
    :af=/var/spool/lpd/hpdj/acct:\
    :if=/usr/bin/smbprint:


The first step is to create a printer entry for your printer, as if it was a local printer attached to your Linux box. Use your normal tools to do this; it will add a few lines in the file /etc/printcap on your system. To add my HP Deskjet 895Cse, I typed in the text on the left side of Figure 8 (I called the printer hpdj).

As root, edit this file. Change the lp line to be /dev/null, add an af line with the same information as your sd line (with an /acct postfixed), and change the if line to show /usr/bin/smbprint. To see what my /etc/printcap shows with these modifications, refer to the text on the right side of Figure 8.

You can now print to the Windows printer. For a test, try this:

echo hello | lpr -Phpdj

This assumes you named your printer hpdj when you created it in Linux. If not, put the name of your printer after the capital P in this command.
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