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All business will eventually be "e-enabled". With the Internet dominating every facet of communication, trade transactions and commercial operations, innovative opportunities become available to businesses that are quick and savvy on the Net.

But with new opportunities come new dangers, risks and challenges. And the old rules of security may no longer apply.

Consider the nature of your company’s information -- customers’ credit database, trade transactions, employees’ personal details, contracts, investors’ records and so on. This information is the life-blood of your business. In the past, this was kept in files and locked. But today, you don’t lock up your information after working hours and retrieve it the next day. In a competitive world, you need information that is accessible, retrievable and can be processed any time of the day, from any place on the globe to any person permitted to see it.

If you can access your information from anywhere, then anybody else can, too.

This is not what you want. You only want certain people to get to your information and even then, you want only certain people to access certain categories of information.

However, because the process of storing information electronically is so new to many businesses, many aspects of security that seem common and sensible in the physical world are often overlooked in the electronic- or e-world.

Information is the currency of commerce. You don’t allow your accounts clerk to leave petty cash lying around, yet you are likely to leave your information system vulnerable to unauthorised entry.

Sometimes intruders don’t just steal your data online, they contaminate your content. If there’s anything worse than data theft, it’s data that’s corrupted, and you not knowing it. Imagine someone looking at bank accounts and making minute but crucial changes to the figures.

Your operational motto in online business is to boldly go where few have dared, armed with knowledge and the right security tools, so that all your employees, associates, partners and customers can access your data in the right places and at the right security level.

To build a secure and trusted online business information system you need the following:

- Authentication of users.

- Permitted access to specified categories and levels of information.

- Confidentiality and integrity of data.

- Non-repudiation of online transactions.

Authentication

You need to ensure that both the sender and recipient are who they say they are. This is the core of any business transaction and is even more crucial online. Essentially the transaction is between two computers with no physical contact between humans using them. Authentication is a three-step process of both parties establishing, verifying and accepting each other’s identity. Static passwords and user IDs are not sufficient for today’s e-business.

Permitted access and authorisation

An authorised user in a transaction should see only the information needed and nothing more. Dif-ferent users need access to different types and levels of information. Authorisation involves allowing the user’s access to specified computers, file directories and application programs.

There are also different levels of authorisation -- from simple authorisation that involves limiting access at the URL, to moderate authorisation which provides conditional access to directories and files based on access control lists, to complex authorisation which involves elaborate rule-based access control.

Data privacy and integrity

Data privacy is about maintaining the confidentiality of information shared between two parties in an e-business transaction. For example, a bank would want to protect user names and passwords, and of course, credit card numbers, that accompany transmissions. You also need to ensure the integrity of the information as it moves around the Internet. Imagine that when a company is ready to fulfil a large online order from one of its resellers, the reseller claims the order was significantly smaller and that details of the order quantity have been changed.Non-repudiation

In doing business online, neither party can declare that a transaction never happened nor that the received data is different from what was transmitted. With e-business, you need to prove the identity of both sender and receiver, and that the agreed transaction details have not been altered.

The reality is that most enterprises don’t treat security with any seriousness. In fact, most treat it as an afterthought, like closing the stable doors after the horses have bolted.

IT budgets are expended on awesome pieces of hardware and software and only what’s left over is spent on security. But if you are serious about your business, you have simply got to have locks and proper keys both electronically and physically. In fact, the hardware and software should never be switched on without making sure they’re secure.

Security must be planned at the design stage of the system, and implemented in tandem with the hardware and software installation. The integrity of information needs to be preserved. Compromised information is completely without value.

Obviously, there are companies that do consider security but the majority tend to think no further than firewalls, anti-virus shields and intrusion detection software. This is false security.

Threats to businesses come in more insidious forms than viruses and hackers.

They may appear as unauthorised entry to corporate networks from inside the network, data that is compromised during transmission, parties denying they have made transactions, defaced websites, compromised personal data, and compromised confidential information.

Building a trusted e-business means having a network that is totally secure -- yet without cumbersome barriers that put off genuine users. Such an infrastructure is composed of firewalls, anti-virus shields, Internet access control, intrusion detection systems and security technologies that ensure a trusted online business information system.

A trusted network is no less a corporate asset than any other that generates returns on investment.

Richard Turner is vice-president of RSA Security Asia-Pacific.
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