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New product activation and authentication technologies are showing results in the fight against casual software piracy among consumers and business users.

Microsoft implemented a compulsory Windows product activation (WPA) system when it launched Windows XP last year. When the operating system is installed in a computer hard disk for the first time, the activation system prompts the user for the CD key -- a unique string of numbers and letters that appears on the box of each original software package.

You can activate it online through the Internet or call Microsoft using a toll-free number provided on the box. When the CD key has been given, the product activation system combines the details about your PC configuration, such as the hard disk used, and sends the information to Microsoft's activation database to generate a "confirmation ID" that will allow you to activate and use the software

The WPA technology then locks the copy of the software to a specific hardware configuration, thus preventing other users from using the same copy on a different computer system.

A Microsoft spokesperson confirmed that WPA has helped reduce piracy for Windows XP compared to Windows Millennium, which did not have this anti-piracy feature.

Games like NeverWinter Nights and EverQuest require users to authenticate their copy of the game each time they log on to play with other players over the Internet.

Mr Erik Ford, general manager of the game's distributor Eidos Interactive, said: "NeverWinter Nights sold 50 per cent more because gamers had to get an original copy."

Ms Daphne Chung, IDC Asia Pacific's senior analyst for software, said: "Technologies like WPA are starting to work quite well in Singapore to curb casual home and business piracy."

However, these anti-piracy technologies do not spell an end to piracy. The WPA technology was, for example, unable to stop the software pirate syndicates.

"Pirate syndicates will always find ways around it," Ms Chung said.

These syndicates swiftly discovered that the original equipment manufacturer (OEM) version of Windows XP Professional Edition had a bypass code, and duplicated it for sale.

Explained Ms Irene Tan, Microsoft Singapore's business development manager: "Product activation is meant only to dissuade casual copying. It is by no means a method for controlling piracy per se. Product activation technologies will improve with customer feedback."

In the case of the authentication technologies used by the game developers, pirate syndicates cracked the algorithm used to protect the CD keys of some older games and created a CD key generator program.

If a player just wants the single-player part of the game, pirated copies will allow him to get it.

While technology like WPA and online authentication have shown results and are likely to stay, there's still a long way to go.

"A combination of efforts involving education, enforcement and technology is needed, of which education is the key," said Ms Tan.
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