Routing and Switching I

Lab #2 

DUE:9/20/00

The goal of this lab is to train you to copy the IOS image and configuration on CISCO routers.  In this lab you will be introduced to the utility on which all networking engineers thrive i.e. PING. 

1. Go to router R3 and copy the IOS image from the TFTP server at address 130.10.10.1. 

Follow the following steps:

Step 1:

            Establish a console session with the router
This can either be done with a direct console connection or virtual telnet connection.  A direct console connection is preferred over a telnet connection because a telnet connection will be lost during the reboot phase of the software installation.

Step 2:

Configure the Router

Configure the Ethernet interface of the router with the IP address  130.10.10.34 with a 24-bit subnet mask (255.255.255.0). 

Connect the Ethernet interface of the router and that of the PC onto the same hub.

Step 3:

Verify that the TFTP server has IP connectivity to the router

The PC is configured as the TFTP server. Double click the TFTP server icon on the Desktop to start the TFTP server. The Ethernet card on the PC is configured with the IP address 130.10.10.1/24.  Ping the router from the PC and make sure the ping is 100% successful.

Router#ping 130.10.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echoes to 130.10.10.1, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

 Step 4:  

            Begin the process of copying the new software image from the TFTP server to the router

            Router> enable

            Router#

            Router# copy tftp flash

 Step 5:

            Specify the IP address of the TFTP server

            When prompted, enter the IP address of the TFTP server as in the following example:

            Address or name of remote host [255.255.255.255]? 130.10.10.1

 Step 6:

            Specify the filename of the new Cisco IOS software image

The IOS images are stored in the directory c:\temp\ios_images. You can use any  of the files under this directory for this lab. All the images are the same except that their filenames are different.

When prompted, enter the filename of the Cisco IOS software image to be installed as in the following example:

Source file name? ios_image1.bin

Step 7:

            Specify the destination image filename

This is the name the new software image will be called once loaded onto the router. 

            Destination file name [80180812.bin]? ios_image1.bin

 Step 8:

            Clear flash for new image

When prompted, enter "yes" to erase the existing software image resident in the router's Flash memory before copying the new one:

Erase flash device before writing? [confirm]y

Flash contains files. Are you sure you want to erase? [confirm]y
The router asks you to confirm the copy process again, this time specifying what exactly it is going to do.

Copy 'ios_image1.bin' from server

  as 'ios_image1.bin' into Flash WITH erase? [yes/no]y

The router reloads after this point using the emergency IOS stored in the ROM. It erases the flash file system and then continues loading the IOS image from the TFTP Server onto the flash. The entire copying process takes several minutes and differs from network to network.  During the transfer process, messages indicate if the specified file has been accessed.  The exclamation point (!) indicates that the copy process is taking place. Each exclamation point (!) indicates that ten packets have been transferred successfully. A checksum verification of the image occurs after the image is written to Flash memory. The router will reload itself with the new image once the software upgrade has been completed.

 Step 9:

            Verify new software image has been loaded

After reload is complete, the router should be running the desired Cisco IOS image.  Use the "show version" command to verify.

Following is the  screen shot during the copy process.

Router#ping 130.10.10.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echoes to 130.10.10.1, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Router#copy tftp flash
                         ****  NOTICE  ****

Flash load helper v1.0

This process will accept the copy options and then terminate

the current system image to use the ROM based image for the copy.

Routing functionality will not be available during that time.

If you are logged in via telnet, this connection will terminate.

Users with console access can see the results of the copy operation.

                         ---- ******** ----

Proceed? [confirm]y

System flash directory:

File  Length   Name/status

  1   5435532  igs-inr-l.111-15.bin

[5435596 bytes used, 2953012 available, 8388608 total]

Address or name of remote host [130.10.10.1]?

Source file name? ios_image1.bin

Destination file name [ios_image1.bin]?

Accessing file 'ios_image1.bin' on 130.10.10.1...

Loading ios_image1.bin from 130.10.10.1 (via Ethernet0): ! [OK]

Erase flash device before writing? [confirm]y

Flash contains files. Are you sure you want to erase? [confirm]y

Copy 'ios_image1.bin' from server

  as 'ios_image1.bin' into Flash WITH erase? [yes/no]y

%SYS-5-RELOAD: Reload requested

%FLH: ios_image1.bin from 130.10.10.1 to flash ...

System flash directory:

File  Length   Name/status

  1   5435532  igs-inr-l.111-15.bin

[5435596 bytes used, 2953012 available, 8388608 total]

Accessing file 'ios_image1.bin' on 130.10.10.1...

Loading ios_image1.bin .from 130.10.10.1 (via Ethernet0): ! [OK]
Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased

Loading ios_image1.bin from 130.10.10.1 (via Ethernet0): !!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

 [OK - 5435532/8388608 bytes]

Verifying checksum...  OK (0x9E40)

Flash copy took 0:03:05 [hh:mm:ss]

%FLH: Re-booting system after download

2. Now copy the configuration from the same TFTP server at address 130.10.10.1. Copying configuration is much easier than copying the IOS image. 

The configuration for router 3(R3) is stored in the file r3config and for router (R4) in the file r4config respectively. For this re-do the steps 1 through 3 of above-mentioned procedure.  

Repeat the procedures for both R3 and R4.

Begin the process of copying the configuration from the TFTP server to the router’s running

-configuration.

Router# copy tftp running-config

Specify the configuration filename

      Address of remote host[255.255.255.255]?

       Enter the address as 130.10.10.1 

When prompted, enter the configuration filename loaded as in the following example:

            Source file name? r3config.txt

3. Look at the configuration of router R4 and router R3. Wire-up the interfaces that have been configured appropriately. Also using the configuration for R3 and R4, try to draw the network setup.

4. Check all the relevant interfaces.  Are they operational?

Screen shot for the configuration copy process.

R4#

R4#copy tftp run

R4#copy tftp running-config

Host or network configuration file [host]? host

Address of remote host [130.10.10.1]?

Name of configuration file [r4config]?

Configure using r4config from 130.10.10.1? [confirm]y

Loading r4config from 130.10.10.1 (via Ethernet0): !

[OK - 385/32723 bytes]

R4#

%SYS-5-CONFIG: Configured from r4config by console tftp from 130.10.10.1 

For the following steps 5-10 write down the results after each step(if the ping was successful or not).

5. On router R3 type this command.

 
ping 130.10.30.4

               ping 130.10.30.3

6. On router R4 type this command.

 
ping 130.10.30.4

               ping 130.10.30.3

7. Also on router R3 try this:

 
ping 130.10.10.3

8. On router ‘R4’ type this command:

 
ping 130.10.10.3 

9. On Router ‘R4’ type this command:

             ping 130.10.20.4

10. On router R3 try:

 
ping 130.10.20.4

11. On router R3 type this command.

 
ping 180.10.10.4

               ping 130.10.30.3

12. Type following command on both routers and write down the result.

 
sh ip route

Lab-2Exercise.

1. Draw the network you have just configured. Specify the IP address of the interfaces. Draw any additional details which you think should be present in the Figure.

[image: image1.wmf]
[image: image2.wmf][image: image3.bmp]
[image: image4.wmf]



2. What was the result of ping command in step 5, 6, 7, and 9?  If you can, state reasons in support of your answer.

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

3. What was the result of ping command in steps 8, 10, and 11? If you can give reasons in support of your answer.

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

4. Someone has altered the network you had configured.  You did some debugging and found that you are not able to ping anywhere from router R3.  What will you do?

Step#1  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  Step#2  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  Step#3  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ Step#4  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

5. What is the result of step#12?  Is the result same on both routers? Explain?

 _  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   

_  _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

Graded Questions

1. The Ping utility is used for sending user data(true/false).

2.When a ping is “100%” successful, what does it mean?

    _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

3.How many echo packets are sent when using

  a)    ping

  _ _ _ __ _ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _   _ 

  b)    extended ping

  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ _ _ _ _ _ _ _ _ _ _ _ _ __ _ _ _ _ __ _ _ __ __ __ _ _ _ _ _ __ 

4. Issue the command “clear arp” on router R3.  Connect the PC Ethernet interface in the same hub as that of R3 e0.  Now ping the IP address of the PC.  Observe the messages carefully.  Issue the ping command again.  Do you see any difference?  Justify your answer.

5. Repeat step 4 but now with the IP address of the R4’s s1 interface.  Do you see any difference?  Justify your answer as before.

6. Issue the command “sh running-config” on R3.  Also issue the command “sh startup-config”.  Is there any difference?  If yes, why?  Also suggest some commands to use to sync both  the configuration files.
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