Routing and Switching I

Lab #7

In this lab you will learn the procedures required to recover a lost login or enable password.  The procedures differs depending on the platform and the software used, but in all cases, password recovery requires that the router be taken out of operation and powered down.

Note: 

1. Please use cisco as the password where necessary.

2. Please be prepared to do password recovery right away.  The group before you might have set a password other than cisco.

3. Use show version command to determine the platform before you try the password recovery.

Password Recovery

You will be working with the configuration register as part of this lab.  The config-register is a 16 bit register.  Look up information about the config-register on documentation CD, CISCO web site, or any other resources available to you.  

Software Configuration Register Bits (What do they mean) 

	Bit Number
	Value
	Meaning

	0 to 3
	0x0000 to 0x000F
	Boot field 

	6
	0x0040 (setting bit 6 to 1)
	Causes system software to ignore NVRAM contents

	8
	0x0100
	Break disabled

	13
	0x2000
	Boot default Flash software if network boot fails


Explanation of Boot Field

	Boot Field
	Meaning

	0x0000
	Stays at the system bootstrap prompt

	0xXXX1
	Boots the first system image in onboard Flash memory

	0xXXX2 – 0xXXXF
	If you set the boot field value to 0x2 through 0xF and there is a valid boot system command stored in the configuration file, the router boots the system software as directed by that value.  If there is no boot system command, the router forms a default boot filename for booting from a network server.  If there is no network server configured, as is the case in our lab, the standard setup dialogue is started.


Step-by-Step Procedure

Assume you have been locked out of the router.  You have access only to the user mode.  Follow the instructions below from the user mode.  Do not get into privileged mode.

1. Type show version and record the value of the configuration register.

2. Using the power switch, turn off the router and then turn it on.  

3. Press CTRL+Break on the terminal keyboard within 60 seconds of the powerup to put the router into ROMMON mode.

4. This is where the procedure differs depending on the platform.  

For 25XX and 4000 

· Type o/r 0x2142  or  0x42 at the > prompt to boot from flash without loading the configuration.

· Type i or reset at the > prompt.  The router reboots but ignores its saved configuration.

For 2600, 3600, 4500, 4700

· Type confreg 0x2142 at the rommon 1> prompt to boot from Flash without loading the configuration.

· Type reset at the rommon 2> prompt.  The router reboots but ignores its saved configuration.

5. Type no after each setup question or press Ctrl-C to skip the initial setup procedure.  

6. Type enable at the Router> prompt.   You'll be in enable mode and see the Router# prompt.

7. Type config mem or copy start running to copy the nonvolatile RAM (NVRAM) into memory.  Do not type config  term.  
8. Type config term and make the changes.  The prompt is now hostname(config)#.

9. Type enable password <password> to set the password to the new value or issue the command no enable password.

10. Type config-register 0x2102, or the value you recorded in step 1.  

11. Type write mem or copy running startup to commit the changes.

12. Type show version and observe the configuration register setting carefully.

Try password recovery procedures on different routers (2500/4000).  Be careful before you come to a conclusion regarding the model numbers for the routers.  

Graded questions

1. Explain the setting when the configuration-register is set to 0x2542

2. In how may different ways can you access a router(apart from your console port)?

3. In password recovery procedure why do we need to perform step 7?

4. What is the difference between “enable password” and “enable secret password”?

5. What happens if  “enable password” and “enable secret password” are the same?

6. When you configure enable password and issue the command show running, you can see the password set for the privileged mode.  Is there a method to prevent it from being visible?

7. What is the minimum configuration required to access the router from the auxillary port?

8. Set the configuration-register to 0x2542.  Reload the router.  Does the break sequence work?  Cross check with configuration-register settings and see if it matches with the settings.   Is there any difference? Explain



























































































