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Which reads as "x is equivalent to y, modulo m". What this means is that x and y leave the same remainder 
when divided by m. For example, 7 = 23 (mod 8) and 22 = 13 (mod 9). The following statement is a basic 
principle of modular arithmetic:  
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You can visualize this on the diagram - each time you add p you go round the circle, back to where you started. 
It doesn't matter where you start, how big the circle is, or how many times you do it, it's always true.  
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•  A number is prime if the only numbers that exactly divide it are 1 and itself. e.g. 17 is prime, but 15 
isn't, because it's divisible by 3 and 5.  

•  A pair of numbers are coprime if the largest number that exactly divides both of them is 1. The numbers 
themselves don't have to be prime. e.g. 8 and 9 are coprime, but 8 and 10 are not, because they're both 
divisible by 2.  

•  If you have a pair of distinct prime numbers, they will always be coprime to each other.  
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<> <> � < q and p %TD_OPT%>with>�

�
x = y (mod pq)�  

<>�    

<> < (mod %TD_OPT%>x="y">�  

�
x = y + kp�  

�
x - y = kp�  

�
p divides (x - y)�  

<> by a similar route, q divides (x - y)�
<> as p and q are coprime, pq divides (x - y)�

�
x - y = l(pq)�  

���������������������

�
x = y (mod pq)�  
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<> �

 

 

p-1 = 1 (mod p) 
if p is prime and x 0 (mod p)�

<>�   

<> � < ... 2, 1, numbers of Q, set the %TD_OPT%>consider>�

<>�
 
 
as p is prime, these numbers are coprime to p�

<> � 0 is not coprime to p�

�
Q includes all the numbers in (mod p) coprime to p�  

<>�   

<> � now consider the set U, obtained by multiplying each element of Q by x (mod p)
<> � < to coprime are Q element each x %TD_OPT%>both>�  

�
each element of U is coprime to p�  

<>�   

<> � < by prove we which distinct, is U %TD_OPT%>also,>�  

<> � < not elements two assuming %TD_OPT%>start>�  

<> � i = xQj (mod p) with i j�  

�
Qi = Qj (mod p) as x 0�  

<> � < distinct, is elements a this so %TD_OPT%>but>�  

���������������������

�
elements of U are distinct�  
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<>�   

<> � < like just p, that p) in all uses %TD_OPT%>so,>�  

�
U is a permutation of Q�  

�
U1.U2 ... Up-1 = Q1.Q2 ... Qp-1 (mod p)�  

�
xQ1.xQ2 ... xQp-1 = Q1.Q2 ... Qp-1 (mod p)�  

<> � 1.Q2 ... Qp-1�  

�

�
xp-1 = 1 (mod p)�  
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1. Person A selects two prime numbers. Say p = 53 and q = 61.  
2. Person A calculates p * q = 3233. This is the public key which he sends to B.  
3. Person A calculates the value of e such that GCD (( p – 1 ) * ( q – 1 ), e) = 1. This is also send to B.  
4. Suppose person B wants to send message M = 999 to A.  
5. Person B encrypts the message, c = Me (mod N) = 9997 (mod 3233) = 3026.  
6. Person B sends c to person A.  
7. Person A decodes c = 3026. Firstly, he finds d such that e * d = 1 (mod ( ( p – 1 ) * ( q - 1) ).  
8. This equation is solved using Extended Euclidean Algorithm. Hence d = 1783.  
9. Secondly, person A decodes the encrypted message c using: cd (mod N) = 30261783 (mod 3233) = 999.  
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1. The factors of the public key N, that is, p and q should be large enough so that its not easy to factorize 
N.  

2. In general,  the order of the primes should be 160 (512 bits) digits to 640 (2048 bits) digits.  
3. No algorithm is available that could factorize a number of the mentioned order in reasonable amount of 

time.  
4. So the RSA algorithm is defended by the non-availability of such algorithms.  
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1. One has to use brute-force to factorize N.  
2. The algorithms to factorize N have a running time exponential with respect to the length of N.  
3. Still the existence of a faster algorithm, to factorize N, is very remote.  
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1. Possible attacks on RSA  
2. Algorithm to find whether a number is prime or not (less time complexity algorithm).  
3. Largest prime numbers in use.  
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•  S.S.L. (Secure Sockets Layer)  
•  Firewalls  
•  ATM machines  
•  Digital Signatures  
•  Certificates  
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