#4: Identity Theft Prevention

Identity theft is a huge issue today and the threat to consumers is growing with the expansion of e-commerce, that is, business conducted over the internet. Some safeguards against identity theft are the same safeguards used to protect against software attacks and information theft. 
A firewall is usually included with most operating systems, but this is not always enough. To ensure extra protection from outside intrusions, you should disable file and printer sharing. This can be done on Windows vista from the control panel in the network and sharing area. By doing this, you prevent outside users from accessing personal files that may contain private information.  
Usernames and passwords are usually required to access particular websites. They are also used to log on and access files on a computer. The combination is usually created by the user, and this provides users with another tool for protecting their private information. Passwords should be carefully selected and unique. Never use something as obvious as a pet’s name or your own birth date. Alpha numeric combinations are often effective, and the longer the better. The best hackers often use software that helps them guess passwords, so it is important to choose an effective password and username combination. 

Essential information that needs extra protection is often encrypted. That means that readable information is converted into an unreadable combination of characters. An encryption key is required to decipher the information. This process prevents outsiders from accessing and understanding the contents of personal files. This is often done when vital information is sent via email, as you never know who could intercept the email in transit. Once the email reaches its intended destination it is then deciphered. A digital signature is also often included in an electronic message to verify the authentic identity of the sender. 
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Another safeguard that is more specific to e-commerce transactions is a digital certificate. This notice guarantees the legitimacy of a user or website. When you access a Website that does not have a valid digital certificate, most web browsers will display a warning message. Companies must apply for a digital certificate from a certificate authority (CA). Once Issued, the certificate includes encrypted information such as the company’s name, signature, and serial number. 
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Are you sure you want to allow this access?




One final step, which I personally take myself, is to use a trusted, outside source to process your payment.  PayPal is the most widely used, and trusted, third party payment processor, and I use it myself to make purchases on EBay. You can either deposit funds into an account with them, or you can link your PayPal account to a bank account. Then when it’s time to check out, you process your payment through PayPal, rather than distributing your personal and payment information to multiple online vendors. This drastically decreases your chances of identity fraud caused by online shopping. Shopping online can be risky if you are not careful. However if you take the proper precautions, it can be a very quick, easy, and convenient way to purchase products. 
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