BLUETOOTH TECHNOLOGY

ABSTRACT



Bluetooth is a communication standard for short-distance wireless communication. It replaces the many proprietary cables that connect one device to another with a single universal short-range radio link. For instance Bluetooth radio technology built into both the cellular phone and the laptop would replace the cable used today, to connect a laptop to a cellular phone.  



Bluetooth radio technology provides a Universal bridge to existing data networks, a peripheral interface and a mechanism to form small private ad hoc groupings of connected devices away from fixed network infrastructures.



The paper about Bluetooth technology provides description of some of the usage models and explains how the Bluetooth architecture is optimized to enable them.



This paper concentrates on how the security is implemented in Bluetooth wireless technology. It also deals with applications and future developments of the same area as well as how the Bluetooth is positioned relative to other wireless technology standards. 

INTRODUCTION



Bluetooth Technology was first launched in the year 1994. When launched, it gave a brilliant surprise to portable lifestyle. It was developed to provide a wireless interconnect between small mobile devices and their peripherals. This new innovation has given a solution to give cable free computer connections, which means real freedom to working environment despite location and wire availability.



Bluetooth wireless allows portable computers, notebooks, mobile phones, personal digital assistant and other handy gadgets to make use of ‘short range, low power’ radio technology to connect to each other. Bluetooth technology gives 400 KBPS data transfer rate and operates in 2.4 GHz frequency band, similar to cordless phones and 802.11b wireless LAN technology. It also supports 10-m computers connection at 1 MBPS speed.



Original Bluetooth market requirements dictated integration into small handheld devices, low cost, high security, low power and ubiquitous global use of Bluetooth technology. The goals of the technology did not include developing another wireless Local Area Network (WLAN) technology, for which there was already many in the market and many more being developed. While WLAN had good ad hoc networking there was no clear market standard to pick. Moreover cost was too high for integration, there were no global standards and integration into small handheld devices was a problem. As such it was decided to take a different approach: replace the cable from the ‘Network Adapters’ with a low cost RF link that we now call BLUETOOTH.



Bluetooth has taken its first step as a basic cable replacement technology and is now quickly evolving into more sophisticated applications such as peer to peer networking and personal area networking for cellular phones, PDAs, Computers, Printers and other devices. The market for Bluetooth handsets is forecast to increase dramatically reaching a total of 779.7 million devices by the year 2006. 



Bluetooth is a global standard for wireless connectivity. Today Bluetooth technology is the only specification targeted at this new market of cable replacement. Even the IEEE organization has recognized the need for wireless cable replacement technology and started the development of the 802.15-working group that focuses on this market.  



The Bluetooth technology tries to emulate the cost, security and capabilities of common cables carried by mobile travelers. “The technology must be secure as a cable; must be manufactured for about the same cost as a cable; must connect to variety of devices available to the mobile users and support data rates that are consistent with a mobile travelers needs; must support many simultaneous and private connections, must support the types of data used by the mobile users and must be very low power and compact to support the small portable devices into which the technology must be global as the mobile devices will travel and must work with devices found in other parts of the world”.  

DEVLOPMENT OF THE BLUETOOTH TECHNOLOGY



Members of a Special Interest group (SIG) developed the Bluetooth technology. The participating companies agree not to charge royalties on any Intellectual Property (IP) necessary to implement the technology. The SIG started initially with promoters, who were the primary developers of the technology, and then expanded to include early adapters and adoptees.

The Bluetooth Special Interest Group allows for developing interactive services and applications over interoperable radio modules and data communication protocols. Intel brings architectural knowledge, advanced Silicon technology, manufacturing expertise and software components to the group. Nokia contributed the radio technology and mobile handset software. IBM and Toshiba developed a common specification for integrating Bluetooth technology into mobile devices. 



The Bluetooth technology was developed to be used within a unique global environment that would not only enable integration into the host devices but would also allow the mobile devices to travel from one country to another. In addition, due to the personal/ confidential data contained on the different types of client devices. (E.g. the mobile computer), the link formed between these devices needed to be as secure as the cable it was replacing.  


BLUETOOTH SPECIFICATION



Bluetooth devices are connected through an Ad hoc network. An ad hoc network is a simple network where communications are established between multiple stations in a defined coverage area, without the use of an access point or server. The IEEE 802.11 standard specifies the etiquette that each station must observe so that they all have fair access to wireless media. It provides methods for arbitrating requests to use the media to ensure that the output is maximized for all the users.



Bluetooth technology is incorporated into a miniature radio, which is built into a microchip. The microchip is manufactured into the circuitry of wide range of devices, which by virtue of its presence, provides wireless interaction with any other Bluetooth enabled devices. A single Bluetooth radio can communicate with more than 200 other devices supporting the intelligent sharing of information. 



Bluetooth is essentially a radio transceiver operating in a spread spectrum mode; it changes frequency for every data packet some 1600 times per second. Bluetooth is in fact both a hardware specification and a software framework for interoperations; each designed to be implemented in a single chip.

COMPONENTS OF A BLUETOOTH SYSTEM



The major components in a Bluetooth system are as 

A Radio Chip



The radio unit is the actual radio transceiver, which enables the wireless link between Bluetooth devices.

A Baseband unit



The baseband unit is the hardware, consisting flash memory and a PU, which interfaces with the radio unit and the host device electronics at the hardware level. It takes the data that has been sent to it by the application processor and converts it into a form that can be easily transmitted across the radio spectrum. It takes the data from the application software, compresses it, splits it up into packet assigns identifying codes to the packets and decides what type of data connection should be used.

A Software Stack



The software stack is essentially driver software or firmware which enables the application level software to interface with the baseband unit.

An Application Software



It implements the user interface and overall functionality of the Bluetooth device.

BLUETOOTH USAGE MODELS



While the Bluetooth usage model is based on connecting devices together, it is focused on three broad categories

· Voice/data access points

· Peripheral Interconnects

· Personal Area Networking (PAN)

Voice/Data Access Points
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It is one of the key initial usage models and involves connecting a computing device to a communicating device via a secure wireless link.



For example a mobile computer equipped with Bluetooth technology could link to a mobile phone that uses Bluetooth technology to connect to Internet to access e-mail. The mobile phone acts as a Personal access point. Even more ideal, the notebook can connect to the Internet while the cell phone is carried in a briefcase or purse. The Bluetooth usage model also envisions public data access points in the future. Imagine the current data equipped pay phones in airports being upgraded with Bluetooth modems. This would allow any mobile device equipped with Bluetooth technology to easily connect to the Internet while located within ten meters of that access point. These Access points support much higher data rates than today’s modems.

Peripheral Interconnects

[image: image2.png]




It involves connecting other devices together as



Imagine standard keyboards, mice, and joysticks that work over a wireless link. The Bluetooth link is built into the mobile computer; hence the cost of the peripheral device is less because an access point is not needed. Additionally many of the devices can be used in multiple markets. For example, a Bluetooth headset used in the office could be connected to a Bluetooth access point that provides access to the office phone and multimedia functions of the mobile computer.  

Personal Area Networking (PAN)
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This Personal Area Networking focuses on ad hoc formation and break down of personal networks.


Imagine meeting someone in an airport and quickly and securely exchanging documents by establishing a private piconet. In the future Bluetooth kiosks could provide access to electronics media that could be quickly downloaded for later access on the mobile device.   

  

BLUETOOTH ARCHITECTURE



The Bluetooth technology is divided into two specifications. The Core and the Profile specifications. The Core specification discusses how the technology works while the profile specification focuses on how to build inter operating devices using the core technologies. Here the data transmission is a series of protocols within the Bluetooth system that possesses the data for suitable transmission and receipt. A good representation of General Bluetooth Architecture is provided as


Device 1

   Bluetooth System

Device 2
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At the highest architecture level lies the different communication and data information protocols that can communicate over the Bluetooth link, including Wireless Application Protocol(WAP), User Diagram Protocol (UDP), Transport Control Protocol(TCP), Internet Protocol(IP), and Point to Point Protocol(PPP). While all of these are standalone communication protocols, they can be adapted for transmission over a Bluetooth link. To support these different types of Communication protocols, the Bluetooth system architecture must capable of differentiating and converting data associated with these protocols into data packets that the Bluetooth baseband controller and RF transceiver can send.



One of the protocols within the Bluetooth architecture that is responsible for this adaptation is RFCOMM, which emulates a serial port and can be used by applications that use the serial ports on a Bluetooth device. RFCOMM can take the data from some of the higher level protocols mentioned previously and adapt it so it can be sent down to the baseband and converted into Bluetooth data packets and subsequently sent over a Bluetooth link.



Below RFCOMM lies the logical link control and adaptation protocol (L2CAP) that further supports the adaptation of other communication protocols such as Telephony Control Specification binary (TCS-binary) and the Bluetooth established Service Discovery Protocols (SDP) as well as performing the multiplexing between all incoming upper level protocols (RFCOMM, TCS, SDP). 

In addition to protocol multiplexing L2CAP is responsible for the segmentation of outgoing data packets so they may be transferred to the baseband processor, since the baseband processor cannot handle data packets of great size. L2CAP is also responsible for the reassembly of received data packets, which are subsequently sent to one of the higher level protocols designated to receive this data.

Once the original data has been segmented by L2CAP into subsequent L2CAP packets, the packets are then sent to the host controller interface (HCI), which is responsible for sending data and receiving data from the lower level Bluetooth hardware (Baseband Controller) through a physical bus (USB, RS232, PCI). HCI further alters the L2CAP packets so that the data may be transported over one of the physical buses. The link manager and baseband controller that assemble it into packets that are communicating using a Bluetooth link receive this data.

At the lowest level lie the link manager and the baseband controller. The baseband controller performs all low level processing, such as Bluetooth packet composition for transmission and packet decomposition upon reception. Running on the baseband controller is firmware implementing the link manager protocol, which handles link control is responsible for placing the device in low power states, and performs any encryption of data transmitted.

SECURITY

The way that the Bluetooth radio system is used in mobile devices and the type of data carried on these devices makes security an extremely important factor. While most wireless systems will claim that being a spread spectrum radio provides security, the volumes projected for Bluetooth radios eliminate this barrier. The link layer security architecture is given as

    At a link layer, the Bluetooth radio system provides Authentication, Encryption and Key management of the various keys involved. Authentication involves the user providing a Personal Identification Number (PIN) that is translated into a 128-bit link key that can be authenticated in a one or two way direction. Once the radios are authenticated the link can be encrypted at various key lengths.

The link layer security architecture provides a number of authentication schemes and a flexible encryption scheme that allows radios to negotiate for key length. This is important, as radios from different countries will be talking to each other. Security policies in these countries will dictate maximum encryption key lengths. Bluetooth radios will negotiate to the smallest common key length for the link. The Bluetooth architecture also supports authorization of different services to upper software stacks. For example, when two computers have created a Bluetooth link to exchange business cards, authorization must be created to extend these services.

The Bluetooth security architecture relies on PIN codes for establishing trusted relationships between devices. While not practical to go through all the combinations of uses of PIN codes, it should be noted that once a trusted pairing is established between devices, these codes could be stored within the device to allow more automatic/ simple connections. The key to Bluetooth simplicity will be establishing the trusted relationship between commonly used devices. For random ad hoc connections that require authenticated connections, PINs would have to be exchanged.      

BLUETOOTH FEATURES AND BENEFITS

Feature





   


Benefit

Uses 2.4GHz ISM Frequency
Ensures Bluetooth Devices 

Band. 
Can be used worldwide.

Piconets supports upto 8 connected
Multiple piconets are able to

Devices while one acts as master and 
connect to each other via the 

Others slave
master devices thus increasing the total no.of connected devices beyond 8.

Bluetooth will enable wireless 
Simplifies wireless 
Connectivity between a notebook

connectivity to the Internet or
Computer and a cellular phone
corporate network by eliminating the hassle of proprietary.

Since Bluetooth is a worldwide standard, wireless wide

area network connectivity can be delivered at a much lower cost than the alternative of integrating cellular

communications into notebook computers.

Bluetooth devices are able to 


Limiting range to ten meters
communicate to other devices


helps reduce power 
within a ten meter range
requirements making Bluetooth a practical technology for a broad range of battery operated devices like notebook computers and cellular phones.

Ten meters is adequate for all wireless personal area

networking applications Bluetooth has been designed to

enable while minimizing other burdens on Bluetooth

enabled devices such as cost and power consumption.

Public/Private key authentication 
Provides a high degree of
and encryption are key elements

security  for communications
of the Bluetooth standard


between Bluetooth devices.

Does not require line of site


Provides greater flexibility
between devices to establish a

and ease-of-use over wireless

connection
technologies like IrDA, which require a line of site between devices.

WIRELESS USAGE SCENARIOS BY TECHNOLOGY

Wireless 
Application


Usage Scenario 

Standard
Category


Bluetooth
Wireless Personal

I want to instantly connect my



Area Networking

notebook computer to another

(WPAN)
Bluetooth enabled notebook to transfer a file.

I want to collaboratively work on a document using Microsoft NetMeeting where meeting participants use notebooks that are wirelessly connected via Bluetooth.

Using a Bluetooth enabled wireless headset, I want to listen to CD playing on my notebook computer while it is in my briefcase.

I want to connect to the Internet via cellular phone without having to take my telephone out of my briefcase.

Wireless 
Application


Usage Scenario 

Standard
Category

802.11b
Wireless Local 

I want to always be connected to 



Area Networking

my corporate LAN while moving 

(WLAN)
about in my office building or campus.


Usage demands that I have access to corporate network data at performance level equivalent to a wire based LAN connection.

Cellular
Wireless Wide

I want to access to email and web

Technologies Networking

resources while travelling away from 



  (WWAN)


home, office.

COMPARISON OF WIRELESS TECHNOLOGIES




802.11b

Bluetooth

Infrared

Market

WLAN

WPAN

WPAN

Technology

RF 2.4GHz

RF 2.4GHz

Optical




FHSS, DSSS
FHSS


850mm

Power

Moderate

Low




Data rate

High


Moderate

Low

Distance

30-m/98 ft.

10 m/32 ft.

5 m/16 ft.

Topology

128 devices

8 devices 

10 devices




CSMA

point to 

point to 







Multipoint

multipoint

Security

Optical WEP
Public/Private
Application 







Authentication
layer







& Encryption


BLUETOOTH USAGE AND APPLICATIONS

There are too many applications in the conceptual stage & in development. With over 1800 adopter companies, new applications are being developed everyday. In the office & on the road, Bluetooth eliminates cabling & provides added mobility. Users no longer have to cable a cell phone to a handheld or notebook computer. Users no longer have to keep the computer & cell phone aligned to maintain a connection using the infrared port. 

Bluetooth allows users to leave the cell phone in a briefcase & still make that connection back to the office to update their calendar or to the Internet for the latest stock quote. Bluetooth allows the mobile

Computer to synchronize with our desktop computer when the mobile computer is dropped off on the desk. No more plugging & unplugging.

Designed to be an extremely low cost technology, other peripherals are likely to contain Bluetooth such as fax machines, cameras alarm systems, & virtually any other electronic device. Unlike other

Technologies available today, Bluetooth is designed to be a bubble of connectivity that moves with you. Incorporating Bluetooth into these other peripherals allows you to just walk-up to the machine & use it services or for it to detect your presence & initiate a pre-determined program or routine.

Bluetooth change the way we work

The way we work could change as well thanks to Bluetooth technology. The Bluetooth specification includes the concept of synchronization. It is potentially one example of how Bluetooth could change the way we work. The synchronization profile is likely better described as unconscious synchronization. The ability to automatically synchronization applications such as phonebooks & calendars between two devices either when you come within range of that device or

at pre-subscribed times using your cell phone. Thus, you can create an appointment on your handheld computer & have it synchronize with your desktop just by walking past your office on your way to your next appointment. No longer will you have to take the time to plug into your

computer & check for updates. 

Other examples that have been suggested include the way we interact with automobiles. So that when we are within range of the automobile, it would automatically adjust mirrors, move the seats to a preset position that is correct for us, unlock the car, & turn on interior lighting. No more locking or unlocking the car door. No more fussing to adjust the mirrors or seats to your preferences. 

BLUETOOTH IN THE FUTURE

Future direction of the Bluetooth standard

At this time, we anticipate the Bluetooth SIG to evolve the Bluetooth technology to provide greater bandwidth & distances, thus increasing the potential platforms & applications used in the emerging

Personal area networking marketplace.

Future of Bluetooth

Bluetooth is a continually expanding technology. There are plans to add many new application profiles. With over 1800 companies working on Bluetooth, the future could not be brighter. With a strong special interest group behind Bluetooth, the standardization of the application profiles is almost assured. 

According to market researchers, Cahners In-Stat Group, it is anticipated that as many as 670 million products will have Bluetooth built-in by the year 2005.

Will the speed of Bluetooth increase?

Some members of the Bluetooth SIG such as Sony & Eastman Kodak are interested in seeing the speed of Bluetooth increasing for applications such as streaming video. Proposals are under

Consideration but it is not clear when products based on any of the proposals would be available.
BLUETOOTH TERMINOLOGY

Piconet

A collection of devices connected via Bluetooth wireless technology. A piconet can be as few as two devices (portable PC & cell phone) & may be as many as eight devices. All Bluetooth devices

are peers & have identical implementations. When establishing a connection to another device, one unit will act as a master & the other(s) as slave(s) for the duration of the connection. 

Piconets can be established & linked together ad hoc. Each piconet is identified by a different frequency hopping sequence to keep them separate from other Bluetooth piconets. All users participating on

the same piconet are synchronized to this hopping sequence.

Scatternet

A scatternet is a collection of piconets joined by a Bluetooth device that is a master in one piconet & a slave in another piconet.

Multiple independent and non-synchronized piconets form a scatternet.

Multipoint

Multipoint is better described as point to multipoint. Multipoint is the ability for a Bluetooth device to broadcast information to the other devices in the piconet. For this to occur, the broadcasting

device must be the master with all other devices being slaves.

The current Bluetooth specification does not support Multipoint implementation. A number of companies are including a multipoint implementation they each believe to be close to the final

agreed specification. At this time, there is no guarantee of  interoperability between vendors until the final specification is ratified.

Master unit

The device in a piconet whose clock and hopping sequence are used to synchronize all other devices in the piconet.

Slave unit

All devices in a piconet that are not the master.

Mac address

3-bit address to distinguish between units participating in the piconet.

Parked units

Devices in a piconet which are synchronized but do not have a MAC addresses.

Sniff and hold mode

Devices synchronized to a piconet can enter power-saving modes in which device activity is lowered.

High level Applications


WAP,UDC/TCP,PPP,IP Connects to RFCOMM,SDP,TCS Connects to L2CAP
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RFCOMM


Emulates a serial port and allows transfer of data and form L2CAP





RFCOMM


Emulates a serial port and allows transfer of data and form L2CAP





L2CAP


Perform segmentation, Reassembly and multiplexing of high level applications





L2CAP
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LINK MANAGER PROTOCOL AND BASEBAND CONTROLLER


Baseband Controller performs the low level processing of packet composition and decomposition. Link manager handles Link setup and Control
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