SQUIRRELMAIL

www.squirrelmail.org
the text with yellow background is specific to using MySQL backend. if you dont want to use MySQL backend, then just skip over these sections....

Download and unpack all the sources

cd /usr/local/src

wget http://twtelecom.dl.sourceforge.net/sourceforge/squirrelmail/squirrelmail-1.2.11.tar.gz
cd /usr/local/apache/htdocs

tar xzf /usr/local/src/squirrelmail-1.2.11.tar.gz

chown -R root.www squirrelmail-1.2.11

chmod -R 750 squirrelmail-1.2.11

ln -s squirrelmail-1.2.11 squirrelmail

Create the required directory structure

mkdir /var/squirrelmail

# create the data dir. This is where users personal preferences are stored if not using MySQL backend

mkdir /var/squirrelmail/data

# create the attach dir. This is where temp files for emails in progress are store

mkdir /var/squirrelmail/attach

cd squirrelmail

cp data/default_pref /var/squirrelmail/data

chown -R root.www /var/squirrelmail

chmod -R 0770 /var/squirrelmail/data

chmod -R 0730 /var/squirrelmail/attach

cp /usr/local/src/yourcompanylogo-*.gif /usr/local/apache/htdocs/images

Configure SquirrelMail 

cd config

perl conf.pl

ORGANIZATION PREFERENCES

1.  Organization name            : YourCompany WebMail

2.  Organization Logo            : ../../images/yourcompanylogo-100.gif

3.  Org. Logo Height/Width        : 100/100

4.  Organization title           : YourCompany WebMail (v$version)

SERVER SETTINGS

1.  Domain                       : yourdomain.com
6.  SMTP server                  : 127.0.0.1

10  Server                       : courier

FOLDER OPTIONS

9.  List Special Folders First   : false

15. Default Unseen Type          : 2

GENERAL OPTIONS

2.  Data directory               : /var/squirrelmail/data

3.  Attachment directory         : /var/squirrelmail/attach

6.  Usernames in lower case      : true

8.  Hide squirrelmail attributions : true

12. Allow server-side sorting    : true

ADDRESS BOOKS

2. Use Javascript Address Book Search : True

DATABASE

1.  DSN for address book : mysql://squirreluser:squirrelpassword@localhost/squirrelmail

3.  DSN for preferences  : mysql://squirreluser:squirrelpassword@localhost/squirrelmail

DONT PRESS D TO CHOOSE PRE-DEFINED SETTINGS FOR COURIER

Save and quit the config program

Create the necessary tables in MySQL :

cd /usr/local/mysql/bin

./mysql --password="mysql-root-pwd"

CREATE DATABASE squirrelmail;

GRANT select,insert,update,delete ON squirrelmail.*

TO squirreluser@localhost IDENTIFIED BY 'squirrelpassword';

USE squirrelmail;

CREATE TABLE address (

  owner varchar(128) DEFAULT '' NOT NULL,

  nickname varchar(16) DEFAULT '' NOT NULL,

  firstname varchar(128) DEFAULT '' NOT NULL,

  lastname varchar(128) DEFAULT '' NOT NULL,

  email varchar(128) DEFAULT '' NOT NULL,

  label varchar(255),

  PRIMARY KEY (owner,nickname),

  KEY firstname (firstname,lastname)

);

CREATE TABLE userprefs (

  user varchar(128) DEFAULT '' NOT NULL,

  prefkey varchar(64) DEFAULT '' NOT NULL,

  prefval blob DEFAULT '' NOT NULL,

  PRIMARY KEY (user,prefkey)

);

quit

You can define what default squirrelmail settings that users will receive when they log in.

For MySQL backend

cd /usr/local/apache/htdocs/squirrelmail

# replace the default preferences definition in the db_prefs file

# with our own customised defaults.

# Open the file, scroll down and replace the existing "var $default"

# entry (on line 80) with our customised version shown below

vi functions/db_prefs.php

var $default = Array('chosen_theme' => '../themes/default_theme.php',

  'show_html_default' => '1',

  'language' => 'en_US',

  'use_javascript_addr_book' => '1',

  'left_size' => '140',

  'left_refresh' => '3600',

  'show_username' => '1',

  'show_username_pos' => 'top',

  'order1' => '1',

  'order2' => '2',

  'order3' => '3',

  'order4' => '5',

  'order5' => '4',

  'order6' => '6');

Or, if you arent running MySQL backend for squirrelmail, you can adjust the default preferences like this :

vi /var/squirrelmail/data/default_pref :

show_html_default=1
language=en_US
use_javascript_addr_book=1
left_size=140
left_refresh=3600
show_username=1
show_username_pos=top
order1=1
order2=2
order3=3
order4=5
order5=4
order6=6

Setup periodic purging of the "attach" directory

When SquirrelMail users are composing a message that has attachment(s), the attachment is temporarily stored in the /var/squirrelmail/attach directory. When the user sends the message, the associated temp files will get deleted. 

However sometimes the temp files do not get deleted (eg if the user closes their browser mid-compose?). Since the permissions on this directory are setup (as a security measure) to prevent the webserver from listing the files in this directory, there is no way for Apache/SquirrelMail to do a periodic scan/purge of old files. 

So we are going to setup a daily crontab to clean up any attachments that get left hanging around

# delete any files that are more than 2 days old from the squirrelmail attachment dir

0 0 * * * find /var/squirrelmail/attach/* -atime +2 -exec /bin/rm {} \; 

Optionally, Setup SSL mode at login time

Download and install the secure_login plugin from the squirrelmail home page

cd /usr/local/apache/htdocs/squirrelmail/plugins

tar xzf /usr/local/src/secure_login-0.5-1.2.8.tar.gz 

chown -R root.www secure_login

cd ../config

perl config.pl

8. Plugins, and choose secure_login

Optionally, modify squirrelmail so that it will any failed login attempts to the syslog 

modify squirrelmail/functions/imap_general.php

search for the line that has "Unknown user or password incorrect"
above this line add :

syslog(LOG_MAIL|LOG_NOTICE,"Squirrelmail login failed for Username : $username, Password : $password");

now failed squirrelmail logins will be logged to /var/log/maillog :-)

We also added some code to squirrelmail/src/login.php to add a notes page to the login screen. We inserted this chunk just before the line that says "do_hook('login_bottom');

echo "<BR><CENTER>".

"<TABLE BORDER=1 WIDTH=75%><TR><TD ALIGN=CENTER><FONT FACE=Arial SIZE=2>".

"<P><B><FONT SIZE=3>IMPORTANT NOTES REGARDING THE WEBMAIL SYSTEM</FONT></B></P>".

"<P><B>AUTOMATIC MAIL DELETION</B></P>".

"<P>The mail server will automatically delete mail from the<BR> ".

"following folders after the specified number of days :<br>".

"Trash Folder - 7 days, Sent Folder - 30 days,<BR> All other folders 90 days.</P>".

"<P><B>POP3 MAIL CLIENTS</B></P>".

"<P>If you check your mail using a POP3 mail client (such as Outlook Express),<BR> ".

"it will download and delete the mail from your WebMail inbox.</P>".

"<P>If you want to be able to download the mail using POP3 and also<BR> ".

"leave it on the server so you can see it with WebMail, you will need<BR> ".

"to adjust the settings in your POP3 client to tell it not to delete<BR> ".

"mail after downloading.</P>".

"<P>For example, to configure this in Outlook Express you would go to<br> ".

"<i>Tools -> Accounts -> Mail -> Properties -> Advanced</i><BR> ".

"and then tick the box<BR><i>'Leave a copy of message on server'</i><P>".

"</FONT>".

"</TD><TR></TABLE></CENTER>";

Now, another cosmetic change... : modify the squirrelmail/src/login.php and change the wording of "Name:" to "Email address:".

Next, we setup a default document in the web servers root, to redirect our customers through to the SquirrelMail login page. That way when people want to access the webmail tool they can point their browser to "http://webmail.yourdomain.com" and they will get automatically redirected through to the SquirrelMail directory

vi /usr/local/apache/htdocs/index.html

<HTML>

<HEAD>

<TITLE>Redirect to WebMail login screen...</TITLE>

<META HTTP-EQUIV="refresh" CONTENT="1; url=http://webmail.yourdomain.com/squirrelmail/">

</HEAD>

<BODY>

Redirecting to the WebMail login screen...<br>

<a href=squirrelmail/>Click here if you are not automatically redirected</a>

</BODY>

</HTML>


TIPS :

· "ps axf" is your friend. Particularly useful for visualising how the supervise/qmail processes all fit together. 

· "ps axfu" is good for double checking what accounts that individual server processes are running under 

To add a domain :

/home/vpopmail/bin/vadddomain yourdomain.com yourpassword

# this creates the domain and makes a mailbox postmaster@yourdomain.com
To add a mailbox:

/home/vpopmail/bin/vadduser someone@yourdomain.com apassword

To remove a mailbox

/home/vpopmail/bin/vdeldomain someone@yourdomain.com
To remove a domain :

/home/vpopmail/bin/vdeldomain yourdomain.com
To change a users password

/home/vpopmail/bin/vpasswd someone@yourdomain.com newpassword

To lookup info about a user

/home/vpopmail/bin/vuserinfo someone@yourdomain.com
This gives you info such as name, crypted password, cleartext password, dir, quota, usage%, last auth.
It has a number of flags to let you see the individual fields, or you can see them all if you dont use any flags.

It also creates the maildirsize file in the users dir

