	Gerald R. Patterson III

	4 Heathrow Court

Blackwood, NJ  08012


	
	(856) 227-0809 – home

(609) 685-5363 – cell

jerryrpatterson@yahoo.com


Technical Proficiencies

· Network Firewalls, VPNs/Encryption (IPSec/SSL) and Perimeter Security

· Intrusion Detection, Network Monitoring, Virus Protection and Web Content Filtering

· Secure Network Architecture and Design, Wireless Networking Security
· Network Assessments, Penetration Testing and Ethical Hacking
· Incident Response, Disaster Recovery
· Cisco IOS, Red Hat & Mandrake Linux, Sun Solaris & IBM AIX Unix, Windows 2000/NT, including Host Hardening procedures
· Security Policies and Procedures, Best Practices
· Apache and Microsoft IIS Web Servers, Microsoft Exchange
Work History

	Senior IP Security Engineer – Comcast IP Services
	August, 2001-Present


Senior Security Engineer for nation-wide broadband cable ISP.  Responsibilities include design of network- and host-based security solutions; penetration testing; technical leadership of various projects; mentoring and team-lead for staff level engineers; technical training of operations and support personnel; review and comparative analysis of new industry security solutions; work with vendor development teams to provide feedback on beta systems and feature requests for existing systems; design of policies and procedures in accordance with best common practices.  Technologies used include Check Point Firewall-1/VPN-1 (Nokia IP Series and Crossbeam appliances), Cisco PIX/VPN Concentrator, Nokia Crypto Clusters, NetScreen Firewalls/VPNs, Cisco routers and switches, Nortel Alteon Load Balancers, Compaq/HP, Sun and Dell servers.

Projects include:

· Design, build and implement new IP network for 1.2 million user ISP.  

· Design and build fully redundant, ring-based back office network to manage 5 million residential cable modem subscribers.  Project goals included high availability and full redundancy.

· Design of company standards for secure Sun Solaris, Red Hat Linux and Windows 2000 builds.  Audit of machines to verify conformity to standards.

· Incident Response Team Member – Participated in development of company-wide standards for incident response procedures.

· Auditing and analysis of internal, vendor and partner networks and design of new networks for risk assessment purposes and verification of best security practices.

· Penetration testing and vulnerability assessments exploiting known vulnerabilities, using commercial and open source tools and utilities. Compiled and analyzed reports to minimize security risks in network devices and servers.  Tools used include Nessus, ISS Internet Scanner, NMAP, Ettercap, Netcat, Solar Winds, Sniffer Pro, Ethereal, tcpdump, Niksun NetDetector, Snort, etc.

· Product evaluation of security technologies for network and host based IDS systems, VPN systems and firewalls. Performed comparative analysis of IT security products from various vendors. Evaluated and tested new technologies to fit into the existing security architecture.

· Designed and implemented a secure Voice over IP solution, including penetration testing, firewall design and network design, to provide high availability and redundancy with minimum convergence time.

· Work with application developers to understand application fingerprints and data flows. Help integrate these applications into production environment.

· Migration of Check Point firewall solution from version 4-1 to NG with Application Intelligence.

· Ensure that all detailed designs adhere to established network standards.

· Design and implement Cisco remote access VPN solution.

· Act as security technical lead and SME on various projects.

· Network traffic and packet analysis and optimization with Niksun NetDetector, Snort and tcpdump.

	The SANS Institute/GIAC Organization
	October, 2002-Present


Various part-time responsibilities for the leading IT security training and certification organization.  Work primarily focuses on the GIAC Incident Handling and Advanced Hacking Techniques material.  

Projects include:

· Local Mentor – leading a class of students taking the GCIH training, initiating conversation, answering technical questions, reviewing course material, etc.
· Authorized Grader – Grading papers submitted for GCIH certification consideration.
· Question Writer – Writing questions for the GCIH certification exams.
· Practical Assignment Writer – Wrote the current practical written assignment required by all candidates for the GCIH certification.
· Proctor – Work with students at national training conference, showing them how to use various security tools, answering questions on best practices and techniques, etc.
	Systems Engineer – Connectria, Inc.
	March 2000-August 2001


Systems Engineer in a 24x7 environment consisting of 3 data centers, 100+ servers.  NT/Unix Engineer in charge of daily maintenance, hardware and OS upgrades, system and network security analysis; capacity management; remote administration; disaster recovery; Check Point Firewall-1 management; first point of contact for all customer relations; technical interviews for all new employees.  Technologies used include Check Point Firewall-1, Windows NT/2000, IBM AIX, Sun Solaris, Red Hat Linux, Network Appliance NAS, Cisco Catalyst 5000 Switches, Microsoft IIS 4.0/5.0 and Apache Web Servers, Compaq, IBM, Dell and Sun servers.  

Projects include:

· Hardware and OS installation, configuration, and management of Sun Solaris, IBM AIX, Network Appliance NAS, and Windows NT/2000.

· Development and implementation of data center security procedures, including system hardening, PGP data encryption, SSL, ACL restrictions, etc.

· Design team member for new DMZ architecture for enterprise network.

· Build and maintain Big Brother Enterprise Network Monitoring solution on Red Hat Linux 7.0 platform with Apache Web Server interface.

· Installation, configuration and administration of Exchange 5.5 with Outlook Web Access.  

· Management of Trend Micro InterScan VirusWall email scanning software.

· Management of SurfControl SuperScout 3.0 web surfing monitoring software.

· Installation and configuration of Symantec Enterprise Security/Norton Corporate Edition Virus Protection 7.5.  Also extensive use of McAfee Virus Scan.

· Disaster recovery with Veritas Backup Exec and Legato BudTool.

· Design and deploy company standard hardened images of Windows 98/2000 using Norton Ghost Enterprise Multicast Server 6.5.

· Configuration of Cisco Catalyst 5000 series switches.

	Network Technician – Enterprise Technologies Group
	May 1999-January 2000


Field Network Technician providing network and user support for various environments. Troubleshooting all levels of network problems.  Network integration, server support, etc.  Technologies used include Windows NT, Windows 9x, and Novell NetWare, MS Exchange, various network switches and routers.  

Projects include:
· Installation of nationwide 43 site Wide Area Network, including Microsoft Exchange Mail service.
· Field network installation and troubleshooting on a project basis.
· Installation and configuration of Windows NT and Novell Netware on Compaq Proliant Servers.
· Project lead for Network Associates Total Virus Protection enterprise solution deployments.
· Year 2000 study team.  Included research and documentation of all brands of hardware, software and operating systems for Y2K compliance.
· Installation of 30,000 ft. cabling project for Internet access at major local convention center.
	Network Administrator – Eltrax Systems
	January 1999-April 1999


Contract Position as administrator of 60-user network.  In charge of maintaining, administering, updating and troubleshooting existing network as well as training of all users.  Technologies used include Microsoft Windows NT Server 4.0, Windows 95, Office 97, Microsoft Proxy Server & Microsoft Exchange 5.0, Shiva Dial-up Software, Document Management (iManage), LANDesk Virus Protection and Imaging.
Industry Certifications:

Certified Information Systems Security Professional (CISSP) #64143
GIAC Certified Incident Handler (GCIH) – Honors

Check Point Certified Systems Administrator (CCSA)

Cisco Certified Network Associate (CCNA)

Microsoft Certified Systems Engineer (MCSE)
Contributor To The Following Publications
Computer Security Incident Handling, by Stephen Northcutt
IT Ethics Handbook: Right and Wrong for IT Professionals, by Cynthia Madden, et al

Professional Associations
Information Systems Security Association (ISSA) 


GIAC Certified Incident Handler Advisory Board Member
Higher Education

Currently enrolled in the Computer Science Program – Rutgers University

1991-1994 - Studies in Music Education - Rowan University













