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Chapter 1

Installation

Getting ready for the installation

First of all, before we start the installation you must know the minimum requirements to run
Linux. I want to make sure that your installation won't stop in the middle because of lack of
space or because of hardware incompatibility.

I suggest you use a Pentium 400 MHZ+, because we are planning to use a desktop with
graphical interface. The graphical interface is called Xwindow. The Xwindow allows you to
browse your system by using your pointing device (mouse).

For a practice installation, a Pentium II or III with 64 MB RAM and 4.0 GB of hard drive
space will do. Pentium MMX, Pentium 4 and AMD Athlon will do even better. If your
computer is new, some of its peripherals may not work.

Most hardware works well with Linux. Make sure that your hardware is Linux compatible.
Browse the web in search of information about your hardware.

If you are planning to use a modem, make sure your modem is a real modem (hardware
modem) read on the retail box, it should say, "Works with Linux”. Be careful not to buy a
software modem (win modem); it will not work with Linux. It only works with Windows.

My personal Minimum requirements:

e Pentium Il 400 MHZ Before We start the installation you must know about
e 128 MB RAM your hardware. Such as brand names and
e 8.0 GB Hard Drive specifications, especially video cards and monitors.
e 16 MB /32 MB Video Card or

more | suggest you use Nvidia for a video card (if new). For
e 24x CD-ROM net card use Net gear, 3com or Intel.
e Sound Card
e Netcard If your hardware doesn'’t work, check here to find out if
e Keyboard it is §upporte_d:
e  Mouse Cf;ttpf.{/w;:vmI|nux-m?nc:rake,.comt/)eq/fhard.php3
e  SVGA/UVGA Color Monitor r check the manufacturer’s website.

Note: if it is a built in video card you may on a rare
occasion encounter problems.

The minimum video memory
requirement is

4 MB, if that’s all what you have
that is fine.

Table 1

Choosing a Linux Distribution

Once you have your hardware, you need a Linux distribution. This is another hard decision
for new users because there are a lot of distributions and flavors. After you learn one, you
will not be satisfied until you check them all.



I checked out two distributions, which were more geared towards beginners, Mandrake and
Red Hat.

Mandrake had better utilities and was much easier to use. It supports FAT, FAT32 and
NTFS. Version 9.1 comes with the ability to resize your partition. Mandrake also has a very
nice control panel for system administration. The good news is that it is based on Red Hat
but modified for ease of use.

Red Hat supports FAT, but does not support NTFS, and if you need to dual boot, you need
Fat partitions.

However both have very nice GUI's (graphical User Interface). If you are an experienced
user, there are other flavors such as Suse, Debian, Slackware, and other distributions. If
you learn one distribution the rest will be just as easy. The configuration files are basically
the same. The difference is in the location of these configuration files.

The desktop may look different but all of them either run KDE or Gnome as its default
graphical interface and all depend on the X-server.

No matter which distribution you use, you will need exactly the same thing. Most of the new
distributions now come with automatic hardware detection. If for some reason your
hardware is not detected you can still configure it manually.

Partition types

During the installation, the most important thing is your partition layout. You should always
try to be professional when it comes to computers. A lot of people go to school, spend
thousands of dollars and never learn the basics. Even most certified technicians don’t know
how to format a hard drive correctly. But unfortunately employers always look for that piece
of paper, (like if that piece of paper will do the work). Trust me, when you place applications
at a big company that’s the first thing they ask you.

Remember! Practice makes experience. If you do something wrong during this installation,
don’t worry, everyone makes mistakes. If people wouldn't make mistakes; then nothing
would be improved.

You will probably be better off if you do your installation on a clean hard drive without any
operating system on it; otherwise, you might have to backup your files in case things go
wrong. If you follow my instruction “as is” you won't have problems. If you have formatted
a hard drive before, then you have the idea of how a hard drive is structured, or at least
know how to make it operational.

* Before a hard drive can be used, it must be formatted. *

But what is a format?

A format is a unique preparation of a hard drive. It tells the operating system how to
access the hard drive by creating a file system. First you have to tell the system what type
of hard drive you have or it won't work properly. The system must have the correct
parameters in the BIOS chip, such as Heads, Cylinder, and Sectors in order to recognize the
correct size and of course enable the LBA (Large Block Addressing) option in the bios for big
hard drives.

If you are installing a new hard drive, you must make sure that you have the correct setting
before you start formatting your drive, or installing your new operating system.

Note: if you are wiping out an already installed hard drive you don’t have to go through
these settings.

Once the settings are correct you, start by creating partitions and then format. You can
create a single partition or multiple partitions, the truth is that you must make the first
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primary partition active in order to boot. If it is not active, even if it is primary, it will not
boot.

Fdisk

SYNOPSIS
fdisk [-u] [ device ] fdisk -I [-u] [ device ... ] fdisk -s partition ... fdisk -v

DESCRIPTION

Hard disks can be divided into one or more logical disks called partitions. Linux needs at
least one partition for its root file system (/root) but for efficiency we will learn which
partitions are required to have it properly configured.

Invoking Fdisk displays a menu driven program for creation and manipulation of partition
tables. It handles DOS, BSD and SUN type disk-labels (also known as disk slices).

In the UNIX world, device = (hard drive) uses the following convention for labeling the
drive:

Examples:
IDE hard drives: /dev/hda, /dev/hdb, /dev/hdc

| /=root | /dev = device | /hda = hard drive A

For SCSI hard drives (/sda means SCSI drive A)
For ESDI hard drives ( /eda mans ESDI drive A)

Note a device name, is followed by a partition number when created. For example,
/dev/hdal is the first partition on the first IDE drive in the system. IDE disks can have up
to 63 partitions, SCSI disks up to 15.

I want to make emphasis that when you work with Linux, The partitions can be done
differently. Fdisk is not the only way to create partitions for Linux; as a matter of fact
there are better options. After all you might end in a lot of trouble using fdisk. Instead of
fdisk I will show you the best way how to partition a Linux box using a utility that comes
with Linux called Disk Druid.

Understanding Mount Point /mnt
What are mounting points? Basically, mounting points are where you mount your file
systems or devices. Example: If I wanted to mount my CD-ROM/DVD, I would login as

root or super-user and type: mount /dev/sdx /mnt/cdrom”x”, where “Xx” is the device
number. And /mnt/cdrom is a directory where the files will be exported.

Look at the following table for different mounted partition.

Moutpoint | Definition | What it holds

/ root You can boot the system here or create a separate /boot
partition

Swap Swap Temporary virtual memory

/usr User Store binaries, compiler libraries and user applications

/var Variable This partition must be large. It keeps the log, spools etc

/home Home Home users’ directory

tmp Temp The system keeps temp files

/mnt Mount Temporary mounting points

Table 1.2

In Linux, mount points can be mounted permanently or temporarily. For security purposes,
you should only
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Mount your devices under root’s privileges.

Swap Partition: Use or Not to Use

In many cases you will appreciate the swap partition and other times the system won't need
it at all. This only depends on the type of system you are setting up. Let say that you have
plenty of RAM, say, 128MB+ and you are the sole user of the machine, you may not need it
then. On the contrary if you are setting up a server machine then you definitely will need
swap. Swap is where the virtual memory takes place. Check the system logs frequently to
see if you ran out of virtual memory at any point.

Even if you know that you don’t need swap, I recommend you create one about double the
size of your physical ram.

Linux File Structure

Before we proceed with our installation I think it is a good idea to learn about Linux’s file
structure. The Linux file system structure is very much like an upside down tree. This tree
is not difficult to understand; you will see this in details once your installation is finished.

Example:
Home = /user’s Home Directory/me-you— she/he
Var = /print spool/named /logs/www

Directories

.-"
>e Y Cas D) ()

pa==wwd | | ISR |

PRl . Frea ) (Tim ) (T D)
1 = 1 1 = | 1

w» A

I ata

Files Fig. 1.0

= 1 L= 1

Preparing for the Installation

I know you can’t wait to get started. So no more blah...blah... here we go!
For detail purposes, I will explain the installation process of Mandrake 9.0 however the
enclosed CDs are 9.1

Mandrake 9.0 is very descriptive in the installation process. Version 9.1 hides many of
these features; however the process in the background is the same. For educational
purposes 9.0 is perfect. I am sure that after reading this book, you will be able to install any
version or distribution.

You may skip this section and go to 9.1 & 9.2 installations, but it won’t hurt to read this
section anyway.

Mandrake Linux 9.0 can be installed in number of ways. I will explain the two most
common (and recommended) installation methods.

e Boot directly from the Installation CD, or
e Create a boot floppy if your computer is unable to boot from the CD



Only if your CD-ROM is bootable, insert the CD-Diskl into the CD-ROM drive, restart the
system and go straight to Welcome to Linux Installation.

If you are unable to boot from the CD-ROM, use the following procedure to create a
bootable floppy disk or read "install.htm" located on the Installation CD for details.

When installing Mandrake Linux 9.0 onto a hard drive that already contains windows

operating system, make a note of how much disk space is free for Linux to use. The bottom
graphic shows an entire 8 GB HD, with 7.8 GB free.

BN Exploring - My Computer O] =

J File Edt “ew Go Favoites Toolz  Help

M arne Type Tatal ... | Free .. 1
E913% Floppy &) 3 Inch F|'I'F'F'_I,F:;wr£i¢’—“ PRy,
= [C] Local Disk 4 BO08GE  7.84GH

& ) BT [ —

& Printers Syztemn Folder

(@] Cantral Panel Syztemn Folder Fig. 1.1

To install Mandrake Linux onto a hard drive that already contains another OS; you will need
to resize the existing partition to make room for Linux. This step can be performed within
the installer (Mandrake 9.1), but before installing Mandrake, it is strongly recommended
that you run scandisk. There are two choices you can use if you don’t have free space but
your hard drive is big enough.

a. Buy a new hard drive for this installation
b. Resize your existing partition

If you opt to install Mandrake 9.0, with resizing partition, you need to run scandisk and
resize the partition with a third party utility such as Partition Magic.

ﬁ- ScanDiuzk - [C:] M= Ed

~

Select the drivelz] vou want to check for errors:

=% 3% Floppy [4:)
= [

Scanning disk surface [systern areal... Sector 4,897 of 16,602

Advanced,..

Fig. 1.2

Right after scandisk, run defragmenter.
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£% Defragmenting Drive C

G

10% Complete

Stop |

Fig. 1.3

For security purposes, back-up any data that you may need before installing Mandrake

Linux.

Creating a boot disk
If your CD-ROM is not bootable then you must create a bootable disk floppy to start the

installer. When you insert the CD diskl in windows, it will "auto-run",

If auto-run isn't enabled, you can launch it by selecting "autorun.exe" from the "dosutils"
directory of the Installation CD. See figure 1.4

E@ Exploring - D:3ydosutils
| Eile Edit ¥iew Tools Help
Falders = MHame
Deskiop - | |3 1ang
=& My Computer — 7*:" au:urun.;xe
G- L Fla A ~gtautorun.co
g o i diskio dl
012k MandrakelinuxCo (C Eflp;.exe
Flogzip.exe
-1 Boot = :
S-23 dosutils rawnt?'exe
EI . - 1} rawvrite . exe
l:ll:I lang A ravanaritewin. axe
Bl Images Flrdew.exe
=1 kandrake Boairag
g mis= Frestarrb.exe
[+~ tuta-ial
= Printers 2 | IRR | "I

Once auto run is executed you will se this screen, fig. 1.5

Fig. 1.4
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Click on Install mandrake Linux using floppy to create the boot disk.

Browse for the image file (for CD-based installation) called "cdrom.img" located in the
"/images" directory of the Installation CD Disk1, see fig. 1.6.

e Select the image file
o Click on "Write" to create the boot disk.

After it finishes writing, leave the floppy disk in the drive and reboot your computer to start
the installer. For other types of installations (such as network installations, hard drive,
PCMCIA) you can create the disks from the other images.

A, RawWrite =10] x|

R awthafrite for windows http: A Auranus. it swin, edu. aud ~jndlinues

“Wwiritken by John Hewbigin roailko: ik, swin. edu. au

Floppy drive IE WYL j

Wik I Read I Aot I
Image file IE:"-.irnages"-.n:u:lru:um.img
Wadrite
E =it

0% Mwindows MT 5.0 build number 2195
Fig. 1.6

At this point we are already in business. The installation should start by using the bootable
disk you just created. If for some reason your floppy is ignored at the boot point, it is
because your boot sequence in the bios is not set to boot from the floppy.

To boot from the floppy, you must change the sequence in the bios and make the floppy
your first boot device. If you want to boot from the CD-ROM you will have to do the same
thing change the boot sequence to CD-ROM as your first boot device.

Welcome to Linux Installation

The easiest way to start the installation is to boot directly from the CD; you'll then be
presented with a startup screen similar to the one shown here.

Press "Enter" to start the installation, or press the "F1" key to display additional options,
which may be used if you experience problems during the installation.
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"

‘ r* | <Enters

b A
Fig. 1.7 First screen —starting your installation

The F1 option can be used to select a (vgalo) low resolution installation mode &

Test installation mode

Linux for standard Graphical install at normal resolution
Expert graphical at normal resolution

Or use the CD to start a rescue mode (ideal for reloading Lilo)
Or pass Specific Kernel Options

The most useful option from F1 may be the: The reinstall of the Boot Loader.

Language Selection

2 |=ngnage

L"’Mﬂndrake Linux 2.0

¢ Selectinskallatiomclass

F Hard driue gt
Fleass choose a languape o use

J  Cordigurs mon:

4 Format perkidi

4 Install sest

S arete ]
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The installation is very straightforward, choose your language and click ok.
Click Accept on the Licensee agreement, for the installation to proceed.

Installation mode

Flease choose one of the following cla 25 of installation:

@ Fecommended

=pert
Install
Lparacle

Lpgrade packages only

Fig. 1.9

This step is very important; it is the type or class of the installation. As you can see, you
can upgrade from here. In our case, this is a fresh install

e Select the Expert mode and click install.

Hard Drive detection
Your hard drive will be probed next.

Do yvou have any dis sl interfaces

———

Cancel

Fig. 1.10

e Answer the question yes or no and click Ok.
Your mouse will be probed next.

DrakeX usually auto detects the mouse, generally a standard PS2. If it is detected leave it
as default. If you have a serial mouse and it is not detected use a generic two-button
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mouse. But I highly recommend you use a PS2 mouse, buy one for just $5.00 (not
expensive).

Next you will select your keyboard layout.

Again normally DrakeX selects the keyboard based on the language you have selected.
However the keyboard may not match with your language. You may manually select the
correct keyboard by clicking on the more button and scroll down the list until you find the
correct keyboard.

Security preset

If you already have experience with Linux you can go ahead and set your security here.
This is one of the nicest features of mandrake because just right after the installation it is
ready to go. If you know what you are doing you may set up your security here. As you can
see it has a drop down menu for the security level, it also has an option to email the
administrator.

If this is your first time installing Linux, then wait until we get to security later in this book.

Security level High

aecurity Administrator {login or emall)  phil@lzvignz

_—

Fig 1.11
For our installation we will leave it as standard.

e Select standard and click Ok.

Partitioning

The next step is one of the most important things we will do during our installation. Here is
where we configure and mount our partitions. As you can see at the top of the following
picture it shows the types of file system you can setup. This picture is also demonstrating
that it will be a dual boot installation.

If you are installing Linux on the remaining space of your hard drive, you better not mess
with the blue part; because, if you do you will wipe out your windows operating system. I
will be glad if you do! Just kidding...

Look at the picture. It is a basic standard layout installation for a dual boot. If you are just
experimenting, it is ok. However for a higher standard we need to accomplish a better
configuration.

Note: The following:

tem types: =tz Journalised FS | FaT other
hicla
smotswindows=s ‘
Windows /root Swap | home
Fig. 1.12
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This is perfect when you are running windows 2000 or XP, because even if you have NTFS
you can still dual boot with Mandrake unlike other distributions. Remember if you plan for a
dual boot you have to resize your partition, or do what I do. Grab a 40 GB hard drive install
windows 2000 on the first 10 GB partition and format it with NTFS and leave the rest for
Linux.

You might be wondering why I stress “with NTFS”; I am a security specialist and security is
always my concern. When using windows you can always add some security to your system
if you are using NTFS. FAT and FAT32 have no security at all.

If you are going to install or setup a server with Linux, do not configure a dual boot, or you
will be sorry later. The following picture is what we need to accomplish for a server type
system. Keep reading to see how it is created.

esystemn types: itz Journalised FS | FAT other

Fig. 1.13 Server type Partitions

Creating partitions with Druid

Now we are ready to create the partitions for our system. At this point you either choose or
create a partition for the installation. You must pay attention if you have more than one
hard drive in order to select the appropriate. For the first IDE hard drive would be: hda and
for the second would be hdb, the first SCSI sda and so on.

When creating your partition you will see five useful options on the panel: Clear all, Auto
Allocate, More, Undo and Done.

Clear all: Clears everything current on the partition table.

Auto allocate: Displays three options that allocates the partition automatically based on
needs.

e With /user
e Simple
e Server

More: Under this option there are other options that you might need:
e Save partition table
e Restore partition table
e Rescue partition table
e Reload partition table
&
e Removable media auto mounting

Undo: This option undoes any changes you just made to the partition before save.
Done: Use this to save the changes made to the partition table.

Sit back and relax, creating partitions is not that difficult when you are working with Linux.

You will love mandrake after this installation; everything is visual. Other distributions offer
visual but not intuitive as mandrake.
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Any distribution that you decide to go with will be exactly the same at system level. Some
are easy to understand and some not. I truly believe that after this installation you will be
able to install any Linux distribution.

To begin manipulating the partition table, click on the blank space (remaining) of the hard
drive and then click on auto allocate.

Option 1
1. Select the first option with /user and click OK

That will create:

Fig. 1.14

If you decide to keep this option, Click on Done to save, otherwise click on Clear all or
Undo (clear all, clears everything, including your current windows partition).

Option 2
2. Click on auto allocate again; now select simple and click OK.

That will create:

Fig. 1.15

Again if you want to keep this option, click on Done otherwise click on Undo, or clear all.

Option 3 (This option is what we need)

3. Click on auto allocate, this time select Server
This will create the most important layout that you will need for your server.

That will create:

Fig. 1.16
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Once you clicked ok, the disk druid auto allocates the space for each partition. To keep this
setting click Done to save.

Hey, this is just a demo. If you are not satisfied with the allocation size you can create the
partitions manually.

Creating partitions manually

Creating partitions manually is the best way to learn about what types of file system are
available. Once you become an expert you might want to try other file system, or maybe
your project may require you to mount other file system. If that is the case, you must be
ready when the times come.

Creating the /root partition

Click on the blank space of your hard drive, an option create pops up, right where it says
choose action.

Filesystem types: Htz Journalized FS | FAT other

hicla

Choose action Cretails

Fig. 1.17

- Click on create and you will see another popup window with:

Start sector:
Size in MB:

File system type:
Mount point:
Preference:

You have to study this window carefully; here is where you set the size of each partition and
the mount point.

e Do not complicate your life, leave start sector by default.

e To set the size, use the slide bar to set the desired size (about 400 MB).

e Leave File system type as: Journalized FS: ext3 (ext3 is an improved version of
ext2) if you want to select another file system type use the dropdown arrow.

e To set the first partition to root use the drop down arrow and select / (*/” stands for
root, this first partition will hold all the files to start the system)

e That's it no preference

e Click OK,

Root partition just created.

To create the next partitions follow the same steps, but select each appropriate file system.
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Create the swap partition:

e C(Click on the blank space of your hard drive
¢ Click on create
e Adjust the size in MB as desired (use twice the size of your physical RAM for swap
size)
Leave as: Journalized FS:ext3
Mount point should be swap
Click OK,

Partition swap created
Create the /usr partition

Click on the remaining blank space of your hard drive
Click on create

Adjust the size desired

Leave as Journalized FS:ext3

Mount point should be /usr

Click Ok

User partition created

Creating the /var Partition

The var partition is important, when deciding the size it should take some consideration.
The var partition holds the information regarding the spooling system; such as spool of the
mail server, printing, logs of the system and others. Depending on the system, when fully
loaded the spools and logs can grow tremendously which could cause the system to slow in
performance. My recommendation is make this partition slightly bigger than the others.

Click on the remaining blank space of your hard drive
Click on create

Adjust the desired size

Leave as Journalized FS:ext3

Mount point should be /var

Click Ok,

Var partition created.

Creating the /home partition
Here is where the users profile will be stored each time you add user.

Click on the remaining disk space
Click on create
Adjust or set the desired size
Leave file system type as Journalized FS:ext3
Mount point should be /home
e Click OK
Home partition created.

Creating the /tmp partition

Yes you guessed it. This is the temporary directory. As you already know, it is used to store
temporary files, for example when you go online this is where the system stores the pages
you temporarily view.
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Click on the remaining disk space

Click on create

Adjust or set the desired size

Leave file system type as Journalized FS:ext3
Mount point should be /tmp

Click OK

/tmp partition created.

That wasn’t that difficult, was it? All your partitions are now created the next step is to
save it on to the disk.

e C(Click on Done.

Carncel

Fig. 1.18

Once you click OK, the partitions will be saved.

Formating Partitions

Choose the partitions you want to format

Fig. 1.19

At this stage you have to pay attention not to format your windows partition if you are
setting up a dual boot system. The new partition that you just created should only be
marked. After you verified, click OK to proceed with the format. After formatting is
complete the file systems are permanently written to the disk and will be initialized every
time the system boots up.

Selection of Software Packages

If you are aware of what you are doing, this is the most important part and reason of why
you should have a big hard drive. The packages selection in the following picture is the
most essential either for workstation or server. A 2.0 GB hard drive is not enough for all
the default packages. Each package on the following picture has a subset of packages,
which you can select next during the installation. Depending on what system you are
setting up, you can select a few packages or select them all. The partitions you created in
the previous section are perfect either for workstation or for a server machine. If you don't
plan to use this machine as a server, of course you don’t need to install the server
packages. You can still add them later at any time.

20



Px
Workstation

o Office Workstation

@ Gamne station

@ hultimecdlia station

i Internet station

fop Metwork Cormputer (cliemnt)

£ Configuration

- Development

- Docurmentation

- LSE

Total size: 1034 72503 MEB

Fig. 1.20

£ Incliricluzl oz

ce Group Selection

Server
-

) WebiFTF

@ Firewall/Router

@ CMSINIS

- Metwork Computer =
Graphical Enwironnent

£ KD E “Workstation

fo Grome ‘Waorkstation

- Other Graphical D

—

election

Usually when I set up a machine, I select only what I need from this screen and when my
installation is complete I still verify and stop all services that I don’t need.
Let’'s go ahead and select the following software packages from table 1.3. Note that some
of them you may not need... but it is good to know what they are. For example if you don't
do programming; you don’t need the development package or the game package if you

don’t play games.
documentation.

Or perhaps you want to learn more then you should install the

I suggest that you install those (doted) packages presented, so that you can see and

experience the true Joys of Linux.

e Office workstation
Game station

e Multimedia

e Internet station

e Network computer client

e Configuration
Scientific workstation

e Console tools
Development
Documentation

Web/ftp

Mail groupware/News
Database

Firewall/router

DNS/NIS

Network computer server

KDE (Graphical interface)
Gnome(Graphical interface)

Pause your mouse pointer on the package;
You will see a short description.

Table 1.3 Install doted packages only

Make sure Individual packages selection is selected.

e To continue with your installation click OK.
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Individual packages selection

Apache—AS5F module for perl

selected pa B5 otal size: 1424 f 14735 MEB

Install

Fig. 1.21

From this screen you can select additional packages.

When ready click Install

Observe the icons at the bottom of the package selection screen you can use them to do the
following when selecting a package name:

Expand the tree view

Collapse the tree view

. Toggle between flat views lists all packages alphabetically, or sorted in groups. View
the package description in the right panel by clicking on a package name with the mouse.
To select a package for installation or removal, click checkmark after its name.

n Press the floppy drive icon to load package selections saved during a previous
installation.

You don't really have to select anything else on this panel, since mostly what you need was
selected in the previous screen; I just wanted you to see what is available here for future
reference.

e Click on Install to continue installation.

Installation approval

After clicking install you will be asked if you really want to install sever software selected,
and it is warning you that it will be enabled by default. Security issues are involved.

e Click on yes to accept the warning.
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Progress of the installation

Sit back and relax, Software installation will proceed automatically, displaying a progress
bars until the installation is completed.

L*Mﬂﬁd rakeSoft

www. mandrakesott.com

Time remalning Estimating

Cancel Ditalls

Fig. 1.22

If the installer requires packages from another CD, it will eject the current disk and prompt
you to insert the required one.

The root account

Next you'll be asked to supply a password for the "root" account.

The root account is assigned to the system administrator for maintenance and has
privileged access to all resources and settings of the computer. This account should be used
only when necessary to tweak system configuration and is not for daily use. Keep the root
password in a safe place, in your memory. It is the key of your system security. If you think
your password has been compromised you should change it immediately.

Fig. 1.23

On this screen you set up the root account, leave the authentication to local files.
Remember always use strong password (letter and numbers).

A normal user account

You can also set up your regular user accounts next, same policy should apply to regular
accounts (use a strong password; if it is compromised change it immediately).
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4

Enter a user

lcoh

Accept user Done Acvanced

Fig. 1.24

You can add all your users here if you want to however we will learn more about system
management later in this series.

e Click Done to continue.

Setting up the login mode
In Mandrake Linux 9.0, a user can be chosen to automatically login and be taken to the
desktop. For security and troubleshooting reasons, click the "No" button.

»~

| can set up wo O arE user.

C

Choose the window nager to run: [KEBE

Fig. 1.25

Network configuration

On the next screen you can choose to configure the Internet and Network settings. Choose
"OK" to have the installer probe your network devices, or remove "Use auto detection"
to manually configure the appropriate settings.

Select the "Cancel” button to skip the Networking configuration. (You should use this
option, read ahead)

ian

ec .
the checkibo.

I1ze auto detection g

2k Cancel

Fig. 1.26 The network wizard
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If you know what you are doing, this is your opportunity to configure your network
interface, otherwise:

e Click cancel to continue.

There is a simple trick that you might want to learn here. Most of the time it is hard to
know what driver is required for the net card in order to work properly, or you may not
even know what brand you are using. Auto detection will give you this information, pay
attention to whatever you do. If you know TCP/IP, you could go ahead and try to auto
detect the net card and enter the IP address you will be using. Take notes about the net
card if you run the auto detection.

- Choose the configuration type and click ok to proceed with the setup.
You can press cancel at any time during the net card auto configuration process. By
pressing cancel you will be brought back to the first screen (network configuration wizard).
We will go through the network configuration later after the installation.

You learn more when you do things manually. Trust me it is the best way to learn
especially when you get into trouble.

Summary of the installation
A summary of your installation is displayed.

SuUmmary

Fouse

keyboard LS kevboard

Timezorne SriErica

Fig. 1.27

The "Summary" window shows a list of settings that can be modified by selecting the
appropriate button.

The time zone

The time zone might be already correct based on the language you selected earlier. Click on
it to change it, if is not correct.
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Yhich is wour timmezone ¥

Fig. 1.28

e Select your correct time zone and click OK.
e Select hardware Clock set GMT

Printing

CUPS, is the default printing system for Mandrake Linux 9.0, but "PDQ" (Print don’t queue)
is also an option. If you will set up a print server you should use cups. CUPS allow you to
queue documents when a lot of users on the network are trying to print. You can install
your printer now during the install process or wait after installation to use the Mandrake
control center to install the printer.

Add a new printer

-abfiguration

Change the printing system

Cane

Fig 1.29
The installation wizard gives you options to install:

Local printer

Printer on remote Ipd server

Network printer (TCP/socket)

Printer on Samba/windows 95, 98, NT and server
Enter a printer device URL

Pinter auto detection local TCP and Samba

After your printer installation, the wizard comes back to the summary windows click ok to
continue.
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Configuring Services

Choose which services should be antomatically started at baot time
Info

Connects to ADSL pravider

[ B

chargen—udp

On this panel you can configure what services to run at boot time. I am aware that you may
not know what these services are; however, if you are an experienced user you can enable
and disable them here. By clicking on each of them you can get a short explanation on the
right panel about what they do. If you have absolutely no idea what they are for, don't try
to change anything on this panel leave it as default. We will see more about services later.

e C(Click OK to continue.

The boot Loader

The installation wizard offers choice of boot loaders: GRUB, LILO with a graphical menu, or
LILO with a text-based menu.

(B- | Bootloader main options

Eootloader to use LILD with gragphical metu

Boot device fdevwihicla

Delay before booting default image (10

B

Ok Cancel Acvanced

Fig. 1.31

You can specify where to install the Linux boot loader in the "Boot device" section. The
default setting will install it onto the master boot record (MBR).

If you already use a boot manager (such as System Commander, Boot Magic, and NT boot
loader) you could choose to install the boot loader in the root partition of your Linux system
(or even on a floppy). Or replace your boot loader with Lilo.
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Lilo allows you to boot multiple operating systems. After installation Lilo usually adds the
existing operating system to its menu, or you can add it manually. I have been able to run
Windows 2000 professional with NTFS, Linux Mandrake 9.0 and FreeBSD on the same
machine with Lilo.

I don’t usually experiment with boot loaders I like Lilo and I stick with it, but of course you
are not me, so you are free to experiment with whatever pleases you. Experimenting will
give knowledge to troubleshoot anything. In this installation choose Lilo with graphical
interface. Leave the rest as default. Observe the following. The drop-down list shows the
current boot loader entries. Additional operating systems (and kernels) may be added if
available on your system.

Ciore

Fig. 1.32

e C(Click the "Done" button to continue.

The custom Boot Disk

The installation wizard will ask you to create a boot disk, which can be used in case of
emergency to boot the system. However there is rarely need to do so.

Note: The Installation CD also contains a rescue system; press F1 at the boot prompt to
access Rescue mode. (Troubleshooting time)

If you still want to create a boot disk click yes and you will be prompted to insert a floppy
disk in the drive.

e Click NO to this prompt

Configuring X
At this stage of the installation, you will be configuring your video adapter, monitor and of
course, here you have the option to set the resolution for your monitor.

DrakeX has been improved tremendously. Most models of monitors and video cards are in
its database. The specs of your monitor might be detected as generic. You should accept
that. If for some reason a device is not detected, you will have to specify it manually. Have
the specs ready (brand, model, horizontal and vertical refresh rate, amount of memory on
video card)
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Fig. 1.33

The X server

I Niour card can have 30 hardware acceleration support with ®Free 4.2.0.

Which configuration of xFree do you want to have?

Canicel

Fig. 1.34
XFree 4.2.x is the default video server for Mandrake 9.0, but the older XFree 3.3.6 is still
available. If your particular video card supports 3D hardware acceleration, it will be offered
as an option.

e Accept the option Click OK.
The next section is setting up the video resolution for your monitor; the picture below shows

a perfectly detected video card with a monitor supporting 1024 x 768; if your resolution is
below this try to adjust it to match 1024 x 768 for the desktop to fit properly on the screen.
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Fig. 1.35

If you got this far, you are in business. Now you can select the desired resolution and color
depth for your display.

¢ Click OK to continue and test the configuration.

The video will be tested, the test screen should appear. If the test screen looks OK, choose ''Yes"
to continue. If your display doesn't appear correctly, choose "No" to try some alternative
settings.

Setting up the boot mode

-—_—

s

Fig. 1.36

X can be set to launch automatically at startup to provide a Graphical Login, We don’t
want that, just yet. If your monitor or video card is not set correctly you won't be able to
login at a command prompt for troubleshooting.

Note: Even if your video tested OK in the previous step. I don’t recommend you login
graphically.

e Answer No to this option

The update Option

By the time you install Mandrake Linux 9.0, it is likely that some software packages have
been updated since the initial release. Here you will be prompted to update your current
edition. You will only answer yes to this question if you configured your Internet connection
during network configuration earlier in this chapter. For security reasons don’t do this. But
if you answer yes to this option, it will list several mirror sites for your download and
prompt for packages selection and installation.
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¢ Answer NO to this Option.

Congratulations

Finally the congratulation screen pops up, prompting that your installation is complete click
OK to finalize and reboot.

T

Or click on Advanced for other options.

The advanced options generate auto install floppy - On this floppy record the settings
chosen during the installation. These settings can be used on new machines that need to be
configured in the exact same way.

Save package selection - This records the software packages, which were selected for this
installation. When complete, remove the floppy and all optical media select "OK" to restart
the computer. You can then boot into Linux or MS-Windows (if applicable).

Congratulations you just have installed Linux...
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Installing Mandrake 9.1 & 9.2

Welcome to the installation of Mandrake 9.1 & 9.2, perhaps one of the most intuitive
version among all distributions available. I decided to include this section for all of those
who always like to be ahead and current to the changes of technology.

The installation process of Mandrake 9.1 differs a little in comparison to the version 9.0
installation but is very similar to 9.2. Follow the instructions installing Mandrake 9.0 to
create the boot up floppy disk if you need it, otherwise just make sure your first boot device
is set to CD-ROM and insert the installation CD1 into your CD-ROM drive to start the
installation.

Observe the first screen by pressing Enter it will proceed with the installation. If for some

reason you need to troubleshoot or simply because you are having trouble installing in the
graphical mode, you can accomplish the installation in text mode by pressing F1 instead.

L*'ﬂ-i'undruke Lirnuoc

Fig. 1.38

e On your first screen, press enter to start the installation.

¢ For text mode installation or troubleshooting purposes press F1.

Helcorme to install help

In most cases, the best way to get started is to sivply press the <(Enter> key.
If you experience problems with standard install, try one of the following
install types (type the highlighted text and press <{Enter>):

vgalo for low resolution graphical installation.
text for text installation instead of the graphical one
linux for standard graphical installation at normal resolution.

0
[1}
[1}
o expert for expert graphical installation at nmormal resolution.

To use this CD to repair an already installed system type rescme
follouwed by <Enter>

'You can also pass some {specific kernel optiomns> to the Linux kernel.
For example, try linux mem=128M if your system has 128Mb of RAM but the default
kernel (2.4.21pred4-BmdkBO0T) does not detect it correctly.
: You cannot pass options to modules (SCSI, ethernet card) or devices
lsuch as CD-ROM drives in this way. If you need to do so, use expert mode.
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Observe the screen, and note that it offers you four options. At the boot prompt, you
can pass special parameters to the kernel. To make your life easier when installing in
text mode, just type text at the prompt.

After you have pressed Enter, you are prompt to select your language. Be aware that
your language may not necessary match your keyboard.

For example, one can select Spanish as the language but the keyboard is 100% English.
In this situation you would use: US keyboard (international) on the other hand select the
correct one.

Q.Mmdrakel.ﬁm 9.2 - Installation

Pleace choose 2 language 10 use.
Systemn installation

I Africa
Langusge = America
® License
& Securty

# Parliticning

Espaiicl

# Install system
Esperanto
Francals

Systam configuration Portugués do Erasil
I+ Asia

# Roct password I Europe

skt I Oceania/Pacific

# |nstall bootloader

& Summany

# |nstall upciates

* Exitinstall Help Advanced Nexi -

Fig. 1.40

e Select your language
¢ Click on Next

If you want to select additional languages click on advanced, select the language and click
on Next.

e Select Accept the license
¢ Click on Next

(*Mmtd’rakel.ﬁ'-.m 9.2 - Installation

Please choose your lype of mouse,
System installation :
~ PE/2 =

& Langusgs Generic PS2 wWheel Mouse
Licanse GlidePant

- Secirty
& Parlitioning

Logitech Mans ek an+

Standand
@ Instan system

[ [Siher]
~ us8
Sy stem configuration 1 bution
Genaric
® FRoot password Ganaric 2 Butten Mouse

® Add 3 user
# |nstall bootloader
& Summary

Genenc 3 Butlon Mouse with Wheel amulstion
Microsoft Explorer

Whael
@ Install upcates = =

@ Exit inetall Help Meaxt -

Fig. 1.41
e Select your mouse type

Note. If your mouse is a standard two button PS/2 mouse, leave the default to standard or
Generic PS2 wheel mouse if it is a wheel mouse.
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e C(Click on Next

Installation Class

Install or upgrade?
You have the option of a fresh install or to upgrade from an existing version.

(*Mﬂ]ldrﬂkfﬂm 9.2 - Installation

System installation Is this an inslall or an upgrade?
& Langusges (- EUpgradn Mandrake Clustering 2.0 (Bleuann)i
License . Insiall
& Security

& Parliticning
@ Install system

Sy stem configuration

Root pas swond
Add 2 user
Install hootioader
Siumim ary

Install upciates
Exit install

L B I N

Help Mext -»

Fig. 1.42

e Select install for a fresh installation
o C(Click Next

At this point you are prompt to select a security level (firewall preset rules), if you
already have experience and know what you are doing, you can set the security on this
screen.

I do not recommend setting a high security here because you may not be able to
troubleshoot later in case you are having problems connecting to the Internet etc.

e Leave the security level as Standard
e Click Next
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The Drake X Partitioning

(.*Mmdmkel.im 9.2 - Installation

Systern installation

& Language
® Licanse The DrakX Partitloning wizard lound the follcwing soluticns:
@ Seourty el
Pariticning S L R ng PRl on
® Install system () Erase entire disk

1_) Use the fres space on the Windews partitien

(0 Custom disk parttioning
System configuration

# Root password
# Add 2 user

& Install hootloader
# summary

# Install upcates
@ Exit Install

Help MNext -

Fig. 1.43

Depending on your situation you will have to consider this screen. Some user will opt for
dual boot some not. Your situation however may require special attention!
To make this simple for everyone:

e Select Custom disk partitioning.
¢ Click Next

Custom disk partitioning, will allow you to manipulate the drive in expert mode, especially if
you resized your existing windows partition. You probably don’t want to wipe out your
windows if you are planning a dual boot!

Hla:a!,':zutgrn t!,' ] = Journalised FS Orther

Ficlz

Smntswi redowrs

Fig. 1.44 The blank (white) space is the remaining part of the hard drive available for this
installation.

For instance observe the above picture, it shows an existing windows partition. And the only
way to keep it there is by selecting custom partitioning from the previous screen.

Filesystemn types: =tz Journalised FS | FAT other

hicla

Fig. 1.45

If the drive is brand new or no partition at all it should look like figure 1.45.
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Where hda will represent your first IDE hard drive

At the bottom of this screen you have the following buttons, which will be used to create
your partitions:

Clear all | Auto allocate | More |

Clear all: Clears everything including your windows partitions.
Auto allocate: This option creates the /root partition, the swap partition and /home
partition.

More: Display other buttons such as save partition, restore partition table, Rescue
partition table and reload partition table.

At the bottom of this screen, there are other four main buttons.

Help

Undo | Toggle to expert mode Done

Toggle to normal mode

Undo: This option undoes any changes before saved.
Toggle to expert mode: This is the preferred button for creating the necessary partitions.
Done: Clicking on this option will save and format the partition created.

Click on toggle modes

[When switching to expert mode, normal mode is displayed on this button.]

Many more options are available on the choose action panel.

Actions:

Mount point
Type
Options
Resize
Format
Delete

Now if you click on Auto allocate, the following options are available:

With /usr
Simple
Server

The option we are interested in is the server option even if you are planning on a
workstation installation only.

If you already planned to use the entire remaining part of the hard drive, just select auto
allocate with server option to create the following partitions.
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This partition is auto allocated when server option is selected.
If this option does not satisfy your needs, click on undo and click on the blank part of the
hard drive and on the choose action

¢ Click on create.

This will allow you to create partitions manually (set the size as you prefer). Refer to
creating partitions manually in Mandrake 9.0 installation.

Once the partitions are created, click on Done. You will be warned that drive hda will be
written, click OK. The partitions will be formatted.

Package Selection

The next step is package selection; you have two options workstation and server.
Observe the following table for the package selection.

Package Group Selection

Workstation Server

e  Office workstation e Web/FTP
Game station e Mail

e Multimedia station e Database

e Internet station e Firewall/Router

e Network computer client e DNS/NIS

e Configuration e Network computer server
Scientific workstation o KDE Workstation

e Console tools

e Development

e Documentation
LSB

Table 1.3

You can select all the packages from this screen if you need them, but the screen is split in
two in order to differentiate the installation. If you are planning to use your computer as a
client in your network choose the workstation packages, with the workstation you have all
the office applications including the internet applications.

On the other hand, if you are planning to use this as a dedicated server, just install the
server and server packages you need (with the Internet station from the workstation

package)

For educational purposes you can select them all, if you have enough hard drive space, or
follow the above table and install only the dotted packages. Once your selection is
complete, click Next and a warning of services will display explaining that they will run at
boot.

e Select yes
¢ Click next

The software is being copied onto the hard drive, depending on your packages selection;
you will be prompted to swap CDs.

When finished copying all selected packages, you will be prompted to enter a password for
your root account.
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Password (again) | **|
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Fig. 1.47 Creating a password for root

e Enter the password for root
e Click next

After entering the password for root, you can also create a regular user

2

Enter a user

Fieal name

[odul g}

Accept user Done Ao anced

Fig. 1.48 Creating a user
¢ Enter the user name
e Enter the user’s password
e Click on the icon, to select an appropriate icon for the user if you wish (optional).
e Click next

Unselect the option that says "I can set up your computer to automatically log on one
user”

e C(Click next

Setting your boot loader

Where do you wanl 1o install the boolleadar?

Firat sectar of the redt paiilon
(' On Flopgy
() Skip

(® iFIrst soctor of dnve [MER):

Help MNext -»

Fig. 1.49 Installing the boot loader
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e Select master boot record of drive (MBR)
e Click next

The next screen is the global system hardware configuration in the system and most are
detected automatically. There will be some that are not configured or detected properly.
Most likely the hardware that is not configured properly will be highlighted in red.

(mmldrﬂkfm 9.2 - Installation

Systemn installation Systam e
Keybosrd - US keyboard Configurs
& Language ;
e Country ¢ Begion - Linited States Configura
@& Seourity TIMEZONE - AMENGE NS _Y ol Configurs
# Parliticning
@ Install system Mouse - PS/2 standard Conflgura
Harchware
Frinier - Mo printer Configura
System configuration
Sound card - VIA Technologies [WTB2CEB6 [Apollo Super ACSF ALdic] Configura
# Root password Graphical interface - BODxEOD 24bap Configure
# A IuEoe Metwork & Intemet
# |nstall bootloader
summary Metwork - lan Contigure
# Install upciates Security
@ Exit Instal Securty Leveal - Standard Configura | |-
Help Mext -
Fig. 1.50

A primary example here might be the graphical interface. To configure it click on the
configure button on the right. When you click on configure, the monitor is probed and the
refresh rate is detected. The detected mode is highlighted, leave as default and click next

Configuring X
It is configured by detecting the proper Video card. The X server most likely will detect the
correct video card, but you should verify this by having all the specs of the system on hand.

o If the detection is correct click next
e Choose XFree 4.3
e C(Click next

Once the X server is configured the next screen will present the resolution for your monitor,
use the drop down arrow to select a higher resolution such as 800x 600 or 1024x768.
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Cancel

Fig. 1.51 Set your resolution here

If the video interface was detected previously, then you should see a summary, as shown
on figure 1.52 This indicate that your system is properly configured and shouldn’t have any
problem loading the graphical interface. To prove it, you should test it.

Graphic Gard ATl Wachs4 Wiah
KManiior Custom
Aesclution BO0E00 24 Do
Tes1
Options
Help [ Mext >
Fig. 1.52
e Click OK
e Do you want to test the configuration?
e Select yes
e Click next

If your resolution is appropriate click yes. It may bring you back to the summary screen. In
case that you need to reconfigure any of these settings, just click on any of the buttons and
it will take you to the respective configuration panel.

e If everything is correct, click next

A question pops up, suggesting setup the computer to automatically start the graphical
interface up on booting, would you like that option?

e Select No
e C(Click next

You are back to the global configuration panel, at this point you shouldn't see any red
[highlighted] that says not configured, and if that is the case everything is now configured

¢ C(Click next
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The update option

This option will try to download updates from the Internet at this point your connection is
not ready.

You now have 1he cpporiunty 1o downloesd Updated packages. These packages hove boen
updated after the distributllon was releassd. Thay may contain securty o bug fixes,
Todownload these packages, you will n2ed to have a working I nternel conneciion.

[0 you want toinstall the updetes 7

Help Mext -

Fig. 1.53

e Select No
e C(Click next

Congratulations
The last screen presents two other important options:

Congratulations. Installation 2 complete. Hemove the bool madia and press returm 1o reboot.

For infarmation an fixes which are available for this release of Mandrake Linux, consult ithe
Errata awvailable from:

Ptk A T andrakelin ux comfen'@2arrala. phps

Imformation on coniigurirg your system is eveilable in the post install chapter of thie Oficial
Mandrake Linux User's Guide,

Help Advanced [ Rebact

Fig. 1.54
e Advanced and Reboot

The advanced button: This option could be used to create an auto install floppy with the
entire previous configuration and use it on a similar system

e Click on reboot

You can now remove the CD for the system to restart normally. You should get a login
prompt.

Congratulations you have successfully installed your Mandrake Linux.
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Chapter 2
The Internet

Quick Start

I thought to include a quick start for all of you. I am a technical person and I really hate
that book that gives you 99.9% blah...blah...without getting you anywhere. Not all people
are like me, and not all people are like you. So I thought to write this book for everyone
that has different taste.

If you are like me then you are going to love this section. One can read 400 pages but it is
just a waste of time, because you have to read all in order to grab some essentials. That is
exactly the same as when you go to school and spend six months, five thousand dollars for
training, and when you’re finished you don’t even know how to format a hard drive.

I know time is valuable. Having that in mind, you should be proud of yourself because after
you finish reading this book, you’ve just graduated. And if you are lucky to hold a
certification, congratulations! Now you’ve earned it... For God’s sake learn and master what
is in this book.

Through out the decade, Linux has become one of the most powerful operating systems. 1
truly believe that sooner or later Linux will defeat the dinosaur as it already did in the server
arena and within a few years Linux will govern the desktop. Currently Linux is already in
many offices, including college and universities at the desktop level.

As I said, Linux is so powerful because whatever you can imagine, you can now do. In order
to master the secret of this operating system, you have to learn the commands. In this
section I will give you an intro to commands so we can move around to accomplish the task
I have planned.

Reboot the computer and login:

Mandrake Linux release 9.0 (dolphin) for i586
Kernel 2.4.19-16mdk on an i686 / ttyl
Localhost login:

If you created a regular user account during the installation, you can login with that user
now, but if you did not create a regular user account, then just login as root.

Login as root

Localhost login: root
Password: type the password
(note when you type the password, you can’t see it)

[root@localhost root]# This is the prompt for root (administrator)

Login as a normal user

Localhost login: agustin
Password: your regular user’s password
[agustin@Rlocalhost agustin]$ This is the prompt for regular user
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Creating a new user

If you don’t have a regular user account yet, then you need to create one. You have to be
root to do this.

[root@localhost root]# adduser userl (userl is the actual user name)

Now set the password for userl (give your userl a password).

[root@localhost root]# passwd userl (granting userl a password)

New UNIX password: type the password for userl here
Retype the password:

If the password is a dictionary word you will receive a bad password warning, you can still
use it, but keep in mind that it is a very weak password (easy to crack). Retype it for the
system to finish setting the password. When the password is accepted you will receive the
following message: all authentication tokens updated successfully.

Well you just created a new user, which is the beginning of system administration. From

now on, you should login as your regular user and every time when you need administrative
privileges you just switch to it. So logout now, and re-login as regular user.

Working as normal user
Your prompt should be now:

[userl@localhost userl]$

At your command line you can execute almost anything, but some commands will not be
available to you as a regular user unless you become super-user or root.

Anyway let’s try some basic commands so you know what they do in case you need them.
[userl@localhost userl]$ ls

The Is command lists the current directory, you can use it with several switches: =R
recursive, =S sort by file size, =1 use long listing format, -a all.

For more switches type man Is at your command prompt to view the manual. After scrolling
down the manual press “Q” to quit the manual.

[userl@localhost userl]$ cd /home

The cd command is used to move between directories. Notice the forward slash it is very
important in Linux.

[userl@localhost userl]$ cp

cp [OPTION] SOURCE DESTINATION

The cp command is used for copying, useful to move and for backing up small portions of
files. You can only copy files where you have permission.

[userl@localhost userl]$ mkdir mywork
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The mkdir is used to create directories. You can only create a directory in places where you
have permission to do so. By default you have permission to write and delete in your home
directory. If you become a super user, you can write anywhere you want. Be organized!

Become a super user

While logged in as a regular user, you might temporarily need root’s privileges in order to
do something that only root can do. You don’t have to logout to gain this power.

[userl@localhost userl]$ su

At your prompt type su, that will ask you for a password. That password is root’s password,
type it and hit enter.

Now your prompt should look like this:

[root@Rlocalhost userl]#

Note inside the brackets says root, and now you have root’s power to do anything you want.

[root@localhost userl]# exit

To exit root’s privileges just type exit.

Getting online

If you are a new user to Linux, you probably can't wait to get to the Internet using your
new operating system. As I promised from the beginning of this book Linux is not difficult,
you just think it is difficult because you heard it was. The truth it is very simple.

Throughout my career I have been doing data recovery and when somebody asks me “is it
difficult?” My answer is, “it is very simple man”. I give no further explanation; I just know
that I know how to do it. I want you to have one thing in your head, “no one appreciates
your knowledge when it comes to computers”. Everyone wants service for free; even the
most outstanding politician wants service for free because they think that you have to do it
for free.

Hey! What is this? You thought that computer professionals make a lot of money. Of course
not! Unless you have a degree, know nothing and you are working for a big company or the
government. If you don’t believe me, how many of you technicians have talked to these big
companies and have talked to support and encountered someone who does not know what
he or she is talking about.

Well the purpose of this book is, to give you some understanding of how things are done in
the real world, and gain some respect from those who think that they know too much, but
know too little.

The dial up

Do you remember what I said about hardware compatibility? If you followed my advice
from the beginning then the rest is piece of cake. If your modem is a real modem
(hardware control flow) it is probably already installed and configured during installation. If
the modem is supported, configuring the dial up will be quick and easy; it is done using
Kppp or the networking through the control center. Let’s start the Xwindow so you can look
at what I am talking about.
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[userl@localhost userl]$ startx
On your command line type startx and hit enter.
The graphical interface will start and will display a welcome wizard.

Click on next.
This wizard gives you an option for choosing a Desktop.
On the drop down menu select KDE
The KDE display also offers you a choice of Themes (look and feel).
a) default KDE
b) KDE Redmond
c) KDE Platinum
d) KDE Solaris
Clicking on any of those options gives you a sample to the right panel
Select one and click next

You can proceed with the wizard or just click cancel to get right to the desktop.

Note: At the bottom of your desktop is the task bar; there are several icons, among them
should be an icon for control center (system configuration tool).

On the very left side of your screen there is a big K. That is the start button, click on it to
display the program menu.

Presenting the Control Center
Let's take a quick look at the control center so you can see what is available there for
system administration.

1. On your task bar click on the control center icon (see fig. 2.1)

2. If the icon is not on the task bar, use the KDE Menu => Configuration =>
Mandrake Control center.

3. You are prompted for a password (enter the root password)

‘ounoac@y | BN

Under this control center you can do anything, it is mainly for system administration.

Fig. 2.1

There is an interesting icon in the control center (Hardware => Hardware List), very useful
for hardware troubleshooting.

Click on the hardware List to view all hardware detected by your Linux system. The hardware
list is very useful. It runs a detection process and returns a list of detected hardware. Clicking on
any device on the list gives a description of the device on the right panel. Learn how to use this
panel. It even gives a module name that makes the device work with your Linux operating
system.
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Configuring the connection (Dial UP)

You can accomplish the connection by clicking the network &

59'3”“ Internet icon from the control center main menu
@Hardware e Click on Network & Internet

¢ Click on connection
= * You can create a profile or leave as default.
arvmunt Points e Click on wizard

e Click on expert
o e Click on next
@N'ﬂ%’”‘ igemal e Select on normal modem connection.
!Security
. Fig. 2.2
n System
gﬁnﬂware e Uncheck LAN connection if detected.
/ Management e Click on next

e Select ttyS#/com port for the modem
e Click next
e Fill out the required info
a) Name
b) Phone number
¢) Login ID
d) Password
¢ C(Click next
e Answer yes to connect to the internet
e Click next

Note: This wizard will only be successful if you entered the correct COM port, and if your
modem is working properly.

The easiest way to configure a Dial up KPPP

If your connection did not work, quit the control center and follow these steps. You should
use KPPP dial up tool instead of the control center, as it is faster and more efficient in
configuring your dial up.

Click on the start menu (big K)
Click on Networking

Click on Remote access

Click on KPP (internet dial up tool)

8 EPFF (Internet Dial-up Toal)
4 KPPP - Log Yiewer

Telnet
L Fig. 2.3

e Click on Setup
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qut | [ sewp | [7]

I
Fig. 2.4

e Click on Device

& -» kppp Configuration

[Accounts | Device! |

Senal device

hodetn rGraph rMisc.

kdodem Device: || fev/modem - ||

Fig. 2.5

Observe closely the modem device drop down menu might have /dev/modem as default.
Click on the drop down arrow and you will see a list of /dev/ttys, these are the COM ports.
Com ports equivalent:

/dev/stty0 = coml
/dev/sttyl = com?2
/dev/stty2 = com3
/dev/stty3 = com4
Fodem Device: Jodevsmodernm --4
wille.
Flow Control: fden ity S0
Line Termination: SRR ST
Sodewrtty 52
Connection Speed: fdew Aty S35
Folew sty o
o e sty =51
[ Use Lock File foewstviz
Soevwity |3 |
Modem Timeout: [ | Fdeviusbity & ChAD =

Fig. 2.6

External modems, most likely will be on com1 or com2. Whatever your case is, select the
appropriate COM port for your modem and click OK.

Click on set up again.
e Click on modem

— Modem ,
Fig. 2.7

¢ Click on Query Modem
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Modem Commands

Cidery Modem

Terminal

Fig. 2.8

If the COM port selected is correct, the query progress will display from 0% to 100% and
will display the Modem Query Result window. Click close.

—= Modem Query Results

AT |55|:|1

AT |EiF.-'1'-.E

AT 2 |u:::||-c::

AT1 S |:|ti|:5 Sportster 56000 Vaoice W4 5. 201

ATl A F‘-JI:I 2P0 ARZ2 &50 &TS &U0 &%

ATl 5 b(HE &S50 &TS &U0 &N S00=

ATl E: ISI:I4=I:I‘II:I S05=008 S506=002 S07=0

AT 7 |n5 Speakerphone, TaD Clock

Fig. 2.9

If the COM port selected is incorrect, you will receive modem not found or can’t open port.
Try selecting different COM ports until you find the correct one. Test it by querying the
modem. When your query is successful that means your modem is working properly.
Figure 2.9 demonstrates a successful query result.

Next, Setup the account given to you by your ISP and try to make a connection.

e Click on Account

e Click on New
e Click on Dialog setup

[~ Mo not ask again

|
Fig. 2.10
e Type the connection name (connection name is not the Login ID, fig. 2.10 )

e C(Click on Add to add a phone number (if you need a number to dial out include it as
well)
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S~ Edit Account: internet

Fig. 2.11

e Enter the phone number of your ISP and click OK

Select the box for Store password if you want the system to remember your
password.

Click OK

Click Ok again

Type your user name (Login ID) and password

Click on connect

_:"- —m PPP
i—onnect to: | internet .,I
Login ID: |ahc@5bcglnhal.net
PE_SSWDrd I::::-c:-:x:c:c:-cx

I Show Log Windowr

| it || setup ||k | Connect |

] T

Fig. 2.12

Once you click on Connect, the modem should start Dialing. Congratulations you are on the
Internet!

On the task bar, you should see a world icon that is the Konqueror web browser. To launch,
click on it. Or find Mozilla on the Sub-menu.

¢ Kstart =>Networking => www =>Mozilla.
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Konguerar Web Browser - Kongueror Web Browser

HIEMRYP RO

To set your home page on Konqueror click on setting, scroll down to: Configure
Konqueror. On Home URL type your favorite Website Address and click OK. Next time
you open Konqueror it will take you to your home page, if not, just click home from your
browser.

High Speed Internet

To start using high speed Internet access, first you have to make sure that the NIC
(Network Interface Card) is up and active. There are several ways to verify if a net card is
working or not.

Observe when the system is booting up, you will see the modules are being loaded.

Bringing up loopbacK ..........cccoiiiiiiiiiiininans OK
Bringing up interface ethO..............c.cocvenennns OK
Bringing up interface eth1............cccovieennies OK

If you have more than one net card you should see them up at boot time. On special cases
your net card fails to load because the driver that is being used is incorrect or the net card
is incompatible with Linux. Let’s assume that your net card is compatible with Linux, and
for some reason you don’t see it at boot time.

e First we have to login as a regular user
e Become a super user (su)

Linux comes with several utilities that help the user or system administrator to manipulate
and configure the system. In some distributions comes with ntsysv, netconf, and linuxconf.
Our particular Mandrake comes with: netconf and linuxconf

These are the two tools used to get to our network configuration.

Testing and Configuring the NIC

Execute netconf or linuxconf to get to the network configuration. The following example is
demonstrated in text mode. Linuxconf as well as many other utilities can be used in both in
graphical or text modes. When you encounter problems (lockups) in either mode, simply
switch to the other.

[root@Rlocalhost userl]# linuxconf

Linuxconf is a very powerful utility (whether in text or graphical); it probably will become
one of your favorite tools for system administration.

50



Client tasks

Host name and IFP network dewvices
HNatne sSerwver specification [(DINS)

FEouting and gatewmays
IPE interface setup
FPPP/SLIP/PLIPFP
Serwver tasks
IP alia=se=s faor wirtual ho=sts=
LApache el =erwer
Internet =sSservwices
Exported f£ile svyvstems [(HNFS)
Sarmba file =erwer

aiy

Quit\ Help\

Fig. 2.14 Linuxconf executed under text mode.

When you get to the main screen of the network configuration, you have three subsets of
options: Client task, Server task and Misc.

*** Use the Tab key to move between fields

e From the client task select Host name and IP network devices.
¢ On the Host name + domain type: Type the name of your computer.

Example:
Server2.yourdomain.com
Server2 or serverl + yourdomain.com

Note. Yourdomain.com would be the name of your registered domain. If you do not have a
register domain name, just call it localdomain.

e Under adaptor 1 [select enabled]

e For static IP, select (X) Manual, for dynamic, select (x) dhcp.
The following picture demonstrates a system with static IP, which I have configured to
demonstrate how servers are configured to provide Internet services to the public. If you

are going to use your Linux system only for a dynamic Internet connection, just set it to
DHCP with no IP address.
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=w» Host name and |IF devices

You are allowed to control the parameters
which are specific to this host and related
to its main connection to the local IP netwark

Host name |Adaptor 1 | z | 3 | 2 I

~ Enahled —

L3

# hdanual <. Dhcp o Bootp

Zonfig mode

Frimary name + damain |server2.netcnntrnl.nrg

aliases (opf) |ser'-.-'er2 netcontrol.org

IF address |1EB.34.25.58

Metmask (opt |255.255.255.248 j |

Net device [etho /A

Kernel module |81 39too ,-"| )
accept | Cancel Help

Fig. 2.15 (For u hackerz out there,®) Note. That is not my real IP address. Blah...

The question is will your connection be dynamic or static?

Static means your ISP will assign you an IP address, which will be assigned permanently to
your computer; that also means that if you are going to setup a web server, people will be
able to get to your website. Because it is a static IP address it will never change unless for
some reason your ISP decides to change it.

Dynamic IP addresses are numbers that are constantly changing every time you connect to
the Internet. For example, when your modem dials your Internet provider it is automatically
assigned an IP address. The next time you dial to the Internet it will be assigned the first
available number.

If your connection is dynamic, enter any IP address for testing purposes (remember we are
just testing the net card). The next step, I will show you how to setup your dynamic
connection.
For static enter:
e IP address
e Enter the subnet mask
(Refer to chapter 8 IP Addresses Networks and Subnets)

The most important thing for your net card to be active is the driver (kernel module), if you
don’t know what the appropriate driver is, the net card will not work.

e The net device: is the numerical order of your NIC (network interface card)
Ex. NIC #1 = eth0O NIC #2 = ethl etc.

¢ Then the Kernel module: (8139too)[this is what makes your net card
function]
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Once you have all the information you need:

e Select accept.
e Select Quit
¢ Finally select Do it

Note: You may be prompted to change now or reboot. Select to reboot.
Reboot your system and you should see the Bringing up interface ethO to go OK.

That is how you configure a net card. When you don’t know which driver to use, there are
two choices. You do it the hard way, spend some time on the Internet researching
everything about your net card or do it the easy way. You probably already guessed where
to go from here. If you did, congratulations...you are learning.

If you are lost:

[userl@localhost userl]$startx
Type startx on your command line, hit enter. Go back to the control center

Click on hardware

Click on hardware list

From the list, under sub-tree Ehernetcard Click on your card name

On the information panel to your right find Module:

Write down the module name

Exit the control center

Load netconf or linuxconf from your console as root or super user

Write the module name you just got from the control center into net device
kernel module. (make sure adaptorl is enabled)

Accept the new info, Accept, Quit and Do it. Reboot your system and now you
should see the interface up OK.

To verify that the net card is working, on your command line, ping the IP address.

Example:

[agustin@server2 agustin]$ping 168.34.26.58

This command should give you a response of 64 bytes from ... in milliseconds. If you
get a timeout error, something is wrong, go over the configuration again.

DSL Modems and Cable modems

If you are new to Linux, you probably always wondered how to use your DSL or Cable
modem to surf at high speed and it may probably be just the right time; if that is the case
congratulations you just got the perfect book that will help you connect your internet
connection successfully.

Plain modems (DSL or Cable) are usually connected via PPPoE or DHCP, normally your ISP
sends you a modem and a CD with the required application to connect a windows system,
but in Linux we don’t use those CDs instead we use build in application that allows us to
quickly and easily connect a Linux system to the internet.
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To make it much easier to understand, it is most likely that a DSL provider will use a PPPoE
protocol and a cable company will use DHCP, but be aware that they may use either of
these protocols. This is usually the case in plain modems for residential service.

Note: Get as much information about your internet connection as possible to make it easier
when you get to the actual configuration. Be informed that I use the word Plain modems,
which means regular modems no built in routers.

Configuring the Internet connection with a Plain DSL modem

Make sure you have connected everything Ethernet cable, power adapter, the phone line,
filters, or coax for cable (for cable modem). When ready, to start your configurations launch
the Mandrake Control Center

Before you start this wizard you should set your NIC to DHCP, which will make it easy to go
through the following settings.

¢ Click on Network and Internet.
e Click on DrakConnect or Connection (Depending on your Mandrake version)

Once you click on this icon, a wizard will start. See the following picture.

LAN configuration

Interface IP address |Protocol \Driver  |State

o otho dhcp 813900 up
Wizard... Click here to launch the wizard -»
Expert Mode Cancel OK
I
Fig. 2.16

On the first screen of the wizard, you should see the net card status “UP” and interface
ethO.

e Click on wizard to continue

Uze auto detection

Expert Maode kr

i—ancel | Mext -=

Fig. 2.17

¢ Click on expert
e Click on Next to Continue

The next step is very important; select your connection type.
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Note. If you are using static IP for your DSL, select LAN instead of ADSL (for modem-
router, see the section routers).

Choose the connection yvou want to configure

Mormal modem connection
Winmodem connection
ISDMN connection
ADSL connection <
Cable connection

LAMN connection

Cancel <- Previous Mext -=

= ==l Fig. 2.18

For example:

e If you are using any XDSL connection, you should select ADSL on this menu.

The most common way to connect with adsl is pppoe.
Some connections use pptp, a few use dhecp.
If you don't know, choose 'use pppoe'

) use dhcp
1 Alcatel speedtouch usb
() Sagem (using pppoa) usbh

Cancel | | <- Previous | Mext -= 1
k= =i
Fig. 2.19

For DSL select the appropriate protocol, PPPoE is very often used but you should verify this
with your ISP.

If you are using PPPoE, you should have all the information required such as the DNS
provided by your ISP, but mainly your account user name (account login) and password.
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Please fill or check the field below

Provider name (ex provider.net)
Provider dns 1 (optional)
Provider dns 2 (optional)
Account Login (user name) mylogin-name
Account Password m

Cancel <- Previous Mext -=

k= =l

Fig. 2.20

e C(Click on Next

Once you click on next, your network interface card should be detected. My
recommendation is whenever you try to connect a computer to a network; you should
always install only one NIC in your system, so when you run a wizard like this you don’t get
confused on the installation. If you need a second net card, you can always add it later.

Found Realek|RTL-8139 network/main interfaces
Do yvou have another one?

I Yes
@ MNoi

Cancel Mext ->

I— —
Fig. 2.21

e C(Click on next

You are prompted with a question; do you want to start the connection at boot time? The
answer is Yes.

e C(Click on Next

Next the network needs to be restarted; do you want to restart it now? Again the answer is
Yes.

e Select yes and click Next

The next question is -do you want to connect to the internet now? The answer to this
question does not really matter, but you should answer No.

e C(Click next

The wizard is completed
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e C(Click Finish

You should apply all changes, exit the control center and restart your computer. When your
system fully restarted, open the web browser to test your connection and enjoy your
internet connection.

Connecting DSL as DHCP

If your DSL Connection is via DHCP, refer to figure 2.19, protocol selection. When selecting
DHCP you may be prompted to insert one of the distributions CD’s, probably Diskl for
additional software installation (DHCP client).

Insert the CD and click OK to proceed with the software installation. After all the packages
have been installed, again the net card is probed and asks you, do you have another
interface? Answer yes or no. I assume no, see figure 2.21 and click next.

Depending on whether you have another NIC or not, the next screen will be the following
requiring the necessary information for the connection.

Automatic [P ® (bootp/dhcp/zeroconf)
IP address
Netmask
DHCP host name
Track network card id (useful for laptops)
Network Hotplugging L

Il Assign host name from DHCP address %
k= =l

Fig. 2.22

Note. Maximize the screen to see the buttons at the bottom.

Because this is a DHCP connection, you do not need to enter any IP address, just make sure
Automatic IP check box is selected. The ISP’s server provides the IP address dynamically.

¢ C(Click next to continue.

Enter a Zeroconf host name without any dot if you don't
want to use the default host name.

Zeroconf Host name

Host name server?.netcontrol.org
|" .......................................
Cancel <- Previous P Next o>
— =1
Fig. 2.23
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The physical host name is automatically detected; you do not need to enter a Zeroconf host
name here.

e C(Click next to continue

Proxies configuration

HTTP proxy
FTP proxy

Cancel <- Previous I[ Next-> |

- < Fig. 2.24

This is a direct connection, there are no Proxies just click next.

e Next the network needs to be restarted, select yes and
¢ Click next.

Once the network is restarted, you will receive a congratulation screen.

Click finish

Click on Apply or Ok
Exit the control center
Restart the system

After restarting the system open the web browser (Mozilla or Konqueror) and enjoy your
high-speed connection.

Setting up a Plain Cable Modem (DOCSIS)

Data-over-cable Service Interface Specification

Setting up a cable modem is as easy as setting up a DSL modem. Again, plain modem no
router. Many cable modems are installed using DHCP protocol. In other words, all the
information that is required is gathered dynamically from the ISP’s server. You will be
surprised how many providers use DHCP (no password required at all) and the installation is
quite simple.

To start your installation, get to the control center, start the wizard in expert mode and
when you get to the connection type, refer to figure 2.18. Select cable modem.

e From figure 2.18, make sure cable connection is selected and click next.
e Your connection should be dhcp-client
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B

Which dhcp client do you want to use?
Default is dhcp-client.

..................................

Cancel <- Previous Mext -=

- - Fig. 2.25

The net card is probed the same as for the DSL connection. It will ask you if you have
another one, select yes or no and click next.

No manual information is required, see fig. 2.22, and maximize the window to view the
buttons. Make sure Automatic IP check box is selected [x] (boot/dhcp/zeroconf)

o click next

On the next screen the Host Name is automatically detected. The zeroconf host name field
is not required, see figure 2.23.

Click next

No proxy server is required (see figure 2.24) (proxies will be discussed later)
Click next

The network needs to be restarted, select yes and click next.

You receive the congratulations screen, the network has been restarted

Click finish

Click Ok to apply the configuration
Exit the control center

Restart the computer

After restarting the computer, open the web browser and you should be able to browse the
internet, congratulations.

Connecting an ISDN

If you are still using ISDN, you will find this helpful... ISDN used to be the fastest
connection, compared to regular analog modems. Its functionality is still the same (Very
expensive by the way). That is the reasons not a lot of users have them. But of course
ISDN was an alternative to T1, T2 and T3. Today ISDN is being replaced by DSL which is
actually more cost effective. DSL is still slow compared to T lines. But I am very sure that
with DSL you can run any server. Trust me I already run several servers on the same DSL
line and everything runs smooth. You can always upgrade to T lines if you think you have
the need or money.

The ISDN modems have to be operational just like the regular modem in order to make a
successful connection. If you have noticed earlier during the wizard, you had the option to
select your connection type. Well that’s exactly the way to do it.
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Get back to the control center and run the wizard.

Click on Network & internet
Click on connection

Click on wizard

Click on expert

This time click on ISDN

Choose the connection you want to configure
Mormal modem connection

ISOM caonnectian

-
=

S 050 connection j
Zahle connection 1
-

LaM connection - ethernet card(s) detected

e C(Click on Next

What kind is your [5DN connection?
A Internal 130N card

+ Extemal [50MN modem

Fig. 2.27

pay attention when you select your modem type, this decision may cause your success or
failure. Remember external modems usually are assigned to COM1 and COM2 respectively.

Once you have selected your modem type, you have to select
the appropriate COM port.

wehich serial part

ttyS0 F COMT
ttyS1 £ CORME

tySz f COMI
tyS3 5 COpgg F9- 228

fty=4 F CORG

ﬁ';.f55 L COrG Look at figure 2.28 it describes all the COM ports available; if
the modem is internal it could
ﬁ':-"SEi L be connected to any of the ports from com3 to com8.

=7 CORME

fevrmodem In this scenario the modem is connected to com2, which is an

external modem.

An ISDN modem is a dial up modem, and it requires all the necessary information to
accomplish the authentication. Fill out all the information on panel fig. 2.29.
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Dialup options

Connection name “

Fhone number

Login 1D

Passward

|
|
|
Buthentication |Pﬁ.P ﬂ
|
) |
)|

Domain name

First DNS Server {optional)

Second DNS Server (optional)

Fig. 2.29

An ISDN connection is assigned a dynamic IP address. That is the reason DNS is optional
here, because everything is DHCP (there may be special occasions when ISDN is using static
IP). Fill out the necessary information and click next. You will be prompted to finish and
apply the setting. After applying the setting, you should be able to connect. Enjoy!

Configuring Your High Speed Internet Using Routers and
Modem/Routers

The router

A router is the hardware that interconnects your computer to the Internet. It is configurable
in order to route packets to the correct destination such as one network to another.

Many Internet providers offer DSL connection for residential, and most providers include a
modem with their packages. These modems are plain digital signal transceivers (transmit
and receive) on your telephone line. Remember your telephone line is analog and in order
to achieve a high-speed data transmission a modem is used to transmit and receive digital
signal from the host (Telco equipment “router”) and route the data to the nearest Internet
server.

When you subscribe to a DSL provider, you basically first go through the telephone
company to be approved for DSL (Digital Service Line). If the phone company has the right
equipment already installed in your area, then it is said that you are qualified for DSL.

The regular DSL modem that is sent to you by your provider, usually is software driven
(requires software to dial and login). Most residential DSL are dynamic connections; that is
the reason it uses software to communicate and negotiate with the server and obtain an IP
address temporarily. Make note that those modems only work with only one computer.

A router can be easily attached to those modems to expand the network to connect as
many computers as you want. Routers are easy to configure for dynamic or static
connections. Consult before you buy a router read on the package as it usually tells some
specs about the router. The documentation tells how to access the configuration.
Depending on the brand names and models a lot of them out there are configured via a web
browser. Others are configured through a console terminal. The advantages and
disadvantages of each other will depend on issues such as integrated firewall and prices.

61



Visit www.linksys.com www.smc.com and www.netgear.com read all the documentation for
any router there so you can make better decisions when you buy. These websites have
mostly web based programmed routers. Be ready before you go through the following
configuration. Have all the information you need on hand.

So how do you program a router?

All routers are different, but many are configured the same way. When you don’t know a
piece of equipment read about it... the more information you gather the more professional
you become when dealing with the product.

For example if your account is a dynamic connection; you may not even have to do
anything but connect, and it is ready to go. Why? Some routers are pre-configured as
DHCP from the manufacturer and generally obtain the information automatically from the
ISP.

When connecting your router, make sure you connect everything:

e Power adapter
e Ethernet cable (cat 5), from the router to the PC
e The telephone cord from the wall jack

I have seen a lot of people claiming that their equipment doesn’t work; I swear it helps a
little bit if you plug in the power.

The Router’s Front Panel

Some routers are very descriptive. The front panel, have LED’s that tell you what devices
are connected and on.

Label Activity Description
Power ON Power is supplied to the router
(_I) OFF Power is not supplied to the router
Test ON The router is initializing
v OFF The system is ready and running
Internet ON The internet port has detected a connection with the
WAN attached device.
i Blink Data is being transmitted or received by the internet
~ port (WAN)
LAN ON(Green) The local port has detected a link with a 100 Mbps dev
Local Blink(Green) Data is being transmitted or received at 100 Mbps
Area ON(Amber) Port has detected a link with a 10 Mbps device
Network | Blink(Amber) Data is being transmitted at 10 Mbps
OFF No link is detected at this port
Table 2.1

The Router’s Rear Panel
The rear panel of the router contains the port connections for your computers.
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Fig. 2.30

For some routers in the rear panel it has a reset button. But note that some routers do not
have a reset button.

Make sure that everything is connected properly. There is one port on the router called
WAN or Internet, which is the port for the Internet. (That is where the cable or DSL modem
goes). Refer to fig. 2.30 the ports 1-4 are your computers.

(ou

PHONE WIRE e
(INPLT) FII"W *  CAT 5 CABLE
— "grossover cable”
o (IN)
ROUTER ’
—Jioum
==

Fig. 2.31 This is how the connection looks with a plain modem connected to a router.

Note. You can connect any local port of the router to the Uplink port of an Ethernet hub or
switch using standard category 5 Ethernet cable. You may also connect any Local port of
your router to any normal port of an Ethernet hub or switch using a crossover Ethernet
cable.

Figure 2.31 demonstrates two devices being used (modem and router). This picture could
possibly represent a residential connection (Single user account). Much of the configuration
information is dynamically assigned.

The router is used in order to share the Internet connection with other computers in your
LAN. When the router’'s WAN port is connected to the DSL modem, the routers appear to be
a single PC to the ISP. It then masquerades as a single PC to access the Internet through
the DSL modem allowing the rest of the internal Network to gain access to the Internet.
This method is called NAT (Network Address Translation) occurring within the router.

Login Protocols

Some ISPs require you to login. You must enter a login name and password in order to
connect to their Internet server. To accomplish this task a protocol is used to carry out the
transaction. The most common protocol uses PPP over Ethernet (PPPoE).

When you configure the router, you will enter your login name and password in the

configuration menu. After the router is configured, the router will perform the typing of
user-name and password automatically whenever needed.
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Account information

When the account information is not assigned dynamically, your ISP should give you the
following information.

An IP address and Subnet mask

A gateway IP (the Address of your ISP’s router
Domain name servers (DNS)

Host name and domain suffix

Ready for the configuration

At this point your net card must be set as dynamic (x) DHCP. Make sure your net card is
[x]Jenabled. Save the settings and restart the computer. Refer to figure. 2.15

Accessing the Router’s Web Configuration Manager

Make sure that both devices modem and router are on. If you just turned it on give it a
minute to initialize. Next, find in the router’'s manual an IP address to type in the web
browser.

Example (192.168.1.1)

e Open your browser, it is all right if you receive an error at this point
e Enter the IP address in the browser and press enter.

| Address [] hip:211321881.17

Fig. 2.32

e A login window opens as show in Figure 2.33
e  Enter the administrator’s username and password found in your manual.

Once your user name and password is authenticated, you will be on the configuration page.
If this is the first time you run this configuration, a wizard may start automatically.

Conmoc! fo 192 166.1.1

=
Li
- n—*

RS

Linesrs BEFDERAIW
Liser name: £ ainn T
Fasssand: suuss
"] Remenber iy pas s
| e | :_u:=-..-=|
Fig. 2.33

If you never configured a router before, I suggest you make note of the default settings or
print it if you can.
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Taking notes on this configuration is a good method and learning habit. You will have a
good reference material whenever you need it. Check (Fig.2.34) it is the basic configuration
page, and asks you if your connection requires a login.

Setup Wizard Basic Settings

Basic Settings Does Your Internet Connection Require & Login?
 “es

Logs & Mo

Block Sites

Schedule

E-mail Account Name (If Reguired)

Router Status Domain Name (If Reguired) I

Attachad Devices
Internet IP Address

Settings Backup = )
Set Password Get Dynamically From ISP
Router Upgrade  Use Sialic IP Aldress
IF Address I_D .l_n ID_ lﬂ_
:"" F.':v"""”"“-'l IP Subnet Mask [e5% [255 [ess [o
ecuri
Dynamic DNS Gateway |F Address |n o -ID o

LAN IP Setup
IP Siatic Routes Domain Name Server (DNS) Address

@ Get Automatically Fram ISP
" Use These DNS Servers

Logout
e Plimary DNS o b o
SecondaryDNE o o o
Router's MAC Address

* Use Defaut Address
T Use This Computers mMAG

© Use This MAC Address I
Al | Cancel | Test

Fig. 2.34 Browser based configuration Main menu

Configuring the connection with Login
RFC 2516 PPPoE

PPPoE

Account Name |
Domain Name I
Login |
Password I

Idle Timeout IE

Domain Hame Server (DN5) Address
™ Set automatically from ISP

 Lse these DS servers

Frimary DMNS I
Secondary DMNES I

Al Cancel | Test I

Fig. 2.35

If you are in wizard mode, and you answered yes, it requires a login. It will redirect you to
a page to enter the required information. If it doesn’t redirect you, check under the Setup
option. There might be a way to get to the page to enter the information. Enter your
account name (may also called Host Name)
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Enter the domain name; this is needed to access services such as mail or news servers.
If you leave the domain blank the router will attempt to get this information automatically
from the ISP

e Enter the login name and password provided by your ISP

Domain name server (DNS), Get it automatically should be fine. Only if the ISP does not transmit it to the
router during login; then enter it manually.

Click on Apply
Router’s Mac Address: This is used on the Internet port, some ISP’s will record it
and it will be served for them as a unique address to accept traffic from. (Don't
worry; I never had a problem with it. Just leave it as default).

e Click on Apply.

Click on the test button to launch the browser. It will most likely take you to the
manufacturer’s web site. You can also test this by exiting the router’s configuration page
and re-open the browser and enter any domain. If you get to the requested page then you
have it successfully configured.

Note. Some routers require you to save and reboot for the changes to take effect. Read
your manual it should have all the information you need.

WAN IP Address: Dynamic IP Account

Again if you are configuring this with the wizard, you should see the information as in fig.
2.36

Setup Wizard

Systemn Can How Detect The Connection Type Of YWaN Port, Or
You Can Configure it By Yourselr.

Do You Want Systemn To Detect The Connection Type?
3 vas
7 o lwant To Configure By hivself.

MNext .
Fig. 2.36

The wizard will instruct the router to determine the connection type if you answer yes to
the question. However if you are doing this manually, you will still get to the following
option. Enter all the required information.
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Dynamic IP

Accourt Name (f Reguired) |

Domain Name (If Reguired) |

Domain Mame Server (DNS) Address
i+ GetAutomatically From ISP
T Use These DMNS Servers

Primary DMS o o o

Secondary DS o o o

Fowuter's MAC Address
™+ Uge Default Address
T Use This Mas Address

Avppale I Cancel I Testl

Fig. 2.37

For a Dynamic configuration enter the following:

Enter the account name

Enter the Domain name, necessary to access the ISP’s services such as mail. If you
attempt to obtain

leave this option blank, the router will

automatically. If you are having problem getting your emails, this field must be

entered manually.

¢ Domain Name Server (DNS) you will assign this only if your ISP is not transmitting it
automatically. Remember this is Dynamic so you should get it automatically.

e Mac Address: Leave as default.
e Click on Apply.

Test your connection

System Hame

Firmware Yersion 1.00 RC10 Feb 05 2002

VWiN Port

IP Address 10.1.1.13258

DHCP Client

IP Subnet Mask 285 255 2550

LAM Port

IP Address 192.168.0.1

DHCP Server

IP Subnet Mask 285.255.255.0

Show Statistics Show PFFoE Status

Fig. 2.38

On the LAN IP, it may be already pre-configured with a range of IP addresses.

change these settings according to your needs.

Look at figure 2.38, it shows the current status of the router assigning IP addresses to the
clients in the LAN. It is running as a DHCP Server, the subnet being used here will assign
up to 254 hosts in the local area network. You can change the LAN IP addresses to assign a

range of IP address that you require.

it from the ISP




Commercial Configuration

On occasion the ISP will send a modem/router (combo). This type of equipment does not
require a separate modem for the connection. It is unusual to get one of this equipment
unless you are running a business. It may also depend on your account such as a package
of static IP’s etc.

PHONE WIRE
(INPUT)

__,_,_-—l—"-'

Fig. 2.39

Figure 2.39 basically represents combo equipment. This Router is configured exactly the
same way as we already did for our last two connections.

WAN IP: Static Address Configuration

This settings is much easier to configure manually, all you have to do is get to the Static
configuration page. The ISP should have sent you all the information required for the setup,
in this case your IP Addresses. See the following table.

Your Router Side Your Network Side

Router IP 168.3426.56 15T |p 168.34.26.58

Gateway 168.34.26.57 2" |p 168.34.26.59

Subnet mask 255.255.255.248 37IpP 168.34.26.60

ISP’s DNS 209.244.0.3 4" |p 168.34.26.61

ISP’s DNS 209.244.0.4 5" |p 168.34.26.62
Subnet mask 255.255.255.248

Table 2.2 This table shows a typical configuration sent by your ISP, an account with 5 static
IP addresses

Figure 2.40 shows all entered IP addresses required for the connection (router side).

Fixed IP

Internet IP Address
IP Address 168 |34 |26 .56
IF Subnat Mask jz5s |z55  |255  fzas
Gale P

.-ﬂu:il:Ire:sWE“r hﬁg-b4 -IEE" -llj?

Frimary DMS 200 244 0 |3

Secondary DS |2z00 [244 [0 |4

Aspr e I Coancel I TEStI

Fig. 2.40
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Enter the router’s IP address here.
Enter the subnet mask

Enter the Gateway

Enter the DNS

This router now has all the necessary information to connect to the Internet. According to
Table 2.2, you have 5 static IP’s. The range of the IP address from table 2.2 then would go
into the Local Area Network (LAN) IP Setup, see fig 2.38. When you enter the range of your
public IP’s in the LAN IP section, then you no longer can assign 254 hosts, but the 5 IP’s
controlled by the subnet mask 255.255.255.248.

At this point your router has 5 public static IP’s, which means that if you configure 5
computers with this IP addresses each computer could be a server over the internet.

You could also add an additional router to any of these IP addresses with a hub or switch to
serve an internal local area network, or use any computer connected to any of these IP
addresses and convert it into a Proxy server to assign an internal subnet which will provide
Internet access to all the clients in the Local area network.

Troubleshooting
If for some reason something goes wrong, don’t panic.

e Try to re-enter the IP address to get to the configuration page again

e If it doesn’t work, configure the network properties with any IP address in the range
designated by the manual

e For example, if the factory-default IP for the configuration is: 192.168.1.1, but now
it doesn’t work. Set a static IP in the network properties from 192.168.1.1 to
192.168.1.254, any value within this range may work.
Try rebooting the system.
If the router has an option for reset, use it.

e If nothing works call tech support directly (the router’s manufacturer)

Connecting Linux to the router

Now that we know the router is working properly; we can go ahead and configure our Linux
box. You will be surprised how easy it is to configure your connection.

Once your net card is working properly, the wizard from the control center becomes very
handy. At this point you should assign the appropriate IP address to the Net card in your
Linux box see Figure 2.15 and also make sure you declared the public IP range in the LAN
side in the router.

Because my system is going to be running a web server, in the following configuration I
already assigned a public static IP, just as it shows in Figure 2.15, by the time I will run the
wizard it will pick the IP address from the NIC card.

Let's go back to the control center:

20 ¢

Connection Fro=y Connection
Configuration Sharing

Fig. 2.41
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Click on connection to start the wizard. You probably already noticed that this wizard
could be used for all your network connectivity.

Lam configuration

|Interface|IF'address ‘F‘mtucnl|Driver ‘State

B ot 166.34.26.56 G133to0  up
L3
Click here to launch the wizard -= Wizard. .
Expert hode cancel (8]4

Fig. 2.42

Observe Figure 2.42 carefully; the IP address was detected automatically when I clicked on
connection. The reason it was able to pick up this IP address is because the net card is
active and functional. As a matter of fact look at the picture on the status (state) it says
UP.

You may have the correct IP already if you entered one during your net card activation or
during the installation process. To continue with our Internet configuration click on Wizard.
You will see a welcome to the Network configuration wizard.

We are about to configure your internet/network connection...

Use auto detection &

Expert Mode 17

Cancel | Mewt -= |

Fig. 1.43

Click on Expert
Then click Next

You will then be presented with several options:

Mormal modem connection
ISDM connectian
A05L connection
Cable connection

LaM connection - ethernet card(s) detected

mLI_I_I_

Fig. 2.44

During this process, you may be prompted for additional software installation. Insert the
appropriate CD and Click OK.

When connecting your Linux box to the internet using a router, you will have to select the
LAN option as shown in fig. 2.44
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Do you have another one’y
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Fig. 2.45

e C(Click Next
e The wizard Finds a Net card

Answer appropriately and Click Next.

According to the router; it knows that it is controlling an internal network, either Dynamic or
Static IP’s for the Clients’ side (your computers) as you declared it in the internal network
range with its respective subnet.

As in the following example:
IP = 168.34.26.58 Subnet = 255.255.255.248

This Subnet allows me to connect 5 computers in my LAN; by adding a second router, I can
then assign a bigger subnet and make it an internal network. I could avoid a second router
and make any of the machines within the 5 IP’s a proxy server to control an internal LAN.
Thereafter, the proxy will act as a router.

IP address |1EB.34.25.58
Metmask |255.255.255.24B
Automatic IP _J (bootpddhop)

aotart at boaot ([

Cancel | <- Prexious Me=t -=

|
Fig. 2.46

Note: If the router was set to assign IP address automatically (DHCP) then instead of
placing an IP here, just click on Automatic IP (boot/dhcp) and click on Next

e Make sure the start at boot is selected.
e C(Click on Next
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Host name |server2.netcuntrul.nrg
DMS server 163.34.0.2
Gateway (e.g. 168.34.0.1) {168.34.26.57|

Cancel |-=— F'reuinus| Mext -= |

|
Fig. 2.47
Look at fig 2.47; it automatically took the host name and the DNS IP address from the net
card. If you already entered the gateway it should appear here too; otherwise enter it now.
For this to work the router must be configured properly as it is shown in figure 2.40

o C(Click Next

On the next screen you will see an option to enter the Proxy IP Address, but because we are
not going out through a Proxy server we will leave this option blank.

Proxies configuration
HTTF prosy A |
FTP prosy li
Track network card id (useful for laptops) _|

Fig. 2.48

At this point you don’t have a Proxy server. But in the future when your network grows, you
may. A proxy server is a computer used between the router and the internal network as
gateway, and provides Internet security to the internal LAN.

e To continue with the last step click next.

Congratulations, the network and Internet configuration is finished,
The configuration will now be applied to your system.

cancel | ‘ Finish

Fig. 2.49
¢ Click on finish to apply the settings.

k

Once you click on finish it will take you back to where you started on figure 2.42.

e Click on Apply, and then click on OK.
e Exit the control center.

Reboot the system. Launch your browser and enjoy your high-speed Internet connection.
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