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Chapter One Introduction

Introduction

Finding the best distributive system architecture for one’s business or organization is key to insuring that everyday business continues as usual with little to no interruption.  A distributive system is one whose components are distributed to multiple locations in a computer network by the use of one or more servers (Whitten, 2007).  A server can be configured to support many different roles in a network.  One role is the creation and managing of files.  Another role that a server may play is to centrally manage the Internet Protocol (IP) addresses using Dynamic Host Configuration Protocol (DHCP) and the Active Directory application.  The Domain Name System (DNS) and Application server role can be configured to make organization’s resources available on the Internet.  The three server roles discussed in this paper are; file server, DHCP, and DNS (Stanek, 2006).

Problem statement

After Hurricane Katrina, the Dillard University Computer Science Department lost most, if not all, of its technological resources. Now, three years later, these resources are starting to come back, thus opening research opportunities for students.  Currently, the department currently has four servers, one running on Red Hat Enterprise Linux, two running on CentOS Linux and the last running on Microsoft Server 2003.  With these servers running on different operating system, the problem is finding a way to integrate these operating systems to meet the needs of the Computer Science Department.  

Relevance

This research is important because living in New Orleans we are susceptible to hurricane threats.  After Hurricane Gustav earlier this year, we experienced the hardships of returning back to school and trying to get back into the swing of things.  Having these services in place the department can reduce or eliminate this effect by assigning work and also the reception of class work.  These services can one day serve as a social network, connecting students and teachers together via Virtual Private Network (VPN) and the Internet.  One can also have the able to Telnet to the one of the Linux servers can make the UNIX classes at Dillard more exciting and interactive to students.  In recent years, students taking JAVA Web Development classes had to create their websites on Yahoo, but with successful implementation of the servers, future students can develop there web pages on one of the servers within the department.   This research is also important because not only does it gives me a chance to give back to the university, but it also giving me the hands on experience on configuring server platforms that I will need in the workforce.

Chapter Two Literature Review

Introduction


The articles in the literature review discuss the different types of server architectures and their different roles on both the Linux and Microsoft 2003 servers.  The review also describes the advantages and disadvantages that come with the file server, client/server, and internet/intranet roles in the servers.  The review describes Winbind and its purpose in a multi-operating systems environment.  It also discusses the organizational challenges that small and medium sized organizations have when it comes to addressing their security needs.  It also talks about the different policies and measures that companies must take to insure a secure network.

Review

Figure 1 File Server
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The first client/server architecture that was developed was the file server (see Figure 1). A file server serves and manages access to files (Stanek, 2006). In this system, all manipulations occurred at the workstations, where data is requested.  In the LAN environment, the file server only hosts the data layer and all other applications, such as; presentation logic, processing logic, and much of the storage logic are handled by the Client PCs (Whitten, 2007).  A file server will only act as an additional hard disk for the Clients PCs, e.g. F Drive or (F :\).  File server architecture also has many disadvantages that can affect the performance of the LAN.  One disadvantage is that large amounts of data must be moved regularly between the Client and Server to enhance network and application performance.  Another disadvantage is that since all actual work is being done by the Client PCs, these computers must be robust.  A robust computer is a computer that has high processing speeds, security software, and security measures in place.  Also a robust computer will not crash if anything was to happen to a server or any other component on a network.  Client PCs should also have adequate disk capacity to store the massive amounts of data that is downloaded from the file server (Hoffer, 2002). On the Microsoft Server 2003 operating system, the file server has an option to enable one to quickly configure disk quotas and indexing.  One can also install a Web-based file administration utility, which installs Internet Information Server (IIS) and enables Active Server Pages.  IIS integrates itself with the operating system to make it relatively easier to administer a server running on the Windows NT platform (Stanek, 2006).  

Client/Server architecture is the most used client/server design today.  A server in the client/server model must be more powerful and capable than a server on the file system model.  There are different types of servers that can exist on a client/server model.  Database, transaction, and web servers are all examples of servers that can be used in a client/server model.  The application and presentation logics are placed on the client PCs.  All these solutions have the same architectural design; the only difference is the application logic layer handles each situation differently (Whitten, 2007).

Internet based architecture is considered to be the latest evolution of the client/server system.  With the use of the DNS, a server can be configured to allow resources, such as databases and files, to be available via the Internet (Stanek, 2006).  In the Internet based architecture, web browsers are used to download content from the web server to client PCs for manipulations (Whitten, 2007).  The Intranet is also a part of the Internet evolution.  The Intranet is a secure network that uses Internet technology to integrate desktop computing.  Today, secure intranets, with the use of firewalls, are now the fastest-growing segment of the Internet because they are much less expensive to build and manage than private networks based on proprietary-protocols.
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Figure 2 Firewall and

The OSI Model

.  A firewall is important to insuring the security of all stations on a network.  A firewall is a device or system that controls the flow of traffic between different areas of a network.  There are several types of firewalls techniques; from packet filters, which look at each packet entering and leaving the network and then accept or reject it based on user-defined rules, to proxy server that intercepts all messages entering and leaving the network.  

Firewall designs are based on the size of the network that is being protected.  In a small network, the use of a single router can be used to protect one’s network, but in an enterprise network, the firewall system may include many components, such as perimeter firewalls, stateful firewalls, VPNs, IDS solutions and many others (Deal, 2004).  Firewalls are used at five layers of the OSI Reference Model (see Figure 2).  However, most firewalls operate at only four layers: Data Link, Network, Transport, and Application.  The more layers that a firewall can protect, the more effective it can be in preventing access to and from devices. 

In this distributed environment, security threats are more susceptible.  In a Client/Server design, security measures should be taken to protect all systems components, but other measures should be implemented.  One measure that should be added is a System-level Password.  This security measure typically requires user names and passwords to identify and authorize use.  Security guidelines, such as, password length, and frequency of password changes, should also be implemented.  Another security measure, although not encouraged, is the Database-level Password.  Similar to System-level Password measures, with Database-level Password framework, the operating system has authentication capabilities.  This method is easier, but external attempts to gain access will also be easier because it reduces the password layer from two to only one.  The last and most secure security measure is Secure Client/Sever Communication.  Secure Client/Server Communication includes encryption.  Encryption is turning readable data or plain text into unreadable data, cipher text.  Most client/server users use plain text passwords.  Rational Database Management Systems (RDBMS), such as Oracle, Sybase and Inform, have secured network password transmission capabilities.  Encryption is a good security measure, but the drawback is that it can affect job performance negatively due to the time it takes to encrypt and decrypt data (Hoffer, 2002).
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Chapter Four Data and Results

Implementation

Give an introduction of what you will be discussing. When listing the items, give details about
them. What was done, what was observed, what occurred from both a positive or negative
‘perspective? Note any data results even if those are posted in the appendi, reference the
appendix...
What has been done;
1. Created of new domain on the Microsoft Server 2003 using Domain Controller
and Adtive Directory. Using the “dcpromo” command in the run box
2. Added a number of users and assign rights to cach. Also, adding different groups
and allowance and restriction on group rights
3. Configured Samba and Winbind on the Red Hat Server.

4. Configured the IS application on MS server.

Type the name of a program, folder, document, or
Internet resource, and Windows wi opent fo you.
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5. Created a share file on both servers
6. Tested the security, I will access the security logs to see what files were accessed

in an amount of time.
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User authentication is important to securing and system, both Linux and Windows have different ways to represent user and group information and have different ways to implement technologies.  One common solution that is used today is creating identical user account on both Linux and Windows servers using Samba.  The Samba suite of programs, provide file and print services for both systems but also cause problems when adding and deleting users.  The next alternative to Samba is using Winbind (see Figure 3).  Winbind unifies Linux and Windows account management by allowing Linux server to become a full member of a Windows domain.  Once this is done, the Linux will see the Windows users and groups as if they were actual Linux users and groups ().  
Winbind works by using a variety of Microsoft Remote Procedure Call (MSRPC) calls to enumerate domain users and groups and obtain detailed information about individual users and groups and authenticate the MS domain users and changes to passwords.  By querying the Windows Primary Domain Controller (PDC) Winbind maps the MS account information onto the Linux users and group names.
Security and privacy are among the top ten IT management concerns (Sipior & Ward, 2008). Small and medium sized enterprises face serious organizational challenges managing the deployment and use of information security risk tools and methods to assist them in selecting security safeguards to prevent IS security compromises.  A key element of the risk management process is the conduct of threat assessments and risk analyses that are turned to the specific needs of an organization (Beachboard et al, 2008).  Proper management of information security requires formal structure and resources and the absence of a well-defined information security policy is currently regarded as,” the most serious problem with security in organizations today” (Sipior & Ward, 2008).  

A written formal Information Security Policy (ISP) should be made to address the concerns at different levels in the Information Security Management (ISM) framework.  These policies must include organization principles and guidelines for information security.  To promote an effective ISM, an organization must continue to be informed about environmental changes and improvements, so continuous improvements of an organization ISM is critical to information security. 

Summary

The articles in the literature review discuss three roles that are implemented on the servers in Dillard University’s Computer Science Department.  This review discusses the advantages and disadvantages of each role in a LAN environment and outlines security issues that must be addressed. The choice of using a firewall or not can be a major disadvantage or advantage to one’s network.  Firewalls control the flow of information coming into and leaving a network. The OSI model states that more layers that are protected by a firewall, the more effective it can be in preventing access to and from devices.  System authentication is important to insure that private information is not accessed by unauthorized individuals.  The implementation of Winbind is a way to authenticate users and groups running on Linux and Windows operating systems. The most important issue that is addressed in the literature review is the creation of an Information Security Policy.  In Sipior and Burke’s publication on Information Security Management, the researchers stressed that every organization should have security guidelines and principles, and that these policies should be continuously updated to insure a secure network. 

Chapter 3 Methodology

This research problem was addressed using only two of the server; the Windows 2003 server and Red Hat Enterprise Linux. The first step was setting up a new domain on the Microsoft Server 2003, using Domain Controller located in Active Directory, named “COMPSCI”. The Domain Controller is responsible for allowing host access to the domain’s resources.   COMPSCI was setup as a child of the Dillard.edu or DUINS network, its DNS name is compsci.Dillard.edu.    The Domain Naming System (DNS) is an Internet service that translates domain names into Internet Protocol (IP) addresses or vice versa (Stanek, 2007).  Next, with the help of Samba and Winbind, the two operating systems user authentication services together.  To address the Internet/Intranet role I have installed the Internet Information Services on the MS server.
To first test the security of the COMPSCI Domain, I have added a number of users with different rights in the network, whom with the correct login credentials; can easily login to the domain.  Login credentials will include a user name and password that must have at least one capital letter and a number.   I created a shared file that can be seen on the network by the individuals that have these rights.  By accessing the computer management application on each server, I check the security logs to see the files that were accessed in a specific amount of time.

By accessing the server monitoring applications on each server, one can see how the different activities are affecting the server’s access times.  Another way of testing the servers reliability is by comparing the downtime that each server.  Downtime occur when servers undergo monthly maintenance, application failure, power failure, network failure, or when the operating system crash.  To compare downtime, I have found a case study that tested the downtimes of both server platforms to find how long it takes each comes up and restore normal standards.

The last part of the methodology is the creation of an Information Systems Policy.  Sipior and Ward’s publication on Information Security Management, states that the absence of a well-defined information security policy is currently regarded as the most serious problem with security in organizations today.  The researchers also stressed that every organization should have security guidelines and principles and that these policies should be continuously updated to insure a secure network. After reading this publication, I realized that creating an Information Systems Policy is critical to ensuring security on one’s network. The policy must consider a process view of information within the context of the organization’s environment.

There are a few problems have come forth as one approached this project.  With limited knowledge of Red Hat Linux Operating Systems, learning the components of the operating systems posed a challenge.  Another problem that may arise is the configuration of each server to where they can work on the client PCs. 

Chapter Four Data and Results

Implementation:


This section shows research methods and gives step-by-step procedures of that were accomplished in the configuration and integration of the resources of both the Microsoft and Linux servers.  
1. Created of new domain on the Microsoft Server 2003 using Domain Controller and Active Directory. Using the “dcpromo” command in the run box the
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Microsoft Server was established as the Domain Controller creating the COMPSCI Domain on the Microsoft Server named CSMSSERVER1 (See Figure 4).  Active Directory has many different logical and physical structures for network components. The two structures used in this network configuration are Domain Tree and Organizational units.  The DNS was created as a sub domain or child of Dillard.edu giving the domain name compsci.dillard.edu creating a domain forest (see Appendix B).   A domain forest is two or more domains sharing the same directory data.  The use of organization units allow one to create a smaller more manageable view of one’s domain and sharing the same resources that are located on the parent  domain at the same time.
2. Added a number of users and assign rights to each.  Also, adding different groups and allowance and restriction on group rights.  The most important aspect of domain management is account creation.  On the CSMSERVER1 there are a number of groups and user the have access to the domain’s resources.  All user account must follow naming policies that are created by the server’s operating system.  On this server, logon names must be unique to the domain.  Logging on the domain with a PC that’s pre-Windows 2000 the domain name must be typed in first in capital letters followed by a backlash and the user’s logon, i.e. COMPSCI\jdoe.  Domain passwords must also follow a certain policy.  User passwords are case-sensitive and must include at least one capital letter and number.  To gain access to the domain resources one must complete a Computer and Email Account Application Form (see Appendix E).
3. Configured Samba and Winbind on the Red Hat Server.  Winbind is a component of the Samba suite of programs that allows the integration of Linux and Windows through a unified logon.  The following steps are used to configure Winbind:
Click on “System”>”Administration”>”Authentication”
There are several parameters to fill in for each tab in this selection box.  All of them are necessary and CASE is important.  First up: Winbind itself.

1. Click on the “Configure Winbind” button.

2. Fill in the Winbind Domain= COMPSCI.DILLARD.EDU (must be upper case)

3. Select “ads” as the Security Model.

4. Fill in Winbind ADS Realm= COMPSCI.DILLARD.EDU (must be upper case)

5. Fill in the Winbind Domain Controller= csmsserver1.compsci.dillard.edu
6. Select “/bin/bash” as the Template Shell

7. Select “Allow offline login”
8. Click on “OK”

For Winbind to work properly, Kerberos Support must also be enabled and configured to tell the Linux system where to go to access files and objects within the Windows domain.  Once Linux is installed on the PCs in the Computer Science Computer Labs, students can logon the computer using the normal Dillard University logon followed by a winbind separator and the DUINS or COMPSCI domain, i.e. COMPSCI\whaynes.
4. Configured the IIS application on MS server.  Although, the website that was uploaded onto the server is no working properly, it is configured with the correct IP address on the Default Web Site.
5. Tested the security, by accessing the security log within the Event Viewer on the MS server.  The security log are security audits, displaying dates, times, and the actually PC that connected to the server (See Figure 5).
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6. [image: image6.wmf]Researched server reliability.  This comparison comes from an independent source.  The use of this independent case study was a major factor in determining which server will be the Domain Controller.  The study compared planned and 
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unplanned downtime of two servers, one running Windows 2003 Server and the other running on Red Hat Enterprise Linux 5 Server, under seven different scenarios.  The study found that the Windows 2003 Server had lower projected downtimes in 6 of 7 scenarios (See Figure 6).  The Windows Server 2003 enjoyed a 50% unplanned downtime advantage, when it came to application crashes, OS hangs / crashes and recovery from power and network failure.
7. I also accessed server monitoring applications and see how day to day activity affects server access time.  Monitoring a server’s performance and activity is important to identifying possible future network problems.   

8. Created of a formal Information Systems Policy.  After reading Sipior and Ward’s publication on Information Security Management, I realized that the creation of an Information Systems Policy (see Appendix D) is critical to ensuring the security on the COMPSCI network. The policy has considered a process view of information within the context of the organization’s environment.  Applicants must abide by these standards as stated on the Computer and E-mail Account Application Form (See Appendix E).
 Chapter 5 Conclusion and Discussion

Conclusion:


 Dillard University’s campus is Microsoft based running the Windows XP operating system, with the exception of an Apple Lab.  This was a major reason of using the Windows server as the Domain Controller, another reason was the Wirpo Technologies case study that showed the reliability comparison of each server.  Windows Server 2003 was easier to configure and manage, which means it was configured to be a more reliable platform. Also, the benefit of having Mr. Smart, a Microsoft Certified Server Engineer, makes troubleshooting a little easier.  Red Hat Enterprise Linux offers many of services that integrate well within a Windows based network.  Services such as, Winbind, Samba, and Kerberos, are used to link the there resources together.  Also with my limited knowledge of Red Hat Linux Operating System, learning the components of the operating systems posed a challenge.

 
In terms of future research within the topic, I would recommend that a student with more knowledge of the Linux Operating System perform the same type of research and compare the two results and actually determine the best server platform for Dillard University’s Computer Science Department.  Other research recommendations are the establishment of a VPN PPTP or L2TP connection and the implementation of an internet or intranet website.
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Appendix A: Information Systems Policies and Procedures
	Equipment
	Software Used

	Windows
	Windows

	1 Server for configuration & testing

5 clients used for testing
	On Server :

Windows Server 2003 Enterprise (WS03E) Release 2

.NET Framework 2.0

IIS 6.0

On Clients:

Windows XP Professional



	Red Hat Linux
	Red Hat Linux

	1 Server for configuration & testing

5 clients used for testing
	On Server:

Red Hat Enterprise Linux 9 (RHEL9) Server

Apache Web Server 2.2.3

On Clients:

Windows XP Professional 

	Hardware Used:

[for Windows and Red Hat Linux Server]

Dell PowerEdge 2950

x86 Based PC

2 single-core processors

Speed: 5160 @ 3.00 GHz x 2

Memory: 8 GB RAM

Network Card: Broadcom BCM 5708C   

                         NetXtreme II GigE        

[for Windows and Red Hat Linux Clients]

Dell Optiplex GX 620

Pentium D 

Speed: 2.80 GHz

Memory: 1.99 GB RAM

Network Card: Broadcom Advanced  

                         Control Suite 2
	


Appendix B: DNS Management
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Appendix D: Information Systems Policies and Procedures
(Recommended)

Dillard University’s Computer Science Department

Domain: COMPSCI
(November, 2008)

Introduction
The policies contained in this section apply to all faculty, staff, students, volunteers, and guests of the Dillard University Computer Science Department who use the Dillard University Network and to all the Web and information servers operating on the COMPSCI Network. 

The COMPSCI Network may not be used in any manner prohibited by federal, state, or local law or disallowed by contracts and licenses. Examples of such laws, rules, policies, contracts, and licenses include the laws of libel, privacy, copyright, trademark, obscenity, and child pornography; the Electronic Communications Privacy Act, and the Computer Fraud and Abuse Act, which prohibit "hacking," "cracking," and similar activities; the University’s policies contained in the current printed versions of the Dillard University Handbook, Administrative Staff Handbook, Dillard University Course Catalog, Faculty Handbook, Support Staff Handbook, and all applicable software licenses. Users who engage in electronic communications with persons in other states or countries or on other systems or networks should be aware that they may also be subject to the laws of those other states and countries and the rules and policies of those other systems and networks. Users are responsible for ascertaining, understanding, and complying with the laws, rules, policies, contracts, and licenses applicable to their particular uses.

Policy on Appropriate Use of Information Technology
Dillard University provides computing resources in order to advance the University’s mission and to meet the educational and professional needs of students, faculty, and staff. Ability to access computing resources does not, by itself, imply authorization to do so. Users are responsible for ascertaining what authorizations are necessary and for obtaining them before proceeding. Accounts and passwords may not, under any circumstances, be shared with, or used by, persons other than those to whom they have been assigned by the University. 

Authorized Use
Use of the Computer Science Department computers is limited to those persons identified below and is subject to the following standards of use: 
Users: Dillard University’s information technology is intended to support all of its member constituents.  This includes all students, faculty, and staff.  Special accounts can be created for institutionally recognized groups of committees, constituent family members, or alumni.  These special accounts are considered on an individual basis and should not be regarded as a normal benefit.  Application for a special account is made through the Information Systems office. 
Students: Computer accounts are disabled after students graduate or withdraw from the University.  Accounts may be reactivated for up to one year after a student leaves.  Request should be made through the Computer Science Department. 
Employees: Computer accounts are disabled after an employee leaves. 
Faculty/Staff Emeriti: Dillard University faculty/staff emeriti may have limited access to the academic computing systems.  
Accounts 
All information technology support is managed through the distribution of system accounts.  The system is utilized by first "logging on" to the system account (verifying the operator identity) using a log on name and secret password. 
All account applicants must read and sign the Computer Science Department Information Technology Account form.  These accounts are a privilege granted to those who use them responsibly.

Appendix E: Computer and E-Mail Account Application Form 
Computer and E-Mail Account Application Form

                                                                                   Information Technology Services

Dillard University Computer         Science Dept.

Accounts are for Dillard University staff, faculty, residents and students only. This account may be used to access computing resources available at Dillard University COMPSCI network, which may include E-mail and all other systems. Processing of this application form requires 2 working days. Complete the information below and return this form to Walter Haynes in a sealed envelope.
Last Name: ___________________ First Name: ____________________ MI: ____

Resident [   ]
 Faculty [   ]
 DU Staff [   ]
Student [   ]
 Other _________________
Job Title _____________________________________ Student/Faculty ID #______

Primary Office Location ___________________ Department __________________
If this is a temporary position, please specify the termination date: ______________
Work phone: __________________ Pager: __________________ Fax: ___________________
An Email account will be created for Staff, Core Faculty and Residents only. The email addresses are in the form firstname.lastname@compsci.dillard.edu and userid@compsci.dillard.edu. 

If you are a non-core faculty or prefer to have your UCSF E-mail forwarded to another address, please provide your E-mail address: ________________________

Communications resources may not be used for unlawful activities, commercial purposes or personal gain, or any activities that violate other University or campus policies and guidelines. 

Communications resources may be used for incidental personal purposes provided that such use does not interfere with the University’s operation or burden the University with

noticeable costs. 

Communications resources usage cannot interfere with others’ use of the resources. Communications resource usage must abide by University Intellectual Property Policy, sexual and other harassment policies.

I understand in the course of my accessing the computing resources at Dillard University, the userid assigned to me will be a unique code that identifies me to the computer system. All on-line communication that I make will reference my identity and I will be fully responsible for all such entries. Accordingly, I will not reveal my password to others.

The above information is a summary of some of the guidelines regarding University Communications Resources. For additional information, please check compsci.dillard.edu.

Signature: ___________________________ 
Date: ___________
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 [global]


# separate domain and username with ‘\’, like DOMAIN\username


winbind separator = \


# use uids from 10000 to 20000 for domain users


idmap uid = 10000 – 20000


# use gids from 10000 to 20000 for domain groups


idmap gid = 10000 – 20000


# allow enumeration of winbind users and groups


winbind enum users = yes


winbind enum groups = yes


# give winbind users a real shell (needed if telnet access is used)


template homedir = /home/winnt /%D /%U


template shell = /bin/bash








Figure � SEQ Figure \* ARABIC �3� Example of smb.conf for Winbind Setup
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Figure � SEQ Figure \* ARABIC �4� DCPROMO
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Figure � SEQ Figure \* ARABIC �6� Server Downtime Comparisons








Left: Windows 2003 | Right: Red Hat Linux
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Figure � SEQ Figure \* ARABIC �7� Server Downtime Comparisons
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Figure � SEQ Figure \* ARABIC �5� Security Log
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