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Introduction
Many businesses are heavily dependent upon a number of information systems; among them are banking, finance, telecommunications and transportation industry for the smooth and proper day-to-day functioning of the business (Galliers & Leidner 2003).  Critical infrastructure application provides services upon which organisations depend heavily; such information systems require constant reliable operation in face of various failures, natural disasters and other disruptive events that might cause a loss of service.  This dissertation explores how companies determine their critical information systems in relations to disaster recovery.  

Information systems have been introduced into a large number of businesses as the cost of computing hardware has dropped and the availability of sophisticated software has increased.  Damage to the information system may lead to the loss of a large part of the service provided by the infrastructure application.  An organisation must plan how to deal with and recover from such events.  

Disaster Recovery must always be catered for in readiness for any failure in risk prevention and indeed a risk reduction strategy explicitly recognises that there will be a residual probability of loss of security (Robson 1997).  Figure 1.0 illustrates relationships between the effects of critical information systems failure, the primary consequences and the secondary consequences.  What is not exemplify in figure 1.0 is that many primary losses lead to similar secondary losses and, no matter how different the system failure; if the losses are the same then the costs are the same.
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Figure 1.0 - Losses resulting from a loss of security

(Source from Strategic Management & Information Systems, Robson, 1997)
Much of this dissertation on disaster recovery focuses on critical information systems in large organisations, which are dependent on the survival of a system to continue to provide service in the face of various types of failure and disruption.  Questions can be raised on how companies define which systems are critical to the organisation.

This topic was chosen to extend previous work completed in the 3rd year work placement within the Information Systems department at Standard Life Assurance Company.  It fills a gap in the literature by examining the process of identifying critical systems in relation to disaster recovery and provides a framework for further research to be conducted in this area.

1.1
Research question, objectives and scope

Giving this identified problem of how companies define which systems are critical to the organisation, the overall research question of this dissertation is:

How do the divisions within Standard Life determine their critical information systems as a part of establishing their disaster recovery requirements?

The aim of this study is divided into 5 research questions.

1. Provide an evaluation of the literature on critical information systems in relations to disaster recovery.

2. Present a case study of Standard Life’s disaster recovery process and analyse how each division determines and tests its critical information systems.

3. Establish how the I.S Service Continuity team determines which information systems are critical to the various parts of the business.

4. Compare the relevant theories of disaster recovery planning and relate this to practice at Standard Life.

5. Present an evaluation of the literature and primary research as detailed at point 3 and 4 also, a final aim will be to draw conclusion, which will have implication, for both theory and practice.

1.2  
Methodology Overview

Research question 2:  The textbooks on disaster recovery and critical information systems will be read and reviewed.  Data and information will be accessed through Napier University Library using a selection of methods in obtaining secondary information, such as the Internet search engines and directories.  Sources and on-line journals will also be used to compose the literature review.

Research question 3, 4 & 5:  A largely qualitative methodology will be adopted for primary data collection.  I will conduct various interviews with the IS Service Continuity team and question the Business Systems Analysts for each division.  A large number of textbooks will also be used for theoretical research.  

Methods and procedures used to collate company information:
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Researching company documentations stored on the company server and the Intranet
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The Standard Life book will be examined to analyse historical information.
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Complete various informal interviews with staff at all levels
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I will conduct formal and informal interviews with Standard Life’s I.S Service Continuity team whom play a large part of analysing the critical systems of all divisions.

I currently work for Standard Life and I have been given access and permission to view and use information that is provided for internal staff on the Intranet.  I have access to the company servers in which a lot of information is stored for official use.  The Information Systems department have agreed to release data and statistics and approved for me to view and use information regarding the disaster recovery testing of the companies critical systems.   This would give me an insight on the planning involved with IT and assess how Standard Life’s IT infrastructure is developed, implemented and tested.

1.3  
Limitations

The general limitations of this dissertation is mainly time.  The formal and informal interviews will need to be conducted using existing methods, as there are no time or expertise available to devise new methods for obtaining any statistical information.  

The extent of the primary data collection is limited to a sample of one case study organisation due to constraints of time, resource and costs.

The limitations may have been resulted from the availability of data and the degree of willingness of staff in the chosen organisation to assist in the collection of data.  It also may not have been possible to access all the information that was originally hoped for, which could then cause a problem when trying to analyse and assess the data when relating to the theoretical findings.

1.4  
Dissertation Structure

These research questions need to be examined in order.  

Chapter 1
This chapter identifies motives why this field of study is being investigated.  The aims and objectives of this dissertation a well as the scope and limitations will be illustrated.

Chapter 2 
Secondly the need of recognition of existing ideas, which have been identified, on how companies determine their critical information systems as part of establishing their disaster recovery requirements.  Areas of controversy and relationships between ideas and practice will be demonstrated.  A discussion of the material and an analysis will be presented.  This chapter provides a review and critical analysis of both print and online literature on the investigation. 

Chapter 3 
A Discussion on the methodology used for data collection and methods used for data analysis is described.  The case study will be conducted on Standard Life Assurance Company, which is one of the world's leading mutual financial services company. 

Chapter 4
Provides an academic context for the discussion of findings and results.   A large section of this thesis will also concentrate on the case study conducted on Standard Life’s Information Systems Operational Services department, their roles and responsibilities.  

Chapter 5
An evaluation and conclusion will be illustrated in the final chapter of this dissertation where the findings are summarised.

Reference
1. Galliers, R, D. Leidner, D, E. (2003). Strategic Information Management: challenges and strategies in managing information systems. (3rd ed.) Oxford: Butterworth-Heinemann.
2. Robson, W. (1997). Strategic Management and Information Systems:  an integrated approach. (2nd ed.) London: Pitman. 

Business Disruption





Consequential Loss





Direct Loss





Loss/damage to systems





Systems		





Disruptive Events





Business Losses











PAGE  
2

