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Literature Review
This chapter explores the literature associated with the research question in more detail.  The research objective of this literature review is to identify and evaluate what knowledge and ideas that have been established on how companies determine their critical information systems as part of establishing their disaster recovery requirements.  Areas of controversy and relationships between ideas and practice will be identified.  A critical evaluation of the material and a discussion of the findings will also be presented.

The number of organisations that rely on computerised systems to perform their day-to-day operations and to help them in making decisions has grown rapidly over the last few years and continues to expand.  On the other hand, the destruction or loss of these systems can be disastrous and, in many cases, may lead to an end of providing services or trading for the organisation.  Therefore the growing dependence on computer systems and the fear of being out of business have increased management awareness and understanding of the importance of planning to prevent or recover from a computer failure.

2.1 
Information Systems and how has this changed over the last few decade?

Information systems (IS) can be defined as a set of interrelated components working together to collect, retrieve, process, store and distribute information for the purpose of facilitating planning, control, coordination, analysis and decision making in organisations (Laudon & Laudon 1998).  Many large infrastructure systems have evolved to a point where organisations rely heavily upon them.  These systems are so widespread and so important that the normal activities of the business depend upon their continued operation; such systems can be defined as critical information systems.   IT managers in consultation with application owners should identify the most critical systems in the firms’ portfolio

The introduction of critical information systems to process and transport data and information has proceeded at exceptional rates.  This has created opportunities and challenges for organisations.   To understand how information systems have changed in the last 40 years a number of ‘Era’ models have been produced.   Richard Nolan and Chuck Gibson (1974) published a landmark paper entitled ‘Managing the Four stages of EDP growth’, since then the Era model has been revised by Robson (1997), Frenzel (1992), McNurlin & Sprague (2002).  Many organisations go through four stages in the introduction and assimilation of new technology.   

Stage 1
Early successes, this stage looks at the beginning use of a new technology.

Stage 2
Contagion stage is where the interest grows rapidly.  This is the learning period for users and new products or services.

Stage 3
Control stage is where management begin to believe the costs of using the new technology are too high.

Stage 4
This stage is the maturity, this sets the stage for newer technologies.

Figure 2.1 illustrates the stages of growth theory to describe 3 Eras; DP Era, Micro Era and Network Era, it is important as it underlies the three organisational learning curves pictured are the dominant designs of each era.  However, Earl (1989) argues that organisations will pass through a number of different learning curves with respect to different critical systems.  In addition it is now clear that different parts of a single organisation may well be at different stages of growth with respect to a particular IT system.

The significance of figure 2.1 is it demonstrates the development of IT and can be used to understand how IT is critical for today’s organisations.  




2.2
Understanding how companies determine which information systems is critical to organisations.

In creating a comprehensive recovery plan, senior management, team up with business continuity experts to consider which business functions cannot be temporarily stopped without causing financial loss, regulatory or audit pressures or customer problems.  Companies are required to determine which of its systems it regards as critical

It is difficult to identify organisations critical systems as the critical nature of an application can only be seen in context with other applications.  Interactions among allocations are important in determining which applications are crucial as well as timing of the emergency.  The expected duration of the outage is another complicating factor.  Most applications become critical if the service outage is prolonged (Toigo, 1996).  
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Figure 2.2 - Organisational Survivability 

Source from Disaster Recovery Planning, Toigo (1996)  

An estimation of survival times is shown figure 2.2.   This explains the prolonged number of days without critical information systems the less the percentage of business activities would be able to operate in an organisation.  According to Toigo (1996) most companies were more reliant upon IS in 1990 than there were in 1985; he also examined ASDA whom state that ‘if we lost both computer rooms, the company would be dead’ – chief executive, ASDA.

There are two reasons for performing an analysis.  The first is to determine which applications to recover first.  The second is to understand trade-offs, which must include system owners and users (Frenzel 1992).  An organisation should conduct an analysis or a methodology for comparing various recovery strategies when evaluating what systems are critical in a disaster recovery.  The methodology is based on using several evaluation criteria (Wold 2003).  The importance of table 2.3 is it illustrates each evaluation criteria is assigned a priority, high, medium or low and each recovery strategy is assigned a rank, completely, partially, no or not applicable.  The score is calculated by multiplying the priority by the rank using the values:
	PRIORITY
	RANK
	SCORE

	High = 3
	Completely meets requirements = 5
	(Priority x Rank = Score)

	Medium = 2
	Partially meets requirements = 3
	(Priority x Rank = Score)

	Low = 1
	Does not meet requirements = 1
	(Priority x Rank = Score)

	Not Applicable = 0
	Not Applicable = 0
	Not Applicable = 0


Table 2.3 - Priority & Score Rank

Source from Disaster Recovery Journal

	
	Disaster Recovery Strategy

	Evaluation Criteria
	Priority
	Rank
	Score

	Recovery Time
	
	
	

	System Compatibility
	
	
	

	Security
	
	
	

	Availability
	
	
	

	Technical Support Availability
	
	
	

	Hardware Configuration
	
	
	

	Processing capacity
	
	
	

	Testing Costs
	
	
	

	Maintenance Cost
	
	
	

	Development Cost
	
	
	


Table 2.4 - Evaluation Criteria

(Source from Disaster Recovery Journal

There are several criteria’s organisations can use to determine which of their systems are critical, companies can use table 2.4 to determine this.   To establish the critical systems of the organization, each department should document all the functions performed within that department.  An analysis to indicate the principle functions performed inside and outside the department should be conducted.  

Some of the diagnostic questions that can be asked include:

· If a disaster occurred, how long could the department function without the existing equipment and departmental organization?

· What staffing, equipment forms and supplies would be necessary to perform the high priority tasks?

· How would the critical equipment, forms and supplies be replaced in a disaster situation?

· What effect would a disaster at the main computer have on the department?

· What outside services/vendors are relied on for normal operation?

Given the research analysis for this literature review, there is very little in books, on-line journals and Internet sources saying how to identify critical systems as a prelude to disaster recovery planning.  For a review of literature there seems to be several factors that may be important in helping to determine the importance of IS to organisation.  These factors are illustrated in figure 2.8; they are costs, contribution to profitability, supporting strategy, nature of IT, business operations and usage. 

2.2.1 Costs

A disaster can have a substantial affect on companies critical systems.  The resulting outage from a disaster can have serious effects on the feasibility of a firm's operations, profitability, quality of service, and convenience.
Allocation budgets to information system are a large and growing portion of the budget of many firms.  Organisations can use cost analysis to determine their critical systems.  For example a labour intensive process of application development compared with the operation of on-line mainframe application.  Application development has no economies of scale and suffers from a variety of people concerns and issues such as communication and motivation.  However the mainframe application may have economies of scale and is less susceptible to people issues and concerns (Alter 2002).  Therefore the cost recovery strategies can be used to determine which systems if taken off line would encounter financial loss for the organisation.

An effective financial management system provides the essential management information to ensure that services are run efficiently, economically and cost effectively (Rudd & Macfalane 2001).  

An effective financial management system will:

· Identify the actual cost of services and their production

· Identify how IT add values to the customers business

· Encourage more efficient use of resources

· Assist in the management and reduction of overall long-term costs.

This will enable the organisation to control and manage the overall IT budget and enable the fair and equitable recovery of costs for the provision of IT services.  It will also be a measure of which systems cost a lot to purchase and which will cost greatly when being replaced if a disaster occurs.   The significance of table 2.5 is it demonstrates typical major cost of information systems for an organisation in an event of a disaster.
	TYPE
	INCLUDES

	Hardware
	Mainframes, disk storage, networks, PCs, local servers

	Software
	Operating systems, applications, databases, monitoring and management tools

	People
	Payroll costs, relocation costs in an event of a disaster, expenses

	Accommodation
	Offices, cost of second data centre, secure areas, utilities

	External Services
	Disaster recovery services, security services, outsourcing services


Table 2.5 – Affects on critical systems

Source: Rudd, C.  & Mcfarlane, I. (2001) Information Technology Infrastructure Library, 

Hochstrasser and Griffiths (1990) provide a useful appendix to their work on managing the economies of IS.  In this they also design a more detail checklist that assists organisations to identify, quantity and evaluate information system costs.  The checklist covers:  Hardware costs, software costs, installation costs, environment cists, running costs, maintenance costs, security costs, networking costs, training costs and wider organisational costs.   The use of such a checklist is intended to alert organisations to think about the real cost of a particular potential IS activity and can used to determine the organisations critical system.

2.2.2 Contribution to profitability

The advances in technology shape the products and services of the future and offer opportunity for innovative organisations to increase their value, which in return will increase profitability.   With the use of information systems, organizations radically redesign their business processes and improve their business profitability and productivity.

Information systems can directly enhance profitability and competitive advantage by lowering the cost of doing business with customers and adding service dimensions to products that offset a higher price.   Information systems can indirectly enhance profitability and competitive advantage by providing increasing customer loyalty, and feedback for new product/service.  Information systems that have their application to problems concerning the firms’ competitive advantage are considered strategic infractions systems.  They focus on solving problems related to the firms’ long-term prosperity and survival.

Some researchers examined the direct relationship between IT and business profitability - such as return on assets and return on investment (Bender, 1986; Cron and Sobol, 1983; Turner, 1985).  Since the early 1980 a number of studies have correlated information systems and organisations profitability.  Cron and Sobel (1983) related that the number of computerised applications used with return of assets, profits as a percentage of sales.  In 1985 Turner studied the relationship of information systems to companies profitability in the banking industry and found no relationships. Others examined the direct relationship between IT and productivity (Brynjolfsson and Hitt, 1993).  

Critical systems can be determined in association with organisation’s profitability.  Systems, which will affect the revenue of a company, may predominantly require being available.

2.2.3 Supporting Strategy

The IT organisation operates as a business within a business, supporting many other functional units in a variety of ways.  Functions usually supported and some typical applications in support of these functions are illustrated in table 2.6 (Frenzel 1992).
	FUNCTIONS
	APPLICATION SUPPORTED

	Product Development
	Design automation

	Manufacturing
	Materials logistics, factory automation

	Distribution
	Warehouse automation, shipping and receiving

	Sales
	Order Entry, sales analysis, commission accounting

	Service
	Call dispatching, failure analysis, parts logistics

	Finance & Accounting
	Ledger, planning, accounts payable

	Administration
	Office systems, personnel records


Table 2.6 – IS in relations to organisational functions

Source: adapted from adapted from Management of Information technology, Frezel (1992)
The typical large firm uses information systems extensively throughout its business function.  Therefore it is crucial to identify those systems, which will reflect on the other functions if unavailable.  

2.2.4 Nature of IT

The nature of IT can be analysed to define an organisations critical system.

· Networks  - are established that directly link buyers to suppliers through: Local Area Networks (LANs) and Wide Area Networks (WANs).  Networks allow firms to exchange production information, delivery schedules, pricing information and technical assistance (Laudon & Laudon 1998).  Using network for major application hardware and software system backup and recovery must be addressed as part of the firms’ system architecture (Frenzel 1992).

· Internet - can be viewed as a critical system.  It is a global network of networks that allows people to access and distribute information all over the world.  Corporate web sites provide opportunities for firms to promote and sell products, develop customer service linkages.  (Alter 2002).

Internet services give customers the opportunity to communicate directly with suppliers across functions or departments, check order status, obtain shipping information and suggest improvements in product/service offerings.

· Mainframe - is a huge, very fast computer capable of handling all the computing for a large organisation.  This is crucial for many organisations for the day-to-day processes.  Most screen scrape run via the mainframe to view customer records on business applications.

· Telecommunications systems – require special contingency planning.  Special attention is required because these systems are usually highly critical to the firm and because they offer unique planning opportunities for critical applications (McNurlin & Sprague 2002).

2.2.5 Business Operations  

The IS department must maintain an awareness of the business goals and objectives.  For most organisations the first step in disaster recovery planning is to clarify systems and applications in order of their necessity to business operation.  The classification allows the organisation to draw up a ‘timetable of importance’ that shows when each element of IS must be functioning again for the business to survive.  The standby element of the plan will often only cover the business-critical systems, but the recovery plan must cover all aspects of IS use and management (Robson 1997).  Robson’s view is equivalent to David and Olsom (1985) both agree that the timetable should be based on business importance and not technical difficulty.    

A strategic alignment of business and IT model can be used to understand the affects on business and IT in relations to how they interrelate.  Galliers & Leidner (2003) and Henderson & Venkatraman (1993) propose the strategic alignment model covering the linkages between four domains in an organisation.

1. Business Strategy

2. Business Process

3. IT Strategy

4. IT Process

The significance of figure 2.7, the Strategic Alignment Model is, the primary rationale indicated with the red arrow is that the business needs, opportunities and strategy.  The business strategy should determine both how the firm and its processes are organised and how its information systems should operate.  Business strategy is the driving force for the business process or IT strategy ultimately affects IT process.  In the second perspective IT strategy is the driving force for IT process or business strategy ultimately affecting business process.  A firm’s IT infrastructure is a key determinant and limiting factor in how the firm can actually operate.  It is also a determinant of needs for changing IT as well as being a limiting factor in how much can be accomplished at what pace.  

Figure 2.7 is also important for the study on how companies determine their critical information systems, it is important for financial companies to identify the business needs, opportunities and strategy prior to deciding the IT needs as the IT strategy reflects the business strategy.  This is due to the competitive industry in which financial companies operate.  Their business profitability and process is considered the companies’ first priority.  The broken grey arrows can also be included as it interrelates, for example when identifying the business strategy, the IT infrastructure and process will require to be considered afterwards to meet the business strategy. 





Figure 2.7 – Strategic alignment Model

Source adapted from Strategic Information Management Galliers & Leidner (2003)

Once the critical needs have been documented, management can set priorities within departments for the overall recovery of the organization.  Activities of each department could be given priorities in the following manner (Wold 2003).

· Essential activities - A disruption in service exceeding one day would jeopardize seriously the operation of the organization. 

· Recommended activities - a disruption of service exceeding one week would jeopardize seriously the operation of the organization.  

· Nonessential activities - This information would be convenient to have but would not detract seriously from the operating capabilities if it were missing.

2.2.6 Usage

IT processing and capacity provision should match the evolving demands of the business usage of systems.  To determine an organisations critical systems the monitoring performance and usage of certain application, software and hardware throughout the business should be performed.  

A system usage is an effective means of determination of the importance of a critical system.  A system may require being used everyday for the day-to-day function of the business.  There are also systems that are barely used and acts only, as a back up does not necessarily require to be defined as a critical system.  

2.3 Discussion

A common theme in all of the studies is that these critical information systems have become exceedingly dependent upon their information systems for efficient operation.  While these critical systems have always been carefully protected against certain threats and vulnerabilities the new dependence upon information systems had opened them up to new sets of concerns and problems, including software failures, malicious security attacks.  

Critical business units depend on people performing tasks concerning customer service, accounts receivable, credit control etc.  People are the power behind an enterprise, but technology is the tool, which enables them to function (Tilley 1993).  In case of an emergency, it is essential that key people can carry on working.  This is assured only by having a comprehensive business continuity plan, including provisions for work area recovery, in place.

An organisation should focus on prioritising which systems to address in what order. For example, mission-critical servers are more important than individual workstations.   Prioritising systems will help to define where you should begin when defining storage requirements, and is also important when budget concerns limit the amount of storage that you can immediately upgrade. When prioritising, focus on maximizing return on investment and distributing the benefit of improvements to the largest possible number of individuals in then organization.

By identifying companies critical systems, in an event of a disaster an organisation will be aware of which of its systems will require to be up and running first.  This will benefit by management of risk and the consequent reduction of the impact of failure.  It will improve relationships between the business and IT through IT becoming more business focused and more aware of business impacts and priorities.   The main benefit will be it will reduce business disruption during an incident, with an ability to recover services efficiently in business priority order.   It will benefit the organisation as a whole as it will increase customer confidence, possible competitive advantage and increased organisational credibility.

The difficulty was identifying from the literature how companies determined their critical systems, most literature stated that companies should determine their critical systems but did not reveal how, therefore a new model can be illustrated to shows this.
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Figure 2.8 – Identification of organisations critical information systems

After completing the literature review a conclusion can be drawn to reveal that although the identification of the risks of a proposed information systems layout configuration is a very challenging and important task, however little research describes how this is actually carried out in firms.   It was difficult to analyse how companies determine their critical information systems.  This makes this dissertation interesting, as the illustration of how a company like Standard Life determines its critical systems will be examined and evaluated.  

Figure 2.8 was produced to demonstrates various concepts companies use to identify critical information systems, each in which have been discussed in this chapter.  
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