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Results & Discussion
This chapter provides discussion of the findings from interviews and observations carried out in relation to the themes identified from the literature review. 

Case Study – Standard Life Assurance Company

4.1
Company Background

The Standard Life group is increasingly global in its operations.  Currently the company operates in the United Kingdom, Ireland, Canada, Germany, Spain, India, China (Hong Kong) and the USA (Moss 2000).

Standard Life in the UK installed its first computers in the early 1960s.  Since then with early implementation of database technology and of PC network, the size and scale of the technology department has grown dramatically, with staff increasing from a handful to over 1200 in the UK and over 11,000 worldwide.  Today, four main companies represent the Standard Life group in the UK:

· Standard Life Assurance Company (SL)
 

· Standard Life Investments (SLI) 



· Standard Life Bank (SLB) 

· Standard Life Healthcare (SLH) 
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These companies are all supported by the IT facility - The I.S Service Centre in Edinburgh, with additional equipment installed locally.

4.2
I.S Service Centre Structure

The companies I.S Service Centre is situated in Edinburgh’s city centre, the Standard Life Service Centre is the technical heart of the companies IT service.  The building was opened in 1990 and houses all mainframe and midrange computers along with the web and application hosting servers that provide all e-commerce services to Standard Life’s customers over the Internet.  

The building is manned 24 hours a days, 365 days a year, with approximately 120 staff who are responsible for the day-to-day running of the companies’ computers and networks.   The role of the I.S Service Centre is to ensure the IT services are available and performing on a day-to-day basis.  The teams in the I.S Service Centre are responsible for the provision of online services and the scheduling and implementation of batch services throughout the day and night as required by the users.   The customers of the I.S Service Centre are internal staff of Standard Life.  Where the customers encounter problems with there IT service, the centre provides a single point of contact for them to request support, and when major problems are encountered the centre ensures these are escalated and managed in an appropriate manner.

 4.3  
Company investment in technology

Standard Life’s IT annual revenue budget is approximately £120 million.  Of this 63% (split 70% development and 30% support) relates to staff costs (including training), 24% to computer software, hardware and maintenance.  The capital budget is over £24 million, relating to new computer and network hardware and software – 

Eric Ramsay, I.S Service Centre Executive  

This investment has enabled the following advancements in the Standard Life technology infrastructure:

· A large-scale tele-servicing and workflow environment that enables the effective management and control of all work coming into the Customer Service Division (CSD).  The level of service provided has also increased dramatically as all customer information is immediately available to each service representative.

· Customer (e.g. IFA) access to Standard Life’s core systems, from early as 1997.  Whilst the initial facilities had a limited user base they were among the first in any industry to support browser access to core systems.  

From this position Standard Life has worked with Origo, TEX and other financial sector technology specialists to help shape their developments.

· An innovative heterogeneous server environment using a hub and spoke architecture deployed on IBM technologies.  IBM has classified Standard Life as a key reference site for this technology.  

This allows the company to easily integrate core business applications throughout the group as well as supporting new and emerging communication channels (e.g. Digital TV).  

4.4 
Results & Discussion

Standard Life UK is divided into five business divisions.  After conducting various formal and informal interviews, an analysis can be drawn to reveal how each division determines its critical information systems.  The company does not decide as a whole but examines each division and its needs.

4.4.1 Customer Service Division

Customer Service Division (CSD) has over 2,700 staff, which represent over a quarter of the whole Standard Life group.  A group of Business Analysts act as a communication medium between the business division and the I.S departments.  In an event of a disaster the CSD analysts’ team act as a focal communication point between CSD and a disaster recovery war room in Baileyfield.  This will include, communication of timely updates to business customers, provide updates on business impact of problem to service manager and update the service owner on situation as it develops.  Appendix 4 illustrates the critical systems and the key components of the CSD division and the components. In this illustration there are 18 critical applications and according to Mark Radka, CSD Business Analyst, his division determines which system is critical is highly dependent on the usages of a system.  

A system is considered critical when it is used every day to access customer information.  The business operations are important as well as contribution to profitability.   An example is the IMS system, which is used to collect customer payments through BACS; this is crucial to the companies’ profitability.  

Also what business functions the department performs, in CDS the most critical functions is - to pay pensions and life assurance plans out to policyholders whose contract has as matured.  Therefore whatever system they use to pay out the amounts is critical – Mark Radka, CSD, BST Analyst.
The significance of Appendix 5 is it illustrates IMS (CSDs critical system) is under Sys A and Sys B, if any one of these components fail it will result in the payments not being collected or made.  This may raise customer complaints, as Standard Life is a financial company that invest policyholders’ money in funds.  These must be collected at the appointed dates to ensure that the payments are invested in the funds with the allocated days bid prices.  A large percentage of the companies profit turnover is from the CSD area.

A factor, which was not identified from chapter 2, the literature review is a system may be considered critical in a certain time of the day or a certain weekday.  Appendix 6 demonstrates the general work patterns and services for the CSD division.

The critical systems to the company are also dependent on the day of the week and the time of impact, staff operate those systems between 8-5.30 hours, Monday to Friday, if a system failure occurred during these times and weekdays, it will require to be fixed with a critical incident record raised.  If the system failure was a Sunday this will not be considered critical as no CSD staff work on a Sunday – Mark Radka, CSD, BST Analyst.


Table 4.1 demonstrates the results in which was completed by Mark Radka in the interview to assess which factors he considers is very important, important, not very important and unimportant.  From the table an analysis can be concluded that all these factors are either very important or important, the reasons have been discussed in this section.

Plans to test critical systems for its readiness is currently underway for the CSD divisions.  Not all CSD’s critical systems have a back up in the SCC; they are situated in various head office buildings around Edinburgh, as Mark Radka states

It is good not to have all critical back-ups in one building because if all the recovery systems are in the SCC if that’s unavailable then the company will face huge difficulties.

4.4.2 Banking Division & Investments

Although Standard Life Bank and Standard Life Investments are two separate divisions; the Business Systems Analyst teams are combined.   

Appendix 7 displays the critical components of the Bank and Investment division.  After interviewing both Sharon Aitkin - Investment Analyst and Sandra Douglas -Bank Analyst, both agree that their areas determine its critical systems by the customers (internal staff) usage, see table 4.2.  

For the Bank to operate, its critical systems must be available as they offer services similar to the CSD division.  It is very much customer focus and the business operational applications and hardware is crucial to enable to provide the most effective service to the companies’ external customers, which in return affects those systems that are used as a contribution to profitability – Sandra Douglas, Sales & Marketing BST.

The Investment division is the most important and crucial area of the Standard Life group to be operational.  Appendix 8 lists all its critical systems and the related components.   

This division uses the most sophisticated and highly productive systems to meet the requirements of its operation in investments worldwide.  Most Investment specialised applications and hardware are considered critical – Sharon Aitken, Investment BST



Table 4.2 illustrates that the investments consider nearly all of the factors of determination of critical systems as being very important.  The I.S technical teams are situated in the Service Centre and 120 Dundas Street, however due to Investments being crucial in repairing their system related problems, IS Investment technical team are situated in George Street next to its Standard Life investment customers.  This is to enable critical system problems being fixed efficiently.

4.4.3 Corporate Division

Corporate Division is based in 5 separate locations, Standard Life House, Caledonian Exchange, 120 Dundas Street, Tanfield and Bailyfield Estate.  This division has a total of 1400 customers, which cover the following business groups:

· HR & Corporate Services – document services, premises, purchasing, office services and legal.

· Group Finance – accounts & actuarial

· Group Audit & Compliance – audit & actuarial

· Group Corporate Affairs

· International Department

· Some IS areas



Though nearly all factors from Table 4.3 were considered very important, Morag Allan Corporate Analyst expresses that her area determines its critical systems by those systems that support strategy.  

Corporate areas are important to the functioning of all other areas, as the customers in this field are internal staff.  Without workable equipment in Baileyfield most divisions will be unable to process. 

Baileyfield customers open and scan mail to the relevant departments to process.  They also dispatch mail to the external customers and have the main central printing unit.  
4.4.4
Healthcare
The Healthcare customers are located in two areas outside London, Guildford and Stockport.  Wey House in Guildford is Standard Life’s head office.  Most of the main business departments are based there including the company directors.  There are also various departments within the Stockport office although customer care is the most prominent.  Approximately 400 staff work in the Stockport office.  

Appendix 9 illustrates the critical service used and the critical periods.  Their critical systems are dependent on the time of year.  Under finance in the appendix the management expenses service use applications such as Access Accounts in the first two weeks after month end (16th –31st) and the month after the companies year-end calculation (16/11–15/12) is critical for financial applications to be available.  This also includes the financial reporting applications during the November to December period for the annual reports.   

The inbound tele-sales applications (Vitesse) is used all year with marketing campaigns except December and January.  Again the usage is a factor for Healthcare to determine its critical systems.  



Table 4.4 and 4.1 (CSD) are similar as they both offer customer service and determine critical systems by the usage and business operation.  Healthcare monitors performance and usage of applications, software and hardware throughout the healthcare division in determination of its critical systems. 

4.4.5    Sales & Marketing Division

The Sales and Marketing area deals mainly with new business operations.  This is important to make an impression on new clients therefore their systems must be available.  Jenny Carse, BST for Sales & Marketing believes: 

The supporting strategy and the contribution to profitability is the factors considered when determining their critical systems.  The area sets up new policy holder details and then passes this to either the CSD division, Healthcare or the Bank, this explains why supporting strategy systems are essential for its operations.



Jenny Carse completed table 4.5, which she considers the factor determining the critical systems for Sales & Marketing is supporting strategy in which has been discussed.  

Sales & Marketing operates as a business within a business, supporting many other functional units in a variety of ways.  

4.5
Analysis of Results

Section 4.4 analyses in detail the results obtained for the methodology used as illustrated in chapter 3 of this thesis.  

Chapter 2, the literature review examined a section by Word (2003) in which an organisation should conduct an analysis or a methodology for comparing various recovery strategies when evaluating the systems that are critical in a disaster recovery.  
There are several criteria’s organisations can use to determine which of their systems are critical, the same questions were asked to each of the BST’s and results are shown in table 4.6.
	EVALUATION CRITERIA
	BUSINESS DIVISION

	
	CSD
	Corporate
	Sales & Marketing
	Banking & Investments
	Healthcare

	Recovery Time


	
	
	
	
	

	System Compatibility
	
	
	
	
	

	Security


	
	
	
	
	

	Availability


	
	
	
	
	

	Technical Support Availability
	
	
	
	
	

	Hardware Configuration
	
	
	
	
	

	Processing Capacity
	
	
	
	
	

	Testing Costs


	
	
	
	
	

	Maintenance Cost


	
	
	
	
	

	Development Cost


	
	
	
	
	

	
	High

	 
	Medium

	
	Low



The importance of table 4.6 is it demonstrates that all divisions responded to the recovery time being critical as well as the security, availability and the process capacity.  The costs were a low factor from a BST analyst point of view.  

In the interviews all BST’s mentioned system security as being an important factor.  Standard Life has a secure, password management solution that centralizes management and reduces the number of password-related problems to the service desk.  In addition, the company at present has a single point of authentication, enabling it to easily monitor both internal and external access to the system.  Following a thorough evaluation of various solutions, Standard Life selected Novell Nsure for its security, reliability and ease-of-use. 

The solution is delivered through best-of-breed products, including Novell eDirectory, Novell SecureLogin and Novell BorderManager.  

The Novell solution has increased our infrastructure security and improved our users’ productivity, we should have implemented Novell’s secure identity management solution sooner- Katie Holland IS Service Centre project analyst. 

Novell SecureLogin, another component of the secure identity management solution, enables secure and reliable password management.  The directory-based, single sign-on solution encrypts and stores authentication credentials in Novell SecretStore, a secure repository located within eDirectory, so that users are only required to enter their username and password once, and are then able to easily manoeuvre from application to application.  Currently, Standard Life has deployed SecureLogin to more than 7,000 users and plans for a company wide rollout within this year.  Table 4.6 reflects this notion, as security is a high evaluation criteria for all business areas.

4.5.1 How the I.S Service Continuity team determines which information systems are critical to the various parts of the business.

The BST’s determine the companies critical systems from a business process point of view however, the IS Service Continuity team determine the critical systems from a IS and management point of view.   The team also determine how these critical systems are maintained for its readiness in accordance to a disaster.  

Helen Ellen explained the I.S Service Continuity teams mission statement 

Our goal is to ensure the recovery of IS services in the event of a disaster, in line with business needs; to minimise the impact of serious IS incident or disaster on the business, to ensure that regularly tested plans are in place and to ensure that contingency plans evolve in line with changing technology and business requirements.

This team is crucial in co-ordinating disaster recovery for Standard Life’s critical systems and to ensure the company can recover from any major IS incident.  The team ensures that recovery plans are in place and that they are regularly tested, this implies especially to the SCC.  The team determines which information systems are critical by working closely with Group Continuity Services and the Business Service Teams to identify the components involved in supplying the day to day IS service to the buildings and customers with Standard Life and the companies internet and IFA customers.   

If a critical systems disaster occurred, the business areas can function without the existing equipment and departmental organisation for 24 hours.  Any longer can result in severe company loss.  The company as a whole can only function without its critical systems for 5 days, any longer the company can be considered bust – Helen Ellen, IS Service Continuity Analyst

When examining figure 4.7, which has been previously discussed in chapter 2, in relations to Standard Life, the importance of the linkage between the Business Strategy and the IT Strategy in an organisation can be illustrated.  Standard Life is a financial company operating in a competitive industry.  Its core competencies are its reputation for first class customer service and for its best retirement and life assurance contracts in its market.  The Business Strategy is the driving force for Business Process or Information Technology Strategy, ultimately affecting Information Technology Process.




Figure 4.7 – Strategic alignment Model

Source adapted from Strategic Information Management Galliers & Leidner (2003)
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Figure 4.8 – Identification of organisations critical information systems

Figure 4.8 was constructed in Chapter 2 for the main concepts companies use to identify critical information systems.  After examining Standard Life another factor of determination of critical systems can be added.  The critical system can also be determent by the time of day, the day of the week and the month of the year.  

Standard Life Business divisions operate mainly between 8am and 5.30pm, Monday to Friday, if a system failure occurred during these times, most business process systems is considered critical.  The system will require to be repaired with a critical incident record raised.  If the system failure was a Sunday, it will not be considered critical as only a small selection of staff operate on a Sunday.  Also the month the system failure has occurred for example the month after the companies year-end calculation (16/11–15/12) is critical for financial applications to be available.  This is to ensure the efficient calculation for the company reports and accounts.

This chapter exemplified successfully how a company like Standard Life determines its critical information systems; the concepts shown in figure 4.7 and 4.8 were critically examined and evaluated.  

Reference

1. Galliers, R,D. Leidner, D,E. (2003). Strategic Information Management: challenges and strategies in managing information systems. (3rd ed.) Oxford: Butterworth-Heinemann.

2. Moss, M, S. (2000) Standard Life 1825-2000 – The building of Europe’s Largest Mutual Life Company.  London: Pitman Publishing

3. Wold, G. (2003). Comparing & Selecting Recover Strategies. Disaster Recovery Journal. Spring, volume16, issue 2.



Determination of Critical Systems in the CSD Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�



�
Very Important�
�
    �
Important


�
�
�
Not Very Important�
�
�
Unimportant


�
�






Determination of Critical Systems in the Banking Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�
Determination of Critical Systems in the Investment Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�



�
Very Important�
�
  �
Important


�
�
�
Not Very Important�
�
�
Unimportant


�
�









Determination of Critical Systems in the Corporate Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�



�
Very Important�
�
  �
Important


�
�
�
Not Very Important�
�
�
Unimportant


�
�






Determination of Critical Systems in the Sales & Marketing Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�



�
Very Important�
�
  �
Important


�
�
�
Not Very Important�
�
�
Unimportant


�
�






Determination of Critical Systems in the Healthcare Division�
�
Usage�
Cost�
Business Operation�
Nature Of Strategy�
Supporting Strategy�
Contribution to profitability�
�
�
�
�
�
�
�
�



�
Very Important�
�
  �
Important


�
�
�
Not Very Important�
�
�
Unimportant


�
�






Table 4.1 Determinations of Critical Systems in the CSD Division
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Table 4.2 Determinations of Critical Systems in the Banking & Investments Division





Table 4.3 Determinations of Critical Systems in the Corporate Division





Table 4.4 Determinations of Critical Systems in the Healthcare Division





Table 4.5 Determinations of Critical Systems in the Sales & Marketing Division
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