5.0

Conclusion
5.1 Meeting the aims of the research project

The original aims of the research project were:

1. To provide an evaluation of the literature on critical information systems in relations to disaster recovery.

2. Present a case study of Standard Life’s disaster recovery process and analyse how each division determines and tests its critical information systems.

3. Establish how the I.S Service Continuity team determines which information systems are critical to the various parts of the business.

4. Compare the relevant theories of disaster recovery planning and relate this to practice at Standard Life.

5. Present an evaluation of the literature and primary research as detailed at point 3 and 4 also, a final aim will be to draw conclusion, which will have implication, for both theory and practice.

6. These aims were met and discussed in Chapters 2, 3 and 4 of this project.

5.2 Main Findings

After conducting a literature review through on-line journals, textbooks and Internet search engines there were difficulties in identifying from the literature on how companies determined their critical systems, most literature stated that, companies should determine their critical information systems, but did not reveal how, figure 5.1 was formulated and examined in detail.  Given the gap in literature the illustration of how a company like Standard Life determines its critical systems was examined and evaluated.  
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Figure 5.1 - Identification of organisations 

critical information systems

The research methodology chosen was Case Study Research to be the best style in gathering primary and secondary information.  A large financial company such as Standard Life do not determine their critical systems as a company but by the separate business divisions.   Five divisions were investigated and a comparison was made.  The separate areas identify critical systems, were mainly determined by the usage of a system.  A system usage is an effective means of determination of the importance of a critical system.  A system may require being used everyday for the day-to-day functions of the business.  There are also systems that are barely used and act only, as a back up, does not necessarily require to be defined as a critical system.  CSD, Bank and Investments consider the usage of a system being critical however the corporate division considers the supporting strategy.  The Corporate systems are important to the functioning of all other areas, as the customers in this field are internal staff.  Without workable equipment in Baileyfield most divisions will be unable to process.

The business areas did not consider cost being an important factor.  This conflicts the IS Service Continuity teams view slightly as they do consider cost being an important factor.  The business divisions take into account the customers in which they are responsible for and the IS Service Continuity team take into consideration the IT management point of view.   From Literature the mainframe application may have economies of scale and is less susceptible to people issues and concerns (Alter 2002).  Therefore management to determine which systems if taken off line would encounter financial loss for the organisation can use the cost recovery strategies.  

Standard Life’s three mainframe systems in the Service Centre handle the bulk of the companies critical business processing and provide the back-end power for e-commerce services.  The Service Centre is also the main hub of the companies network infrastructure, which enables in-house IT services, provided to over 11,000 staff in the UK.  In the event of a disaster, the Service Continuity Centre (SCC, Second Service Centre) allows Standard Life to recover all its critical business IT services within 24 hours and allow the business to continue operating as before.  This centre houses all the computer equipment required to continue running Standard Life’s IT service should the Data Centre be lost.  A dual operators bride exists to enable monitoring and operation of the SCC from the Data Centre and vice versa.  

In order to recover services within 24 hours all Standard Life’s production data is instantaneously and continuously copied from the data Centre to the SCC.  This allows business services to be restored to the point of failure, as the data is always up to date.   This is known as a hot site facility, where everything to enable IS operation is already installed.  These sites allow almost instantaneous business operation, provided that data back-ups are available (Robson, 1997).

After conducting primary research, a new analysis is presented in determining critical systems.  Most business divisions also consider critical systems in accordance to the time of day and the month of the year as illustrated in figure 5.2.  End of the year (Nov-Jan) the batch jobs and data applications are critical due to the calculation of the year end for the annual reports.  These applications are not considered critical in the rest of the year.  The business operating times are from 08:00hrs until 17.30hrs.  Any network or mainframe failure will impact the processing divisions.  The importance of the linkage between the Business Strategy and the IT Strategy in an organisation can be illustrated.  Standard Life is a financial company operating in a competitive industry.  Its core competencies are its reputation for first class customer service and for its best retirement and life assurance contracts in its market.  The Business Strategy is the driving force for Business Process or Information Technology Strategy, ultimately affecting Information Technology Process.

A company like Standard Life determines its critical systems for the following reasons:

· To minimise potential economic loss

· Decrease potential exposures

· Reducing the probability of occurrence

· Reducing disruption to operations

· Ensuring or organisational stability

· Providing orderly recovery

· Reducing reliance on certain key individuals

· Protecting the assets of the organisation

· Ensuring the safety of personnel customers
5.3
CRITICAL EVALUATION
The findings from this study do not boast high external validity.  The aim of this research was not to produce findings that could be generalised, but to take exploratory steps in researching this area, where little work had been conducted previously.  The purpose of this research was to develop areas for further research and aid hypothesis generation for later studies.  Despite the limitations in generalisation, the methodology selected suited this study and was effective for data collection and analysis.

This dissertations greatest limitation is the scale of the study.  As the experiment is a single case study with evaluation of one financial company, the findings from this study cannot be applied to the industry as a whole.  It would have been beneficial to try to conduct a case study with more than one financial company, however due to the time restraints this option was not available.

All aims and objectives identified in Chapters 1 have been met.  Identifying critical information system in relations to disaster recovery using interviews and conducting effective data research has enabled to introduce two new frameworks, which can be applied academically or for practical use in companies.  

It is hoped that the research will be useful in identifying new areas for further research to be conducted.  
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Figure 5.2 – identification of critical information systems at Standard Life
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