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DATA SECURITY AND RECOVERY
Data security consists of procedures that prevent unauthorized access to your computer resources and network. It is the means of ensuring that data is kept safe from corruption and that access to it is suitably controlled, thus data security helps to ensure privacy. It also helps in protecting personal data. Appropriate security procedures should not significantly hinder a person from performing their work.
 
Features:
 
1. True-on –the –fly-encryption (TOTFE) allows the user to enter a password only once at windows log on.
2. Strong encryption – uses a 256 bit key.
3. Secure encryption key generation uses a complex randomized block key and variable length key generated from the user password.
4. Secure file transfers – Files from the remote storage are transferred in the encrypted form and decrypted only on the host.
Data recovery is the process of salvaging data from damaged, failed, corrupted or inaccessible primary storage media when it cannot be accessed normally. Often the data is being salvaged from storage media formats such as hard disk drives, storage tapes, CDs, DVDs, RAID configurations and other electronics. Data gets damaged or missing in a variety of ways from virus attacks to improper storage of the media to accidents like floods. It could also have simply been erased. Recovering the data from such media can sometimes be performed using simple hardware or software but may occasionally require the assistance of data recovery specialists.
 
Examples of data recovery:  
 
A wide variety of failures can cause physical damage to storage media, CDS and DVDs can have their metallic substrate or dye layer scratched off; hard disks can suffer any of several mechanical failures such as head crashes, and failed motors; tapes can simply break.
 
Most physical damage cannot be repaired by end users. Some damage can be repaired by replacing parts in the hard disk, this alone may make the disk usable but there may still be logical damage. 
 
Examples of physical recovery procedures are: removing a damaged PCB (printed circuit board) and replacing it with a matching PCB from a healthy drive, replacing a damaged read-write head and even replacing individual disk platters.
 
 
THE ROLE OF THE SYSTEMS ANALYST
 
Systems analysts are responsible for designing computer information systems, modifying systems to improve production or work flow, or expanding systems to serve new purposes. The must understand the capabilities of the firms equipment and software and may be asked to provide recommendations about selection of new equipment or software packages. They may be responsible for a firm’s entire system or part of it or work from project to project. The first task of the systems analyst is the evaluation of business procedures and problems. Analysts begin an assignment by talking with managers or specialists to determine the precise nature of the problem. This may involve interviews with staff to specifically identify what information is being processed, where it comes from and where it goes.  
In addition to the interview method of data collection, analysts also conduct written surveys and observe workers performing tasks. On occasion an Analyst may assume the worker's role for a week or so in order to understand and document the processes being performed. After sufficient information has been collected, the analyst prepares charts and diagrams that constitute a representation of the new system in terms which managers or non-data-processing personnel can understand. Analysts consult with management throughout this phase in order to confirm that the analyst and the management agree on the principles of the system. Analysts also prepare analyses which present cost versus benefit as a result of implementing the proposed new system. Once the system is accepted, Systems Analysts prepare specifications for programmers to follow. The specifications include detailed descriptions of the records, files, and documents used in processing, and data flow charts describing the interrelationship of the data elements to be considered by the programmers. The analysts also coordinate the development of test problems to debug the system and participate in trial runs of the systems. They also may determine what computer hardware and software will be needed to set up the system. Some analysts also prepare programs and may be known as Programmer Analysts. In computer manufacturing firms, Systems Analysts design application software for the computers. They also prepare technical documentation and instructional manuals relevant to the establishment and functioning of entire operational systems. Because the possible uses for computers are so varied and complex, Computer Systems Analysts usually specialize in either business, scientific, or engineering applications. Often, they have training or experience in the field in which they develop computer systems. 

The Responsibility of a Systems Analyst 

• Planning - establishing the plans for creating an information system by: 

1.
Defining the system to be developed - based on the systems prioritized according to the organization's critical success factor (CSF), a system must be identified and chosen 

2.
the project scope - a high level of system requirements must be defined and put into a project scope document 

3.
Developing the project plan - - all details from tasks to be completed, who completed them and when they were completed must be formalized 

4.
Managing and monitoring the project plan - this allows the organization to stay on track, creating project milestones and feature creeps which allow you to add to the initial plan 

•
Analysis - the users and Systems Analyst collaborate to collect, comprehend, and logistically formalize business requirements by 

5.
Gathering the business requirements' - IT specialists and knowledge workers collaborate in a joint application design (JAD) and discuss which tasks to undertake to make the system most successful 

6.
Analyzing the requirements - business requirements are prioritized and put in a requirements definition document where the knowledge worker will approve and place their signatures 

• Design - this is where the technical blueprint of the system is created by 

1.
Designing the technical architecture - choosing amongst the architectural designs of telecommunications, hardware and software that will best suit the organization's system and future needs 

2.
Designing the systems model- graphically creating a model from graphical user interface (GUI), GUI screen design, and databases, to placement of objects on screen 

3.
Write the test conditions - Work with the end users to develop the test scripts according to the system requirements 

• Development - executing the design into a physical system by 

1.
Building the technical architecture - purchasing the material needed to build the system 

2.
Building the database and programs - the IT specialists write programs which will be used on the system 

• Testing - testing the developed system 

1.
Test the system using the established test scripts - test conditions are conducted by comparing expected outcomes to actual outcomes. If these differ, a bug is generated and a backtrack to the development stage must occur. 

• Deployment - the systems are placed and used in the actual workforce and Businesses. 

1. The user guide is created 

2.
Training is provided to the users of the system - usually through workshops or online 

•
Maintenance - keeping the system up to date with the changes in the organization and ensuring it meets the goals of the organization by 

3.
Building a help desk to support the system users - having a team available to aid technical difficulties and answer questions 

2. Implementing changes to the system when necessary. 
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